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                Penetration Testing: Money Spent, Still Vulnerable

                技術綜覽

                
                    WHY PENETRATION TESTS ARE INADEQUATE

 

To protect valuable computer systems, we build layers of security around them. The layers comprising your security perimeter need to be tested to make sure they can really protect against the relevant threats.

 

Penetration testing is focused test with an objective to expose one or two possible ways of reaching the protected system. Uncovering even a single hole in the perimeter is considered a successful penetration test.

 

While penetration tests are valuable for organizations and security teams, they overlook two major factors:

 

• The network infrastructure

• Networking blind spots

 

In addition, penetration tests are valid only for a limited period of time, and the result does not remain true after making changes to the network configuration or policies. It is a time-bound snapshot of an organization’s security posture, which constantly evolves.

 

A MORE HOLISTIC APPROACH

 

Ixia offers a holistic approach for security testing, which concentrates on exposing the chinks in your perimeter armor, and can expose many more security holes throughout the network. The tests are repeatable, and can easily be turned into a continuous, ongoing process. Every time the network changes, after any network or policy changes, the tests may re-run automatically to see if the network is still secure. Think of it as numerous, micro–penetration tests carried out automatically every day.

 

A solution like BreakingPoint makes it possible to implement a holistic, continuous testing process, such as:

 

• Testing a full suite of attack vectors, instead of just a few selected attacks in a regular penetration test.

 

• Adding numerous evasion techniques used by hackers, to ensure you are protected no matter how hostile agents modify or obfuscate their attack.

 

• Testing “good” traffic from real-world applications, at realistic enterprise scale. This means your tests are realistic and enables you to gauge the impact an attack would have on real users.

 

• Testing Data Loss Prevention (DLP), file blocking and forensics by simulating files moving through the network in a variety of formats, and via multiple application protocols.

 

• Simulating complex lifecycles of Advanced Persistent Threats (ATPs), understanding that many attacks are not a one-off affair and part of a longterm multi-stage campaign targeting your organization.

 

The following sections will explain how you can add each of these levels of realism to your continuous testing mix, and the value to your organization of ongoing, multi-faceted testing of security scenarios.

 

TESTING A COMPLETE SUITE OF ATTACK VECTORS

 

Most penetration tests are based on a limited number of attacks. They do not test all the possible threat vectors, not even a selection of the most important ones.

 

Network perimeter test software, such as BreakingPoint, uses powerful machines (either commodity boxes or specialized equipment) that can create a much broader variation of attacks at large scale. Attack testing involves generating thousands of exploits, containing signatures and live malware, to evaluate the perimeter’s ability to identify and block the different threat vectors.

 

A solution like BreakingPoint can generate more than 35,000 types of attacks within an hour, and can provide overall understanding of your strengths and weaknesses. Two examples:

 

• You may be well prepared to stop Hyptertxt Transfer Protocol (HTTP)-related attacks, however hackers can successfully deploy malware over Simple Mail Transfer Protocol (SMTP).

 

• The network can block attacks over Internet Protocol Version 4 (IPV4), but any attack over IPV6 can pass through.
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Andorra
Angola
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Antarctica
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Aruba
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Bahrain
Bangladesh
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Belarus
Belgium
Belize
Benin
Bermuda
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Bolivia
Bosnia and Herzegovina
Botswana
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Brit/Indian Ocean Terr.
Brunei Darussalam
Bulgaria
Burkina Faso
Burundi
Cambodia
Cameroon
Canary Islands
Cape Verde
Cayman Islands
Central African Republic
Chad
Chile
China
Christmas Island
Cocos (Keeling) Islands
Colombia
Comoros
Congo
Congo, The Dem. Republic Of
Cook Islands
Costa Rica
Côte d'Ivoire
Croatia
Cyprus
Czech Republic
Denmark
Djibouti
Dominica
Dominican Republic
Ecuador
Egypt
El Salvador
Equatorial Guinea
Eritrea
Estonia
Ethiopia
Falkland Islands
Faroe Islands
Fiji
Finland
French Guiana
French Polynesia
French Southern Terr.
Gabon
Gambia
Georgia
Ghana
Gibraltar
Greece
Greenland
Grenada
Guadeloupe
Guam
Guatemala
Guinea
Guinea-Bissau
Guyana
Haiti
Heard/McDonald Isls.
Honduras
Hong Kong, China
Hungary
Iceland
Indonesia
Iraq
Ireland
Israel
Italy
Jamaica
Japan
Jordan
Kazakhstan
Kenya
Kiribati
Korea (South)
Kuwait
Kyrgyzstan
Laos
Latvia
Lebanon
Lesotho
Liberia
Libya
Liechtenstein
Lithuania
Luxembourg
Macau
Macedonia
Madagascar
Malawi
Maldives
Mali
Malta
Marshall Islands
Martinique
Mauritania
Mauritius
Mayotte
Mexico
Micronesia
Moldova
Monaco
Mongolia
Montserrat
Morocco
Mozambique
Myanmar
N. Mariana Isls.
Namibia
Nauru
Nepal
Netherlands Antilles
New Caledonia
New Zealand
Nicaragua
Niger
Nigeria
Niue
Norfolk Island
Norway
Oman
Pakistan
Palau
Palestinian Territory, Occupied
Panama
Papua New Guinea
Paraguay
Peru
Philippines
Pitcairn
Poland
Portugal
Puerto Rico
Qatar
Reunion
Romania
Russian Federation
Rwanda
Saint Kitts and Nevis
Saint Lucia
Samoa
San Marino
Sao Tome/Principe
Saudi Arabia
Senegal
Serbia and Montenegro
Serbia
Montenegro
Seychelles
Sierra Leone
Slovak Republic
Slovenia
Solomon Islands
Somalia
Spain
Sri Lanka
St. Helena
St. Pierre and Miquelon
St. Vincent and Grenadines
Suriname
Svalbard/Jan Mayen Isls.
Swaziland
Switzerland
Taiwan, China
Tajikistan
Tanzania
Thailand
Timor-Leste
Togo
Tokelau
Tonga
Trinidad and Tobago
Tunisia
Turkey
Turkmenistan
Turks/Caicos Isls.
Tuvalu
Uganda
Ukraine
United Arab Emirates
US Minor Outlying Is.
Uruguay
Uzbekistan
Vanuatu
Vatican City
Venezuela
Viet Nam
Virgin Islands (British)
Virgin Islands (U.S.)
Wallis/Futuna Isls.
Western Sahara
Yemen
Zambia
Zimbabwe
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醫療/保健
網路設備製造商
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半導體
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產品：硬體測試
產品：多系統整合
產品：軟體測試
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網路/安全規劃工程師
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電源設計工程師
Procurement
Product Management
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