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A HOLISTIC APPROACH TO

CONTINUOUS SECURITY 
TESTING

WHY PENETRATION TESTS ARE INADEQUATE
To protect valuable computer systems, we build layers of security around 

them. The layers comprising your security perimeter need to be tested to 

make sure they can really protect against the relevant threats.

Penetration testing is focused test with an objective to expose one or two 

possible ways of reaching the protected system. Uncovering even a single 

hole in the perimeter is considered a successful penetration test. 

While penetration tests are valuable for organizations and security teams, 

they overlook two major factors:

• The network infrastructure 

• Networking blind spots

In addition, penetration tests are valid only for a limited period of time, and 

the result does not remain true after making changes to the network 

configuration or policies. It is a time-bound snapshot of an organization’s 

security posture, which constantly evolves. 

A penetration test is 
usually carried out as 
a “black box” exercise, 
with no knowledge 
of internal systems. 
Therefore, it may not 
identify issues which 
may be obvious to 
anyone with access to 
internal networks  
and devices. 
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A MORE HOLISTIC APPROACH
Ixia offers a holistic approach for security testing, which concentrates on exposing 

the chinks in your perimeter armor, and can expose many more security holes 

throughout the network. The tests are repeatable, and can easily be turned into a 

continuous, ongoing process. Every time the network changes, after any network 

or policy changes, the tests may re-run automatically to see if the network is still 

secure. Think of it as numerous, micro–penetration tests carried out automatically 

every day. 

A solution like BreakingPoint makes it possible to implement a holistic, continuous 

testing process, such as:

• Testing a full suite of attack vectors, instead of just a few selected attacks in a 
regular penetration test.

• Adding numerous evasion techniques used by hackers, to ensure you are 
protected no matter how hostile agents modify or obfuscate their attack.

• Testing “good” traffic from real-world applications, at realistic enterprise scale. 
This means your tests are realistic and enables you to gauge the impact an 
attack would have on real users.

• Testing Data Loss Prevention (DLP), file blocking and forensics by simulating 
files moving through the network in a variety of formats, and via multiple 
application protocols.

• Simulating complex lifecycles of Advanced Persistent Threats (ATPs), 
understanding that many attacks are not a one-off affair and part of a long-
term multi-stage campaign targeting your organization.

The following sections will explain how you can add each of these levels of realism 

to your continuous testing mix, and the value to your organization of ongoing, 

multi-faceted testing of security scenarios.

TESTING A COMPLETE SUITE OF ATTACK VECTORS
Most penetration tests are based on a limited number of attacks. They do not test 

all the possible threat vectors, not even a selection of the most important ones. 

Network perimeter test software, such as BreakingPoint, uses powerful machines 

(either commodity boxes or specialized equipment) that can create a much 

broader variation of attacks at large scale. Attack testing involves generating 

thousands of exploits, containing signatures and live malware, to evaluate the 

perimeter’s ability to identify and block the different threat vectors.

A solution like BreakingPoint can generate more than 35,000 types of attacks 

within an hour, and can provide overall understanding of your strengths and 

weaknesses. Two examples:

• You may be well prepared to stop Hyptertxt Transfer Protocol (HTTP)-related 
attacks, however hackers can successfully deploy malware over Simple Mail 
Transfer Protocol (SMTP). 

Our discussion focuses 
on BreakingPoint®, a 
solution which performs 
automated, realistic 
testing of network 
conditions in order to 
validate your defenses.
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• The network can block attacks over Internet Protocol Version 4 (IPV4), but any 
attack over IPV6 can pass through.

CREATING LISTS OF VULNERABILITIES AND SIMULATING ATTACKS
Here are a few examples, using BreakingPoint, of how to create a “strike list” of 

attacks you want to test on your network. 

You would typically conduct these simulated strikes on a realistic staging 

environment, with a simulation of your regular traffic from internal and external 

users (see the following section, “Real World Applications and Scale”). 

1. A strike list of all major 
ransomware malware 
of 2016 to see if they 
will be blocked by 
your firewall, in-plane 
switch (IPS), and/or 
anti-virus. 

2.  A strike list of all cross 
site scripting attacks 
to see if the Web 
Application Firewall 
(WAF) can detect and 
block all such threats.

3. A strike list with all 
types of HTTP 
vulnerabilities that 
have Concurrent 
Versions System (CVS) 
score of Critical-10.0 
from client to server.
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DDOS ATTACKS
Most networks are not prepared for Distributed Denial of Service (DDoS)  

attacks and can be brought to their knees. DDoS testing involves emulating 

different types of DDoS attacks to measure the network’s ability to effectively 

mitigate them.

Modern day DDoS attacks typically belong to one of two types: “fast and furious” 

volumetric attacks that focus on consuming bandwidth, or more intelligent attacks 

that try to overwhelm server resources like memory. The screenshots below show 

how both types of DDoS attack can be simulated in BreakingPoint.

4. A “fast and furious” 
volumetric DDoS 
attack composed of 4 
attack variants. 
Launched from Africa 
to USA.

 

5. A more intelligent 
DDoS attack which is 
“low and slow”, 
designed to consume 
memory resources on 
servers. Launched 
from India and China 
to South America.

6. The same “low and 
slow” attack, with 
stable background 
traffic simulated 
alongside. This is 
important to test the 
impact an attack will 
have on real user 
performance
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BOTNET TRAFFIC
A good way to prevent both types of DDoS attacks is to identify and block all 

botnet strains, either by identifying the malicious traffic or the IP addresses of 

infected machines. A key test of perimeter security is to detect how many botnet 

strains a particular device can block. 

By simulating botnet strains 

sent from malicious IP 

addresses, you have a true 

measure of the efficiency of 

your botnet/spyware 

detection system.

EVASIONS AND THREAT VARIANTS 

Detecting attack signatures on plain sight is an easy task. However, the same task 

becomes incredibly difficult when the same task is performed evasively. Hackers 

regularly use evasion tactics, where an attack is hidden or obfuscated using 

various means. A penetration test will not be able to exercise all the possible 

attack variants with their relevant evasion techniques.

BreakingPoint offers a comprehensive set of evasion profiles and strike variants to 

help identify false positives. Following are examples of evasions of web attacks 

which are supported in BreakingPoint:

7. HTTP-based  

evasion tactics 

8. Simple Mail Transfer 

Protocol (SMTP) 

based evasions tactics

 

A penetration test 
will not be able to 
exercise all the possible 
attack variants with 
their relevant evasion 
techniques.
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9. Evasion tactics used  

in malware sent 

through email

 

 

10. A simulated attack  

with evasions enabled

 

STABILITY TESTING
Stability testing consists of generating packet anomaly (also known as “fuzzing”) 

like invalid IP, Transmission Control Protocol (TCP), and User Datagram Protocol 

(UDP) header fields, to measure the stability of the perimeter under duress due to 

unnatural conditions. Below we show how to simulate this condition in 

BreakingPoint.

TESTING REAL WORLD APPLICATIONS AT ENTERPRISE SCALE
Most penetration tests are 

done during quiet periods 

(like weekends or off-work 

hours). Although this 

reduces risks, it also 

makes the environment 

unusually quiet and not 

representative of regular 

business-hour traffic, 

making it easier for the 

network and security 

teams to identify/block 

pen test access.  

http://www.ixiacom.com
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Conducting simulated intrusions/attacks with regular business-hour traffic can 

change the game, as it increases the realism and complexity of the attacks 

significantly. In our experience, almost every organization that carries out a 

realistic attack of this kind will discover new vulnerabilities or issues in their 

security setup which they were not aware of.

But how can you conduct simulated attacks on a real production network,  

while putting real traffic at risk? You cannot, which is why you will need to run 

tests on a staging network and to ensure realism and find a way to simulate 

“good” traffic from internal enterprise users and customers. BreakingPoint 

provides this capability.

With BreakingPoint, you will be able to simulate real-world applications and 

characterize the application performance of your network.  Application 

performance varies widely depending on the application type. For example, an 

FTP file transfer app can provide tremendously high throughput compared to DNS 

server or a Skype chat. Testing the network with a mix of traffic that most closely 

replicates your network is crucial. 

To get the most realistic test, you should mix all of the following: applications, 

attacks, and evasions. When network traffic and attacks are tested together, you 

are truly testing your network’s resiliency. The network is taking max load due to 

the heavy application traffic, while at the same time trying to deflect attacks. This 

is the hardest test of all, and there is huge value to carrying it out in a safe, 

controlled environment, rather than finding out on the day of an attack how your 

network will hold up.

BreakingPoint offers a variety of pre-defined profiles for simulating application 

traffic and lets you create your own profiles to closely resemble your production 

network. You can easily mix these application profiles, which generate simulated 

“good” traffic with attacks and evasions to achieve this difficult test.

TESTING DATA LOSS PREVENTION, FILE HANDLING,  
AND FORENSICS
A key objective of 

information security teams 

is to ensure that the 

organization never loses 

data. The end-to-end 

testing methodology can 

also be used to quickly 

validate the file handling 

and file blocking capabilities 

of the network. 

http://www.ixiacom.com
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BreakingPoint can also be used to send any type of files through the network. 

Testing can be done using real files such as Joint Photographic Expert Group 

(JPEG), Executable (EXE), CSV, PDF, either as email attachments, or through 

specific application protocols like BitTorrent, FTP, HTTP, Facebook etc. When 

was the last time you tested if your network defenses are resilient to all these 

possible ways of moving files in and out of the network? Below are a few ways 

BreakingPoint can help test file-related vulnerabilities.

11. Attachments of specific 
files can be uploaded 
and moved through the 
network to perform a 
holistic test with known 
payloads.

12. Alternately, URL-
blocking or file-
blocking capabilities 
can be tested using 
BreakingPoint’s file 
generators within the 
application. The 
screenshot below 
shows how to add 
several file types to the 
test via the file 
generator.

13. To test Data Loss 
Prevention (DLP) 
solutions at a higher 
level of granularity, 
BreakingPoint offers 
the Lawful Intercept 
(LI) feature. This allows 
you to simulate 
different data patterns, 
like credit card 
numbers, Social 

Testing can be done 
using real files such 
as JPEG, EXE, CSV, 
PDF, either as email 
attachments, or through 
specific application 
protocols.
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Security Numbers, 
phone numbers, or 
used-defined inputs 
which reflect sensitive 
data (e.g. the phrase 
“confidential”). These 
patterns can be 
embedded in files 
streaming through 
different applications 
and protocols. This 
provides a realistic test of the DLP system’s ability to detect and block 
communications containing sensitive patterns. 

For example, the screenshot below shows how to test credit card numbers passed 

through SMTP email, phone numbers transferred through Gmail, and user-defined 

data patterns transferred through HTTP. The results show matches of these 

patterns being transferred as part of regular network traffic (whereas if they were 

blocked correctly, they would not be transferred).

SIMULATING ADVANCED ATTACK LIFECYCLES
Advanced Persistent Threats (APTs) have complex life cycles that you must 

understand, model, and test to ensure your network is protected. You should test 

the effectiveness of your security perimeter in detecting and blocking each stage 

of the threat, and also to understand your forensic efficiency. For example, were 

you able to log and detect an attack footprint? 

The following diagram illustrates an attack lifecycle:

• Recon & Phishing
• Malicious URL access
• Exploit Delivery
• Malware Delivery
• Zero Day
• Call Back
• Call Back-Malicious domain
• Internal Scans
• Data Leakage

Confidential Secrets
Restricted

CALLBACK

Zero Access
Internet

Admin

CTO

Exploits

Malware

Unknown

DNS
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The attack consists of the following stages:

• Email-based spamming and phishing from a hacker organization.

• Initial click by someone from the admin staff of your organization. 

• A malicious website downloads and installs malware on the staff member’s 
computer.

• The admin PC becomes infected and now starts communicating with the C&C 
and Botmaster.

• Following additional commands from the Botmaster, the infected computer 
does internal reconnaissance and transfers the results back to the C&C.

• The C&C slowly gains more foothold within the network. It starts extracting 
data from the engineering network and encrypts the laptop of the CTO.

• The organization, now the victim of ransomware, is forced to pay the ransom 
via bitcoins.

Following this attack story 

through its various stages, 

and testing your network 

defenses at every stage, 

provides another level of 

validation and can expose 

important weaknesses, 

vulnerabilities, and blind 

spots in the network. 

A test series running all  

the stages one after the 

other with specified 

durations, just like in a real 

attack: BreakingPoint 

provides detailed test 

results at every stage to 

help understand how 

network defenses face up 

to the threat. 
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CYBER RANGE TRAINING FOR IT AND SECURITY STAFF
Many security and IT teams have never experienced a real attack. They have not 

experienced the stress and pressure of keeping their network secure and running 

under attack and in a hostile environment. Even though these teams may have 

undergone cyber security training and may have experience in a security role, they 

will often have very few experiences of real cyber warfare. 

Ixia advocates using a cyber range to train IT and security staff. A cyber range 

is an environment which enables realistic security training exercises. The 

exercises are conducted either in a “war room” at a training facility, or inside 

the organization. They typically involve a “blue team” of defenders and a “red 

team” of attackers. The exercise is conducted in a lab that closely mirrors 

production systems and the actual security equipment used by the 

organization in production. The red team conducts a real attack against those 

defended systems, usually by surprise, and the blue team needs to detect the 

attack, deflect it, and restore normal operations in real time and in a realistic, 

hostile environment. 

Ixia provides cyber range training as a service, and facilitates cyber-range-style 

training at many leading organizations. BreakingPoint is at the core of Ixia’s cyber 

ranges, because it enables the realistic simulation of all major dimensions of an 

attack—attack vectors, evasions, good traffic, and attack life cycles for Advanced 

Persistent Threats. 

Edge
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The focus of traditional security was on technology, the goal being to replace old 

technology with newer technology that offers better security. Ixia takes a new 

approach that puts people at the center—people are the heroes. BreakingPoint 

lets you put your organization’s IT and security teams in a cyber range, see what 

happens in a real cyber-battle, and emerge from the exercise with scars. Staff will 

be able to carry those lessons, learned in safe, controlled environments, into their 

real production environment, doubtless this will dramatically improve their ability 

to detect, block, contain and recover from real attacks.

WANT TO EXPERIENCE THE POWER OF HOLISTIC SECURITY 
TESTING WITH BREAKINGPOINT? SCHEDULE A DEMO.
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