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Objective

In this lab session, you will learn how to interface the XBee3 module with analog temperature sensor. You will also
learn how to communicate to the XBee3 transceiver using its AT command.

IMPORTANT

You must complete Lab 1 before you start this lab. There are basic operations that are covered in Lab 1 will not
be covered in this lab. The instructions to install and set up the necessary USB drivers for serial and SSH
connections with BeagleBone are also included in Lab 1.

Pre-Lab Setup Instructions
1. Prepare the required items as listed in the “Equipment and Accessories Required” list below.

2. Download the required software installers according to the “Software Required” list and install them on your
Windows PC.

Equipment Required

1. Keysight U3810A IoT development kit with new BeagleBone Wireless CPU with XBee3 installed in its XB
socket

2. Laptop or desktop PC running on Windows with internet access (Linux and MacOS may work but are not
presently on Keysight’s list of supported platforms). The laptop or PC must have at least three USB ports
available or you will require a USB hub.

3. Keysight 34465A 6% Digital Multimeter

Accessories Required
1. 3x Micro-USB cables
1x Analog temperature sensor (On-board analog temperature sensor accessory)
2x SMA (f) to SMA(f) RF Coaxial Cable
1x XB1 or XB2 Transceiver with XBee3 installed in its socket (On-board Xbee3 module accessory)
1x Relay actuator (On-board relay actuator accessory)

Jumper wires

N o o bk~ 0D

USB hub (Optional to support the use of more than three USB ports)

Software Required
1. PUTTY (http://www.putty.org/)
2. WInSCP (https://winscp.net/eng/download.php)

3. Digi XCTU (https://www.digi.com/products/xbee-rf-solutions/xctu-software/xctu)
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Task 1 — Interface the Analog Temperature Sensor to the XBee3

NOTE
Before you begin the experiment, configure the Keysight U3810A loT Development Kit as a “cape” on top of the
BeagleBone CPU, and with the jumper configuration shown below:

Jumper JP1 JP15 JP55 JP101 JP201 JP2101 JP2201 JP2301
Name Input Sensor +5VSYS XB LoRa XB1 XB2 LoRal
Current Current +5VRAW Current Current Current Current Current

Position In place In place Removed In place In place In place In place In place

> ®

=l J11 DC/DC Converter / Charg

—. O P 6 0O

The diagram above might appear dark in print outs. Refer to Appendix B — Keysight U3810A Technical
Documents for the searchable PDF to help you locate the locations of the jumpers, connectors and components.

Do not connect voltages greater than 3.3 V to GPIO pins as this may damage the
BeagleBone CPU. These over-voltage sources include the VIN pin on the Arduino Shield
and DC Power connectors, and +5VRAW and +5VSYS on interface connectors such as J10,
JP55 and TP51.
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The U3810A on-board XB1 or XB2 Accessories are compact circuits that provide UART serial communication to
XBee3 transceivers. It provides a 5V TTL logic interface and allows a straightforward interface to the
microcontroller for embedded wireless development. With proper configuration, the XBee3 XB1 or XB2 can
broadcast messages or send a point to point message to other XBee3 modules via Zigbee wireless connectivity.

In this task, you will connect the TMP36 analog temperature sensor to the XB1 or XB2 Transceiver and capture the
measured temperature value using AT commands. Remember, the digitized value of the temperature sensor output
voltage is represented in digital format (hex).

The AT commands are also known as Hayes commands, which were developed in the 1980’s to control Hayes
modems. They are commonly known as AT commands as each command starts with AT, which is the abbreviation
of attention. The term AT in the command line is used to notify the host modem that a command will follow. For
example, the command ATID obtains the personal area network ID of the modem. And AT commands are always
preceded by +++

Perform the following procedure to interface the temperature sensor to the XBee3 XB1 or XB2 Transceiver module.

1. Connectthe XB1 (or XB2) accessory to your PC using a micro USB cable. Assure proper orientation and
seating of all 20 pins on the XBee3.

'E"fn'z iE
Micro USB [P~ A
vicouss oG

The diagram above might appear dark in print outs. Refer to Appendix B — Keysight U3810A Technical Documents
for the searchable PDF to help you locate the locations of the jumpers, connectors and components.

NOTE
Ensure that jumper JP2101 (or JP2201) connected with black jumper.
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2. Open Device Manager on the development PC and identify the COM port of the XB1 or XB2 Transceiver
board. You can disconnect the USB and reconnect it to identify the COM port in the Device Manager.

i Human Interface Devices

=2 Keyboards

ﬂ Mice and other pointing devices
[ Monitors

I? Network adapters

ﬁ USB Serial Port (COMB)
= Print queues
D Processors
B¢ security devices
l* Software components

NOTE

There are many ways to open Device Manager. One way that works on all versions of Windows OS is to
press the Windows Key + R > type devmgmt.msc. In the resulting pop-up window > hit Enter.

3. Download the XCTU software (version 6.3.2 or above) at https://www.digi.com/products/xbee-rf-
solutions/xctu-software/xctu. You can either register when prompted or click "No thanks, register later".

XCTU v. 6.4.2 Windows x86/x64
XCTU v, 6.4.2 MacOS X

XCTU v, 6.4.2 Linux x64

XCTU v. 6.4.2 Linux x86

XCTU License Agreement
XCTU v. 6.4.2 Release Notes

4. After launching XCTU, click the Discover Devices icon.

3% XCTU
XCTU  Working Modes  Tools  Help

£ @

AR radio Modules
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5. Select the COM Port which you identified in Device Manager and click Next.

.‘,.: Discover radio devices ] *

Select the ports to scan m
L
Select the USB/Serial ports of your PC to be scanned C"\

when discovering for radio modules.

Select the ports to be scanned:
|[©= coms  usBserialport |

Refresh ports Select all Desele

6. Configure the serial port parameters as shown in the image below and click Finish.

&% Discover radio devices O x
Set port parameters
Configure the Serial/USE port parameters to discover radio modules,
Baud Rate: Data Bits: Parity:
[ 1200 " MNone
i
O 2400 [ Even
‘ [ Mark
[ Odd
[ Space
v
Stop Bits: Flow Control:
1 I MNeone Select all
|
12 1 ardware
Deselect all
[ Xon/xoff seelecte
Set defaults
Estimated discovery time: 00:10
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7. Select the discovered XBee3 and click Add Selected Devices.

Discovering radio modules...

Search finished. 1 device(s) found

1 device(s) found Stop

Devices discovered:

Port: COM6 - 9600/8/N/1/N - API 1
Name: SENSOR NODE
MAC Address: 0013A2004198442D

Select all Deselect all

Your device was not found? Click here

Cancel Add selected devices

At this point, the XCTU control panel will show the XBee3.

» ¢ I
Radio Modules @ @ M 0

Name: SENSOR NODE %
o

HI-J%| Function: Digi XBee3 Zigbee 3.0 TH

I"§ZB.  Port: COM6 - 9600/8/N/1/N - API 1

MAC: 0013A2004198442D Y

NOTE

loT Systems Design and
Validation Fundamentals

When you are shown this prompt (below), press the RESET button located near the XBee3 to

proceed. This is because the XBee3 module might still be sleeping.

& Action required x

ACTION
REQUIRED

Reset your radio module. If the dialog is
not closed within 10 seconds, click cancel.

=5
—l L
(o]

Keysight U3810A Advanced loT Teaching Solution
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8. Click the XBee3 device on the XCTU control panel to change the module settings.

9. Click the Default button to reset the firmware settings back to their default values. Then, click the Write
button to perform the write operation and click Read to confirm the reset value of XBee3 module.

- v,
Read Write  Default Update  Profile

10. Change the 10 Sampling Rate (IR) to 2000 ms and Supply Voltage High Threshold (V+) to 5 V. Then,
click Write to save the setting. Use the Parameter search box to set these parameters.

Parameter Value Description
IR 7D0 Set the 10 sampling rate to 2000 ms to enable periodic sampling.
Vi 5 If the supply voltage measurement equals or drops below this threshold, the

supply voltage will be appended to an IO sample transmission.

11. Close XCTU after you have configured the XBee3 XB1 or XB2 Transceiver.

12. Launch PuTTY and use the following configurations to connect to the XBee3 XB1 or XB2 Transceiver.

Category.

- Session Basic options for your PuTTY session
Logging S

L Terminal Specify the destination you wantto connectto

| Keyboard Serial line Speed
o] |-

WmFdeoz::’ures Connection type

T T ) Serial
- ORaw  OTelnet ORlogin ()SSH | @ Seria
?eha\:xour Load. save or delete a stored session

ransiation
5. Selection ‘Saved Sessions

Colours

= Cor[\;elcnon Default Settings toad

A debianSSH
Proxy debianSerial Save
Telnet
Sloge Delete
4 SSH
Sernal
Close window on exit
OAways  (ONever (® Only on clean exit

About Help Cancel
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13. Click Terminal and configure the terminal option as shown below.

Category

Session

Bell
Features

Window
Appearance
Behaviour
Translation

# Selection
Colours

=) Connection

Data
Proxy
Telnet
Rlogin

#-SSH
Serial

About Help

Basic options for your PuTTY session

Specify the destination you wantto connectto

Senal line Speed
{come | (9600
Connection type:
ORaw  QOTehet O Rlogin () SSH @ Serial
Load. save or delete a stored session
Saved Sessions
Default Settings Load
debianSSH
debianSerial Save
Delete
Close window on exit )
OAways  (ONever (@ Only on clean exit

@ PuTTY Configuration
Category:
=3 S_ession Options controlling the terminal emulation
¢ - Logging ) . )
= Terminal P S IO e
& Tml’;::board Auto wrap mode initially on
.. Bell [[] DEC Origin Mode intially on
.. Features Implicit CR in every LF
- Windaw Implicit LF in every CR
- Appearance Use background colourto erase screen
- Behaviour [] Enable blinking text
- Translation e R AT =
- Selection |Pu'I'I'Y
- Colours
[=- Connection Line discipline options
Eata Local echo:
S Orecea
Rle n.et Local line editing:
S B e
- Serial Remote-controlled printing
Printer to send ANSI printer output to:

14. Click Open to connect to the XBee3 XB1 or XB2 Transceiver and log in to the PuTTY terminal.

15. Enter +++ in the PUTTY terminal and wait for OK to appear. You will need to wait from two to 6.4 seconds

(64x0.1s = 6.4s is the default command mode timeout).

NOTE

When you did not receive any response, verify your connection configuration before trying to reconnect
and retry the command again.

16. Enter AT and press Enter on your keyboard. When you see the OK response, this means that the XBee3
module is now in AT command mode.

+++0K
AT
OK

Next, you will configure one of the digital 10 lines from the XBee3 into an ADC input (only DIO1 to DIO3
can be configured for analog inputs). You will use DIO3 to acquire the ANALOG TEMP SENSOR output

voltage values.

17. First, you will need to check the current DIO3 configuration. In the PUuTTY terminal, enter +++ and wait for

the OK response.

18. Enter ATD3 and press Enter on your keyboard. It should return a number to indicate its current
configuration as shown in the example below.

+++0K
ATD3
(4]

19. Enter +++ and wait for the OK response.

Keysight U3810A Advanced loT Teaching Solution
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20. Enter ATD3 2 and press Enter on your keyboard. You will receive an OK response upon successful
configuration.

21. Enter +++ and wait for the OK response.

22. Enter ATD3 and press Enter on your keyboard to verify the current configuration. The correct response is
as shown in the example below.

+++0K
ATD3 2
OK

+++0K

ATD3

NOTE
The following are the six configuration options for each digital 10 line:
— 0: Disables I/O on that pin
— 1. Built-in function, if available on pin
— 2: Analog input, only pins DO to D3
— 3: Digital input
— 4 Digital output, LOW (0 volts)
— 5: Digital output, HIGH (3.3 volts)

For more information, you may refer to Enter Command mode and/or Send AT commands in the
XBee3 Zigbee 3.0 Module User Guide.

Enter Command mode

To get a device to switch into this mode, you must issue the following sequence: GT + CC(+++)
+ GT and observe guard times before and after the command character.

The default sequence to transition to Command mode is:

— No characters sent for one second [GT (Guard Times) parameter = 0x3ES8].

— Three plus characters (+++) input within one second [CC (Command Sequence Character)
parameter = 0x2B.].

— No characters sent for one second [GT (Guard Times) parameter = Ox3E8].

When you send the command mode sequence, the device sends OK out the UART pin. The device may
delay sending the OK if it has not transmitted all of the serial data it received.

When the device is in Command mode, it starts the Command mode timer (CT command) and can
receive AT commands on the UART port.

You can customize the command character, the guard times and the timeout in the device’s configuration
settings. For more information, see CC (Command Character), CT (Command Mode Timeout) and GT
(Guard Times).

Keysight U3810A Advanced loT Teaching Solution 13
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Send AT commands

Once the device enters Command mode, use the syntax in the following figure to send AT commands.
Every AT command starts with the letters AT (which stands for "attention"), followed by two characters
that indicate which command is being issued and several optional configuration values.

To read a parameter value stored in the device’s register, omit the parameter field.

"AT" . ASCI . Space . Parameter + Carriage
Prefix Command {Optional) {Dptinn_al, HEX) Return

Example: ATDL 1F<CR>

The preceding example changes the device's destination address (Low) to Ox1F.

To store the new value to non-volatile (long term) memory, send the WR (Write) command. This allows
parameter values that you modify to persist in the device's registry after a reset. Otherwise, the device
will restore parameters to the previous values after a reset.

Errors in Command Line

Errors in the command line often caused by an unintended backspace or space entered when you
configure the XBee3.

Enter the +++OK command again before running the <AT command> and press Enter.

Use of the XB Transceiver on the U3810

You may also try AT commands with the XB Transceiver on the U3810 by using a PUTTY terminal with a
Micro USB Serial (COM) connection at J103. When this USB is connected it will automatically configure
XB serial communication through USB.

Verifying the XB with AT Commands using the BeagleBone CPU and a minicom terminal

You may also try AT commands from the BeagleBone CPU using a terminal program such as minicom
which can be installed on and run inside the BeagleBone:

sudo apt install minicom

minicom -D /dev/ttyS1 -b 9600

Keysight U3810A Advanced loT Teaching Solution 14
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Task la — Analog Temperature Sensor to XBee3 Jumper Wire Setup
1. Connect the TMP36 to the XBee3 (V+ to 3.3V, GND to GND, and IN to DIO3) using jumper wires.

From

To

ANALOG TEMP SENSOR J3101 (pin VCC)

XB1 XVCR J2107 (pin 3.3V)

ANALOG TEMP SENSOR J3101 (pin TEMP)

XB1 XVCR J2108 (pin AD3_DIO3)

ANALOG TEMP SENSOR J3101 (pin GND)

XB1 XVCR J2107 (pin GND)

2 VaND21
SQT-110-01-L-5
b ke b o L b b e 1254-3801
i T J2106A
GND21 F
[6d006660060 e
T
Xbee-style
connections
L 20 Trane
|lecgoooooooa|
_N.-,...’..,..,”,El J21068
1254-3801
SQT-110-01-L-5
L]
=
&
[= ——
o
&
g el
o S|82 |alslale
g . Egiﬁ” == 5;55_
z =] Sz =
o EI ___?% E_%zalailaét
22 |geEe S b e
b b= s Lo b o i %?GNDT‘ ko =k b b b i e
|[pooddody el QOOOEOO0 &
J21o7 J2108
1254-3475 1254-3475
SSW-108-06-F-5 i
‘ 28-50V
i b 1827-4711 J1101
g J ADBBOAUJZ-REELT  R1101 .
0161-1307 1 10mVIC 3 U102 @
l e F + 261 veet 1 | a—
GND1 1 TEMP 2
1 S@ a 06993911 GMDI3
U101 1827.2952 1831 %2 N G TAET0
TMP3B8GRTZ-REEL7 ol TMP36GRTZ-REELT GND1
3 V= 5V 01VIC GND1
Ne Moo oy

The diagram above might appear dark in print outs. Refer to Appendix B — Keysight U3810A Technical Documents

for the searchable PDF to help you locate the locations of the jumpers, connectors and components.
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2. Force a Sample of the 1/0 which includes the output voltage level, enter +++ and ATIS followed by
<Enter>.

NOTE

The temperature sensor output (Vourt) is an analog value. For the XBee3 to understand the output, this
analog value needs to be represented as a digital value. The XBee3’s 10-bit analog-to-digital converter
(ADC) is used to do this conversion. In this task, channel 3 (DIO3) as the input pin to read the analog
signal.

For the TMP36 convert the digital value into temperature (in degrees Celsius) using this formula:

ADC Value
024

Temperature = ( X 1250 mV — SOOmV) + 10 mV/C

For the LM35 (not provided with U3810A) convert the digital value into temperature (in degrees Celsius)
using this formula:

ADC Value
1024

Temperature = ( %X 1250 mV) +~10mV/C

The ADC value is the digital value obtained from the ADC. For a 10-bit ADC, the maximum value is 1023
while the minimum is 0. Multiply the ratio by 1250 mV because the ADC'’s input range is from 0 V to 1.25 V.
However, 1 °C change corresponds to 10 mV, so divide the entire equation by 10 mV to obtain the actual
temperature.

3. Convert the last input, the voltage level, into degrees Celsius. An example is as shown below.

+++0K
ATIS
01
2000
08

0265 Returned ADC Value (Hex)

Returned ADC value (Hex)

Returned ADC value (Decimal)

TMP36 output voltage (mV)

Temperature (°C)
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Task 2 — Remote Sensing and Actuation with Zigbee

On the Keysight U3810A, the XBee3 communications are designed to switch between the USB serial port and the
CPU interface via a multiplexer/demultiplexer. Note that when the XBee3’s USB connection is made, power from

the connection automatically reconfigures the XBee3 to change its APl Command Interface from the BeagleBone
CPU’s UART1 to the USB Serial (U103 FT231X).

i“—"Jm‘ .J:| B
B = % -
i e

ToGru merace

Switches from CPU interface
=" to USB UART J103

Mo neg
== ;w@f] s e
J103 == J \ S B P
S - - =
F | ——
imusaps ’_“Jms

T T e
um.; ;‘E\ L,

The XBee3 provides wired (or wireless) communication between the sensor node and gateway.

In this task, the U3810A’s XB Transceiver circuit will act as a gateway. The second XBee3 (on-board XB1 or XB2
Transceiver board) will act as the sensor node. The sensor node will digitize the output of the analog temperature
sensor and report the measurement to the gateway at fixed intervals.

= (<2 zigbee)

Gateway i s, AAKEYSIGHT oo
) v - - TECHNOLOGIES
XB Trascelver . U3810@A IoT Educational Kit
T 7 .

Sensor Node
XB1 Transceiver

The diagram above might appear dark in print outs. Refer to Appendix B — Keysight U3810A Technical Documents
for the searchable PDF to help you locate the locations of the jumpers, connectors, and components.
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Task 2a — Configure the Sensor Node as a Zigbee Router

1. Use a micro-USB cable to connect the XB1 (or XB2) accessory to your PC.

The diagram above might appear dark in print outs. Refer to Appendix B — Keysight U3810A Technical
Documents for the searchable PDF to help you locate the locations of the jumpers, connectors and
components.

NOTE

Ensure that jumper JP2101 (or JP2201) is installed with black jumper.

2. Use XCTU to discover the device and select the device to display its parameters on XCTU. You can refer
to Task 1 — Interfacing the Analog Temperature Sensor to the XBee3 for more details.

3. Click the Default button and answer Yes to reset all the firmware settings to their default values (Refer to
Task 1 if the device has not been added to XCTU). Click the Write button to perform the write operation,
followed by the Read button to perform the read operation.

&
. KL

Read Write  Default Update  Profile

NOTE

Due to the empty Zigbee Stack Profile (ZS) by default, you will need to click OK when you see the
prompt below. The ZS setting will remain as its last configuration setting.

3% Empty settings *

@ Some settings have an empty value and will not be written.
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4. Configure the XBee3 XB1 or XB2X Transceiver according to the settings shown below. You may use the
Parameter search field at the top right to locate each setting.

Parameter Value Description
CE Join Network [O] Sets the device as router or end device.
Defines the network that a radio will attach to. This must be the same
ID 2020 S
for all radios in your network.
Set or read the Zigbee stack profile value. This must be the same on
ZS 1 . S
all devices that will join the same network.
Jv Enabled [1] Verifies if alc.oordmator exists on the same channel to join the network
or to leave if it cannot be found.
Defines the node identifier, a human-friendly name for the module.
NI SENSOR NODE

The default NI value is a blank space. Make sure the configuration is
blank before you change the value.

5. Setthe I/O Settings and I/O Sampling section according to the table below to allow the device to read the
voltage on the analog temperature sensor repeatedly.

Parameter Value Description
DO Disable [0] Dlsa'bl.e I/Q DIO0/ADO/Commissioning Button Configuration from
receiving input.
D1 Disable [0] Disable 1/0 DIO1/AD1 Configuration from receiving input.
D2 Disable [0] Disable 1/0 DIO2/AD2 Configuration from receiving input.
D3 ADC [2] Enable I/O DIO3/AD3 Configuration to receive analog DC input
D4 Disable [0] Disable 1/0 DIO4 Configuration from receiving input.
D5 Disable [0] Disable 1/0 DIO5/Association LED Configuration from receiving input.
D8 Disable [0] Disable 1/0 DIO8/DTR/Sleep_Rqg Configuration from receiving input.
D9 Disable [0] Disable 1/O pin 7 from receiving input.
PO Disable [0] Disable 1/0 pin 0 from receiving input.
Set/read bitfield to configure internal pullup resistors status for I/O lines.
PR TFFF . S
1=internal pullup enabled, 0=no internal pullup.
IR 7D0 Set the 10 sampling rate to 2000 ms to enable periodic sampling.
Vi 5 When the supply voltage measurement is equal or below this threshold,

the supply voltage will be appended to an IO sample transmission.

6. Click Write button to apply these settings into the XBee3. Then, click Read to read back the settings.

7. Based on the connection in Analog Temperature Sensor to Zigbee Jumper Wire Setup, use jumper wires to
connect the analog temperature sensor to the XBee3 XB1 or XB2 Transceiver.

The XBee3 XB1 or XB2 Transceiver (Sensor Node) will periodically sample temperature and transmit it to
the XBee3 XB Transceiver (Gateway) at fixed intervals (2000 ms as configured).
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Task 2b — Configure the Gateway as Zigbee Coordinator

1. Make the following connections between the relay actuator and Keysight U3810A using jumper wires.

From To

RELAY ACTUATOR J1301 (pin VCC) J6 (pin 5V)
RELAY ACTUATOR J1301 (pin RELAY) J9 (pin 2)
RELAY ACTUATOR J1301 (pin GND) J6 (pin GND)

The diagram above might appear dark in print outs. Refer to Appendix B — Keysight U3810A Technical

(@

Documents for the searchable PDF to help you locate the locations of the jumpers, connectors and

components.

2. Connect J103 on the XBee3 XB Transceiver to your PC via USB to micro-USB cable.

)
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3. Discover the device using XCTU and select the device to display its parameters on XCTU. You can refer to
Task 1 — Interfacing the Analog Temperature Sensor to the XBee3 for more details.

4. Click the Default button and answer Yes to reset all the firmware settings to their default values. Click the
Write button to perform the write operation, followed by the Read button to perform the read operation. Do
this step for both the gateway XB and the sensor XB1 or XB2.

i
SOMEN

Read Write  Default Update  Profile

NOTE

Due to the empty Zigbee Stack Profile (ZS) by default, you will need to click OK when you see the
prompt below. The ZS setting will remain as its last configuration setting.

3% Empty settings *

'.6.' Some settings have an empty value and will not be written.

5. Configure the XBee3 XB Transceiver (Gateway) on the U3810A according to the settings shown below.

Parameter Value Description
CE Form Network [1]  Sets the device as coordinator.
Defines the network that a radio will attach to. This must be the same
ID 2020 S
for all radios in your network.
Set or read the Zigbee stack profile value. This must be the same on
VAS 1 : A
all devices that will join the same network.
Jv Disabled [0] Verifies if a.cpordlnator exists on the same channel to join the network
or to leave if it cannot be found.
Defines the node identifier, a human-friendly name for the module.
NI GATEWAY The default NI value is a blank space. Make sure to delete the space

when you change the value
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NOTE
API| mode in detail

API mode provides a structured interface where data is communicated through the serial interface in
organized packets and in a determined order. This enables you to establish complex communication
between devices without having to define your own protocol.

By default, Zigbee devices are configured to work in transparent mode: all data received through the
serial input is queued up for radio transmission and data received wirelessly is sent to the serial output
exactly as it is received, with no additional information.

Due to this behavior, devices working in Transparent mode have some limitations:

— first transition the device into Command mode.

— If a device needs to transmit messages to different devices, you must update its configuration to
establish a new destination. The device must enter Command mode to set up the destination.

— A device operating in Transparent mode cannot identify the source of a wireless message it
receives. If it needs to distinguish between data coming from different devices, the sending
devices must include extra information known by all the devices so it can be extracted later. To
do this, you must define a robust protocol that includes all the information you think you need in
your transmissions.

To minimize the limitations of the transparent mode, devices provide an alternative mode called
Application Programming Interface (API). APl mode provides a structured interface where data is
communicated through the serial interface in organized packets and in a determined order. This enables
you to establish complex communication between modules without having to define your own protocol.

6. Click the Write button to apply the settings to the XBee3 on the U3810A. Then click Read to read back the
configurations.

7. Check the Association Indication (Al) parameter for both Zigbee modules (Gateway and Sensor Node). It
should now show 0 to indicate that it is associated with a network. You may have to wait and re-read the
configuration to see the Al change to O.
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Task 2c — Testing the Connection between Sensor Node and Gateway

1. Use the RF cables to connect the Sensor Node to the Gateway. At this point, ensure that you have
completed Task 2a - Configure the Sensor Node as Zigbee Router and Task 2b - Configure the Gateway
as Zigbee Coordinator.

Gateway ssesuie s MKEVSIGHT oo™ g
. ’ : e TECHNOLOGIES
XB Transceiver / Reser O U3B10A IoT Educational Kit

Sensor Node
XB1 Transceiver

The diagram above might appear dark in print outs. Refer to Appendix B — Keysight U3810A Technical
Documents for the searchable PDF to help you locate the locations of the jumpers, connectors and
components.

2. Onthe XCTU, click the second icon (top right) to switch to Consoles working mode E

3. Click the Open icon for both Sensor Node and Gateway as shown below.

B-EGO- .g[[g

B GATEWAY - 0013A20041828061

i ‘ 7 crsl [co | losr Tx Bytes: 0
Detach ‘ Rx Bytes: 0
00000

4. On the Sensor Node tab, type anything into the Console log and observe the text being sent to the
Console log in the Gateway tab. Here is an example below.

I > SENSOR NODE - 0013A20041828002 I I %) GATEWAY - 0013A20041828061 I
. L 3 1 A .

[ BA ()R L) Tx Bytes: 22 Eg [T lioenl| © @ Tx Bytes: 0

— DTR RTS BRK Rx Bytes: 0 DTR RTS BRK Rx Bytes: 22
Close Record Detach Close Record Detach
Console log 00000 Console log 20000
Testing the 54 65 73 74 69 6E 67 20 74 68 65 20 43 6F Testing the 54 65 73 74 69 6E 67 20 74 68 65 20 43 6F
Connectiod 6E 6E 65 63 74 69 6F 6E Connection 6E 6E 65 63 74 69 6F 6F
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Task 2d — Enable Temperature Data to Transmit from SENSOR NODE to Gateway
1. Onthe XCTU, return to the Configuration Mode. Configure the Gateway and Sensor Node’s AP API

Enable parameter to API enabled without Escape [1]. Click Write to write the setting into both devices.

Click Read to read the settings and ensure that they are correct.

el
XCTU  Working Modes Tools Help

e ¢ I 2 e o- [ I

A Radio Modules

Name: SENSOR NODE

F-7#] | Function: Digi XBee3 Zigbee 3.0 TH @
Port: COMS - 9600/8/N/1/N - API 1

MAC: 0013A2004198442D [v]

Name: GATEWAY Now Firmware -

Function: Digi XBee3 Zigbee 3.0 TH

gza Port: COMBS - 9600/8/N/1/N - AT B
v

MAC: 0013A2004198430C

NOTE

'l:} Radio Configuration [SENSOR NODE - 0013A20041984420]

~L
S P i = &

<> h - Q a3
Read Write Default Update Profile
e e - - R
i §CScan Channels 7FFF Bitfield g 00
i SD Scan Duration exponent 9 O
i DB RSSI of Last Packet " (%)
* UART Interface
Configuration options for UART
i BD UART Baud Rate 9600 (3] «| 006
i NB UART Parity No Parity [0] ~ 00
i SB UART Stop Bits One stop bit (0] - 00
i RO Transparent Packetization Timeout ’3—| * character times 9 O
i AP AP Enable | 291 Mode Without Escapes [1] 1496
i AO API Output Mode 0 Bitfield g O JE
i AZ Extended API Options Suppress ZCL output [0] ~ 00

The APl mode provides a structured interface where data is communicated through the serial interface in
organized packets and in a determined order. This enables you to establish complex communication
between devices without having to define your own protocol.

0
“

2. Switch to Consoles working mode ( and click the Open ( open ) icon for both Sensor Node and

Gateway.
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3. Observe the Frames log in the Gateway tab for data transmitted from the Sensor Node. Click one of the
frames and observe the DIO3/AD3 analog value in Frame details, as shown below.

*) GATEWAY - D013A2004182B061

[ 1T E BA () o LI Tx frames: 0
R DTR RTS BRK Rx frames: 14
Frames log 9 O O O © Frame details

D Time Length  Frame 21 .
* : 7 ? 0 Data Sample RX Indicator Number of samples
L 18:06:41.995 2 0 Data Samiple RX Indicato
o1

+* 20 0 Data Sample RX Indicator
- 0 Data Sample RX Indicator Dightal channel mask
. y " 20 00
- 4 ! ate Analog channel mask
. 51 ” o
- i | ndicator DIO13 digital value
- 18:06:55.94 0 Data Sample RX Indicator High
- { 94 F. 0 Diata Sample RX Indicatc DIO3/AD3 analog value
- 10 18:06:59.952 20 10 Data Sample RX Indicator 82 53 (595)
+*= 1 18:07:01.94 2 0 Data Sample RX Indicator
- 180703975 20 0 Data San E—
- i, ata sar X 3 7

4. Using the formulas in Task 2, convert the temperature data can be converted and fill in your answers in the
table below.

Returned ADC value (Hex)

Returned ADC value (Decimal)

Temperature (°C)
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5. Click Profile icon > Save configuration profile to save the XBee3 device configurations for both Sensor
and Gateway. You will be using this in subsequent labs.

M R |
h-?’lﬁﬁ:%:

Read Write  Default Update

Product family: XB3-24 ﬁ Apply configuration profile
~ Networking H Create configuration profile
Anv apolied chanaes to this section wille nr

Zigbee Device NI profile Save the configuration file as
SENSOR M1_L4 T2 _SENSOR
GATEWAY M1_L4 T2 _GATEWAY

NOTE

If you have not already saved these XBee3 configurations as profiles, you may save time and assure
accurate configurations by copying and extracting the files from the lab code directory in the BeagleBone
to your computer. You may then use the M1_L4 T2_GATEWAY.xpro and M1_L4 T2_SENSOR.xpro
profiles for this task.

Go to Profile > Create configuration profile and select the profile. For the gateway (U3810A XB), you
will need to change PAN ID (ID) to match the OP sensor node (XB1 or XB2) and save the gateway
profile once you have customized to your network.

The xpro file saved by XCTU is a zip format file. You can use zip software to unzip the file and examine
the contents. Do not use XCTU versions older than 6.3.10 as configuration files for those versions were
saved in XML format, which is incompatible with later releases.

Read the XCTU change log (XCTU > Help > Change Log) for more details.
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Task 2e — Enable Relay Actuator to Respond to Temperature Changes

1. Disconnect the micro-USB cable from J103. This configures the XBee3 XB Transceiver to change its API
Command Interface from the USB Serial (U103 FT231X) to the BeagleBone CPU’s UART1.

Yocou
To CPU Interface 4 . -~
e oo}
s 58
SR
oMV e 12 Ty |
prw [
Rl XB_UUSE TD Z 2T 1= T &
T P E) ) - [
e A el |
APTIBEYC b nd ] GP_TH_KE_DiN
YELOW o ARDUNO-style SHELD connecions.
s
oo ocoutd
58 Voo wnp EvaBIE s
[ ]
IC-Aro MutiaeoDan i CMOS 185010 -
e— 1: ..... -
" & i oo
- e o
] saremis
4 oo Feh Ll s
§ ¥ ) iz ) s ocou Ll =
g e st T L]
] S remso: - arere :
s Gresramen s | vELow
[ . b E=s Apeesty
: v] o .+—rl‘ connectiens.
e '{J - I n 25: Transcewver socket  need assodiated
s LT
| mmeur T = uics
] . e
2 55 uss prs N e Y
RTS — oS4m0t
cTE = ] s icaLe
omw 1 ST
T WCTSARATG
- R ﬂ—!—E ]
Bl ] ——

2. Before you continue on this lab session, ensure that the jumper wire setup on analog temperature sensor
and relay actuator are still connected on U3810A. Otherwise, refer to Analog Temperature Sensor to
Zigbee Jumper Wire Setup and Task 2b - Configure the Gateway as Zigbee Coordinator for instructions on
how to set it up.

3. Use a micro-USB cable to connect the BeagleBone CPU to your PC. This is to power up the U3810A.

The diagram above might appear dark in print outs. Refer to Appendix B — Keysight U3810A Technical
Documents for the searchable PDF to help you locate the locations of the jumpers, connectors and
components.
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4. Use PuTTY to log in into the BeagleBone module with the following details.

Host Name 192.168.7.2
Port 22
Connection type SSH
Username debian
Password temppwd
NOTE

This connection from PuTTY to The BeagleBone is not using serial connection. It uses the USB RNDIS
device network which is a virtual Ethernet network so that you can use TCP connection to BeagleBone.
This method is used since USB2 and its UART will be required for communication to the XBee3 module
in this lab. It is also possible to use an IDE and this is covered in Appendix A — Cloud 9 IDE Usage.

5. At the beginning of this lab, you will need to reset any modifications on the lab codes from the previous lab
session (if any). Run the following commands to reset the lab codes.
cd ~

sh LabCodeReset.sh

Select Y when prompted to erase all existing files in the LabCode folder.
6. Run the following commands to go to M1-L4 LabCode directory
cd /home/debian/LabCode/M1-L4

7. Use the following commands to compile and run it.

./temp_relay

NOTE
If the code file does not exist, enter the following to recompile the code:

gcc M1_L4 T2_ZigBee_Temp_Relay.c -lmraa -o temp_relay
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The program will read the temperature values received by the XB1 (or XB2) module and display it on the

LCD. Next to the temperature value is the temperature threshold value where the actuator will turn on if the
temperature is over the threshold.

Conditions Results

When the value reported by the sensor (28.2) is less than value of threshold (29)

'1 _":I_-I_l u g I T o B "'u_l

o L R S

Fﬂ:p].-:l'-! ”'H‘ | Relay Off

Semsor: 29,1 2

Eelau Dk ! Relay On

NOTE

When the relay actuator is not switching, press Ctrl + C to stop running the code and run the code again.
The ADC may sometimes need a retrigger to start working.

Exercise

a. Write a simple code to switch the relay actuator when the temperature is 26 °C.
b. Write a simple code to turn the relay actuator to NC when it is above the temperature threshold.
Hint: Reverse the switching.

c. Write a simple code to set up an alert on the LCD when the temperature goes above 30 °C. You may use a
hair dryer to simulate this event.
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Task 3 — Measuring XBee3 Current Consumption

On the Keysight U3810A, current consumption is designed to be measured via the 0.1 Q resistors. By measuring

the voltage across the resistor and utilizing Ohms Law, you can analyze the current going through the resistor to
XBee3 XB Transceiver.

TR1DY TRID2 TRID3
1 1 1

tasg13Tz 1eEC-TIT2

g

IC-Anziog Switch GUAD CMOS 14-501C
MCTSHCSDSEADE  |CCNS<2uM 38 250

wios
- - 2q5s . 3101~sens
e ¥ora01l 0360-3152 _ | dumper @l Hancie idefautt i piace) . ETES4TTRI1EMTRILFS 2111
2535054 saperas 100k
15718351 TeamET REZETXE s Dess-8771
DCOM B =

1 1w sov
i

D1E1-1635
E Doo

SRT-110-01-L-2
1254-3301
[ aioea

o fo o - o

|[dobddddbdo o

Xbee-style
connections

11 20
[Fogooocooog]

.;12

Transcenver

J1o88
a254-3804
SET-110-401-L-3

= |eden] =) o]

Voltage,V

Using Ohm’s Law: Current, ] = ————
Resistance,R

Do not connect voltages greater than 3.6 V to VCC or GPIO pins on the XB, XB1, XB2,
WARNING ) o . . ;
LoRa or Loral Transceiver as this is the absolute maximum of their operating range and

higher voltage may damage the device. The 3.6 Vmax pins include TPnn01, TPnn02,
TPnn03, Jnn07 and Jnn08, where nn =1, 2, 21, 22 and 23. Potential over-voltage sources
include the VIN pin on the Arduino Shield and DC Power connectors, and +5VRAW and
+5VSYS on interface connectors such as J10, JP55, and TP51.
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Task 3a — Set Up Digital Multimeter for Current Measurement

1. Set up the digital multimeter for DC current measurement. Connect the test leads to test pin TP101 and
TP102 to the Keysight 34465A 6% Digit Multimeter’'s Input V HI and Input V LO respectively.

,
Sense Inoux

DCve | ' naw Ve

f : v 2 210 ot
=2 f‘” o . =8, /yoc | NEE
+"‘ T ARREERE  er
’ g

A

WO: 930008253
" o

£5001998.03

.L.i

P8 ™7
\\’ .-\y
A3 A2
TMON—-8
3 Lo S -
IU .8 £ 9 = P10t 102 TP103
e RXO@ TxDo = T ANALOG IN
148071372 1480-1372 1480-1372
R101 0.1
?’\/\/\,
. .. 131 lag
The dark curved lines indicate the path of the R
current flow in the measurement circuit. >

XJP101/ 0360-3164 |

The diagram above might appear dark in print outs. Refer to Appendix B — Keysight U3810A Technical

Documents for the searchable PDF to help you locate the locations of the jumpers, connectors and
components.
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2. Press the DCV button to measure DC voltage.

Press Range > 100mV.

Press [Display] > Display > Trend Chart.
Press Vertical Scale > Vertical > Manual.
Set Low to 0 mV.

Set High to 2 mV.

Press Done.

© © N o g M~ w

Press [Acquire] > Acquire > Data Log.
10. Set Sample Interval to 0.5 seconds.

11. Set Duration to 30 seconds.

Next, you will proceed to set up the XBee3 for periodic transmission.
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Task 3b — Set Up XBee3 for Periodic Transmission Mode

1. Connect the XBee3 XB Transceiver J103 to your computer via a micro-USB cable.

==
s

OIGI” X{Bee

The diagram above might appear dark in print outs. Refer to Appendix B — Keysight U3810A Technical
Documents for the searchable PDF to help you locate the locations of the jumpers, connectors and

components.

2. Use XCTU software to discover the XBee3 device and select the device to display its parameters on
XCTU. You can refer to Task 1 — Interfacing the Analog Temperature Sensor to the XBee3 for more details

3.

Click the Default button and answer Yes to reset all the firmware settings to their default values. Click the

Write button to perform the write operation, followed by the Read button to perform the read operation. Do
this step for both the gateway XB and the sensor XB1 or XB2.

i
i) == ‘o'

Read Write  Default Update  Profile

NOTE

Due to the empty Zigbee Stack Profile (ZS) by default, you will need to click OK when you see the
prompt below. The ZS setting will remain as its last configuration setting.

&% Empty settings

*

L Some settings have an empty value and will not be written.

Keysight U3810A Advanced loT Teaching Solution 33



Lab 4: Introduction to Zighee Communications loT Systems Design and

Validation Fundamentals

4. Configure the Zigbee XB Transceiver (Gateway) module on the U3810A according to the settings shown

below:

Parameter Value

Description

CE Join Network [0] Sets the device as a router or end device.

ZS 1 Set or read the Zigbee stack profile value. This must be the same on all
devices that will join the same network.

JVv Disabled [0] Verifies if a coordinator exists on the same channel to join the network or
to leave if it cannot be found.

NI DEVICE Defines the node identifier, a human-friendly name for the module.
The default NI value is a blank space. Make sure to delete the space
when you change the value.

SM Cyclic Sleep [4] Sets the sleep mode of the Zigbee to Cyclic Sleep mode. This mode
triggers transmission, followed by idle mode, and sleep mode periodically.

SP 1F4 Sets the Zighee to wake sleep for 5000 ms after every transmission
before waking up to transmit again.

ST 1388 Sets the Zigbee to sleep only after 5000 ms after every transmission. In
other words, setting Zighee to idle mode.

IR 7D0 Set the 10 sampling rate to 2000 ms to enable periodic sampling.

5. Click the Write button to apply the settings to the XB on the U3810A. Click the Read button to read back
the configurations.

6. Press [Run/Stop] on the digital multimeter to start the DC voltage measurement across the 0.1 Q resistor.
The digital multimeter will record the measurement for 30 seconds before it stops.

Observe and record the DC voltage reading on the digital multimeter. Then, use Ohm’s law to calculate the
current going through the 0.1 Q resistor. This is the DC current consumption for the XBee3 during Zigbee
periodic transmission.
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7. Setthe Zoom to 500%. You would expect the measurement result as shown below.

(_-000.000 8mVDC )

]

I
-

=2

3i] #Readings:60 |
50073

Display Vertical [Autozcale Zoom Pan Cursors
Trend ,JLEGEI'E Once ik

Thursday, Oecember 26, 2018 - 07:18

8. Use the Cursors feature in the digital multimeter and measure the DC voltage during active transmission
idle, and sleep states of the XBee3. Complete and calculate the current consumption in the table below.

DC voltage measurement during active transmission
(mV)

DC voltage measurement during idle state (mV)

DC voltage measurement during sleep state (mV)

DC current consumption during active transmission
(MA)

DC current consumption during idle state (mA)

DC current consumption during sleep state (mA)

9. Compare the data collected during sleep, idle and active states and calculate the XBee3 delta current.

XBee3 Delta Current between active and idle states
(mA)

XBee3 Delta Current between active and sleep states

XBee3 Delta Current between sleep and idle states
(mA)
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10. Click the Profile icon > Create configuration profile to save both XB device configuration (DEVICE).
&~ 2 !
& 1 2=

Read Write  Default Update

Product family: <B3-24 ﬁ Apply configuration profile
~ Networking H Create configuration profile
Anv apolied chanoes to this section wille nr

Zigbee Device NI profile Save the configuration file as
DEVICE M1_L4_T3 DEVICE
NOTE

If you have not already saved these XBee3 configurations as profiles, you may save time and assure
accurate configurations by copying and extracting the files from the lab code directory in the BeagleBone
to your computer. You may then use the M2_L4 T3 DEVICE.xpro profiles for this task.

Go to Profile > Create configuration profile and select the profile.

The xpro file saved by XCTU is a zip format file. You can use zip software to unzip the file and examine
the contents. Do not use XCTU versions older than 6.3.10 as configuration files for those versions were
saved in XML format, which is incompatible with later releases.

Read the XCTU change log (XCTU > Help > Change Log) for more details.

Exercise

Compare the current consumption measurements during the different states (active, idle, and sleep states).
Discuss your observations. Suggest how to improve the power consumption of 0T devices.
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Task 4 — Resetting the Lab Code in BeagleBone

You have reached the end of this lab and will need to reset the lab codes for future lab sessions. This is to remove
any modifications made in the lab. Run the following commands to reset the lab code.

cd ~
sh LabCodeReset.sh

NOTE

Resetting the lab code will erase any changes made in the LabCode directory. If there are any files that you want
to keep, copy them out of the LabCode directory tree first.
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[2] MPL3115A2: I2C Precision Pressure Sensor with Altimetry
[3] MCP3204/3208: 2.7 V 4-Channel/8-Channel 12-Bit A/D Converters with SPI Serial Interface
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Appendix A — Cloud 9 IDE Usage

Over the RNDIS connection, the Cloud9 IDE (Integrated Development Environment) can be seen by opening a web
browser to http://192.168.7.2. The default page or the last saved state for the IDE should come up. The page has
three major sections which are the file navigator, text editor, and the console window.

€ CcC O
I

Cloud9 Fie Edt Fnd W wn Tools Window Preview © Run

»> i bin . : , - :
TN File Navigator [ M1_L1_GyroscopeD
il Text Editor

» i M1-AL

> i M2

v i M1
B compieCode.sh
& 111 AccelDiplay.c
& M1 AcceTestOmplay <
& M1 _ADTempDisplay.
8 M1 L1 ATempDisplay.c
& M1_L1_BettonTestc
. M1_L1_GyroscopeDusplay.c
& M1_L1_LDANmation.c
8 M1 L1 PressureDeplay «
& M1 RelwyTestc
& M1_L1_RGB_LED_PWM.c
8 Mo TMes6e
c‘ mraa_beaglebone_pmmap h

> B M2

» fm M13

> i M4

> m M1S

> im M6

» m M1

> H.7 Al Command Line
> i Console Window

> 22
» 20
» B 214
» i M24s
> m M216
> 2
» i M28
» im0

Workspece

BNOVEWN -

bash - "beaglebone”™
debiangbeaglebone: /var/lib/clouadss i

NOTE

At the present time only .js and .php files run using the debugger mode.

) Run
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1. Open afile in the editor and double-click the M1_L1 GyroscopeDisplay.c file in the File Navigator.

Cloud9 Fle Edit Find View Goto Run
» I bin
* B Deskiop
¥ 8 LabCode
> im M1-A1
» W M1-AZ
v im M1-L1
& compileCode.sh
4} M1_L1_AccelDisplay.c
) M1_L1_AccelTestDisplay.c
1‘. M1_L1_ADTempDisplay.c
& M1_L1_ATempDisplay.c
4} M1_L1_ButtonTest.c
1! M1_L1_GyroscopeDisplay.c
) M1_L1_ | CDAnimation.c
1! M1_L1_PressureDisplay.c
) M1_L1_RelayTest.c
4} M1_L1_RGB LED PWM.c
) M1_L1_TMP36.c
g‘ mraa_beaglebone_pinmap.h
> ilm M1-L2
» ilm M1-L3
> im M1-L4
» im MI-L5

Warkspace

Mav|gate
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The Editor window should now show the file below. This is a very intuitive text editor that uses the conventional
Ctrl + C to copy and Ctrl + V to paste. Once the file has been modified, go to the console window to compile it.

B Mi_L1_GyroscopeD

1
2
4
5
6
Fi
8
9
18

2. Run the following command in the console window to change to the directory that you are working in.
cd ~/LabCode/M1-L1
3. Run the following command in the console window to compile the C code.

gcc M1_L1_GyroscopeDisplay.c -1 mraa -o Gyro

bash - "beaglebone”
debian@beaglebone: fvar/1lib/cloud9% cd ~/LabCode/M1-11

debian@beagl ebone :~/Lablode/M1-L1% gcc M1_L1_GyroscopeDisplay.c -1 mraa -o Gyro
debiang@beagl ebone :~/Lablode/M1-L1% I

4. Enter ./Gyro to run the code.
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The Cloud9 IDE is secured so that it can only be accessed via the RNDIS port on 192.168.7.2.

5. In order to enable other network access, it can be opened using the nginx server.blacklist. This file is
located at /etc/nginx/server.blacklist.
a. To add other networks, add the networks to the allow section. This file will need to be edited with
elevated permissions.

sudo nano /etc/nginx/server.blacklist

sudo - "beaglebone”

GHNU nano 2.7.4

allow 192.168.7.8/24; #Allow normal RNDIS Cnnnectinnl
deny all; # Deny all others - Unsafe to have wide open.

Once the file has been edited write it out and exit the editor.

sudo - "beaglebone”™

allow 192.168.7.8/24; #Allow normal RNDIS Connection
allow 192.168.18.8/24; #Adding other network
deny all; # Deny all others - Unsafe to have wide open.

b. To allow the new network access, the nginx service will need to be restarted. To do this, run the
command sudo service nginx restart. Access from other web browsers on the specified
network can be made as long as the BeagleBone is connected to that network. Web browsers form
different network locations will all see the same Cloud9 IDE. That is the information entered and
display is the same. This works well for collaboration on problems. An instructor can open a browser
window on a student IDE and help debug the problem.

It is strongly discouraged to enable all networks access to the Could9 IDE. It bypasses the
WARNING . ;
login credentials.
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Appendix B — Keysight U3810A Technical Documents

Board Component Locator and Schematic diagrams are available in the BeagleBone in this folder .../LabCode.

l. Board Component Locator diagram - Ihome/debian/LabCode/asm_U3810-66501.pdf
Il. Schematic diagram - /Ihome/debian/LabCode/U3810-66501.pdf

Transfer these to your computer using WinSCP for your use.
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Appendix C — Establish Serial Communications between BeagleBone and

PC

If not already done so, download and install PUTTY from http://www.putty.org/. Choose the 32-bit or 64-hit,

1.
whichever is compatible with your operating system.

@

2
!
Y

& https:/wwwputty.org/ O ~ @ & || & Download PuTTY - afreeS.. % |

Download PuTTY
PuTTY is an SSH and telnet client, developed originally by

— Simon Tatham for the Windows platform. PuTTY is open
- = source software that is available with source code and is
: developed and supported by a group of volunteers.

You can download PuTTY here.

2. Only connect a USB cable from your computer to J15 of the U3810A. The JP1 should be in place while the

@) SP1_MOSI_P

TPB2
. SPI_MISO_P

% SPI ADC
DPTESADE  _ ooc e
2 r(r’ﬁa oo
= i) SPI_CLK_P
TPBL
L 3

S
PhR BIN

The diagram above might appear dark in print outs. Refer to Appendix E — Keysight U3810A Technical
Documents for the searchable PDF to help you locate the locations of the jumpers, connectors and

components.
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3. Press the Windows key and type Device Manager or type the Run and type devmgmt.msc to open the
Device Manager. Find the COM port that connects to U3810A. Note down the port number. You will need
this to configure the serial communication using PuTTY.

oy Device Manager
File Action View Help
L Al 7 il

@ Mice and other pointing devices
[ Monitors
F Network adapters
Portable Devices
v i Ports (COM & LPT)
W USB Serial Port (COM42)

[} Processors

B Software devices

i Sound, video and game controllers
S Storage controllers

§m Sustern devires

The warning below indicates that the driver was not automatically installed by Windows.

& Network adapters
v kY Other devices
Bi FT231X USE UART
= Print queues

4. Run your PUTTY software and connect to the COM port that you have identified earlier using Serial
connection at 115200 Baud-rate.

% PuTTY Configuration ? .
Categary:
=- Sfassiun Basic options for your PuTTY session
& Ter L.Dglging Specify the destination you want to connect to
;.arrnlna Senal line Speed
- Keyboard
Bl [comez ] [175200 |
: .. Features Connection type:
- Window (O Raw (O Telnet () Rlogin () SSH
ﬁppearance | mad szwa Ar daslata o oterad caccinm
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Appendix D - Establish Secure Shell (SSH) Communication between
BeagleBone and PC

In this exercise, you will connect the PC (Host) to Beagle Bone via a USB cable and establish a RNDIS connection.
RNDIS is the Remote Network Driver Interface Specification. It defines internet connection via USB and this
connection provides a virtual network to the Beagle Bone that supports various network protocols including SSH and
HTTP. Once the connection is established, a PUTTY terminal using SSH can be used. The local documentation on
the webpage can also be explored. The RNDIS Network IP address of the BeagleBone will be 192.168.7.2 while your
PC will be at 192.168.7.1.

When JP1 is in place, do not connect a USB cable to both the BeagleBone and J15 at the
WARNING X .
same time or anomalous behavior may result.

1. Remove the USB cable from J15 and connect it to the BeagleBone CPU USB port to your PC. This will
also power up the U3810A. It may take up to one minute to complete the boot process.

Once the boot process is complete, you should see the BeagleBone Getting Started window or drive listed
in the directory shown in the next image.
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Install RNDIS drivers

2. If the drivers have not already been installed, open the BeagleBone Getting Started drive using File
Explorer. Select the driver for your OS from the Drivers folder and install.

~ Devices and drives (3)

- Q5Dsk () Systern Reserved (D)
. | [ |
My 86.3 GB free of 446 GB "y 310 ME free of 349 MB

BeagleBone Getting Started (E:)

| 8.24 ME free of 38.9 MEB

3. Select the driver for your OS from the Drivers folder and install the BONE_D64.exe file.
» BeagleBone Getting Started (D:) » Drivers

s

] Mame Date modified Type
Linuz 1272015 4:04 PM File folder
MacOsX 12772015 4:04 PM File folder
Windows 12/7/2015 404 PM File folder

JeagleBone Getting Started (E:) » Drivers » Windows

~

A~ [ MName Date modified Type Size
* src 2772015 404 PM File folder

* @ BOMNE_D64d.exe 127772015 404 PM Application

- @ BOMNE_DRV.exe 2772015 404 PM - Application

4. During the installation, Windows 10 users may see this message. Select the Install this driver software
anyway.

@ Windows Secu X

X Windows can't verify the publisher of this driver software

—» Don'tinstall this driver software
You should check your manufacturer's website for updated driver software
for your device,

— Install this driver software anyway
Only install driver software obtained from your manufacturer's website or
disc. Unsigned software from other sources may harm your computer or steal
informatien,

(V) See details
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Successful installation will show the message below.

BeagleBone Driver Installer

Drivers installation complete

e
A - The drivers were successfully installed on this computer! i a
-.:-.;!'-'m:l.‘- w8 device came with your software, you can now connect it to this
e % = computer. f your device came with instructions, please read them

' first.

Driver Mame Status 63
v Linux Developer Commu... Ready to use
w" BeagleBone COM Driver... Ready to use
»" BeagleBone COM Driver... Ready to use v

< Back Cancel
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Configure RNDIS adapter

Your PC will need to be on the same subnet using the RNDIS connection. This does not have DHCP so your PC
address needs to be setto 192.168.7.1.

NOTE

You may need to run this step each time a different BeagleBone is connected to the PC.

5. Goto Network Settings, right-click Remote NDIS Compatible device, and select Properties.
6. Click <your Remote NDIS Adapter> and click Internet Protocol Version 4 (TCP/IPv4).
7. Click Properties.
8. Set up the general settings for the IP address as shown below.
£ ltuen cemeiors - o x|
0N I‘EI » Control Panel » Metwork and Internet » MNetwork Connections v O Search Ne... | ;:DK:B
= 11 MB
8 = 74 KB
L-'- Bluetooth Metwork Connection X 174 KB
Sobe Mot connected - HT.COM 549 KB
Ea Bluetooth Device (Personal Al jorking  Sharing jernet Connection (3 ... 210 KB
L—'- Ethernet 4 4 | | 61 KB
: “’1;:/ IL:‘JZrI:-:::valgllsné::pr:tiI:;Ie Device @ Remate NDIS Compatible Device #2 Internet Protocel Version 4 (TCP/IPv4) Properties ke

Configure. . | General

This connection uses the following tems:

3 Client for Microsoft Networks
3 File and Printer Sharing for Microsaft N

‘You can get IF settings assigned automatically if your network sugga
this capability, Otherwise, you need to ask your network admini
for the appropriate IP settings.

1 Intemet Protocol Version 4 (TCP/IPvd)g

Remc_’te N DIS (®) Use the following IP address: &
Compatlble Device 2. Microsoft LLDP Protocol Driver IF address: 192 . 188, 7 . 1
4. Intemet Protocol Version & (TCP/IPvE)
‘ > | | sinetmase

] ————
Install.... Fropertiesg, - + * 1

Description

Transmission Cortrol Proto,
wide area network protocol
across diverse interconnected ni

Obtain DNS server address automatically

(®) Use the following DNS server addresses:
Preferred DNS server: l:l

Alternate DNS server:
OK Canci

[ validate settings upon exit CriETEL

Cance
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You may receive the following message if you have previously connected a BeagleBone or other device on this
address. Click Yes when the other device is not in use and click No when both devices are not present.

Microsoft TCP/IP >

The IP address 192.168.7.1 you have entered for this network adapter is
already assigned to another adapter (Linux USE Ethernet/RNDIS Gadget
#22) which is no lenger present in the computer, If the same address is
assigned to both adapters and they both become active, only one of
thern will use this address. This may result in incorrect system
configuration.

Do you want to remove the static IP configuration for the absent
adapter?

Yes Mo Cancel
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Set Up SSH connection

9. Once the ping command comes back with a reply and a response time, double-click the PUTTY.exe to
launch the PUTTY terminal program.

loT Systems Design and
Validation Fundamentals

10. A PuTTY Configuration window will pop up to determine the connection type. Enter 192.168.7.2 as the IP
address, select SSH as the Connection type and Port 22.

ﬁ PuTTY Configuration

Category:

=-Session
Poi Logging
[ij--TerminaI
- Keyboard
- Bell
- Features
=-Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
=-Connection
- Data
Proxy
- Telnet
- Rlogin
H-S5H
- Serial

About

Help

? bt

Basic options for your PuTTY session

Specify the destination you wantto connectto

Port

IP address)
192.168.7.2

Connection type:

(OJRaw (O Telnet () Rlogin

Load, save or delete a stored session

Saved Sessions

Default Settings

| Load |

Save

Delete

Close window on exit:
() Always I Never

(@) Only on clean exit

Cancel

|
() Serial
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11. You will receive the following message if this is the first time your PC is connecting to the BeagleBone.

Click Yes.

The server's host key is not cached in the registry. You
! have no guarantee that the server is the computer you

think it is.

The server's ssh-ed25519 key fingerprint is:

ssh-ed25519 256

Eo8b: 5 2e:50:cdeb:bF:0a:ab:d1:0%: 50840172
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit Ma.,

If you do not trust this host, hit Cancel to abandon the

cannection,

Yes MNao Cancel

12. Click Open to open the terminal window. Press Enter on your keyboard to check and verify connectivity.

Otherwise, refer to Getting Started Guide to upgrade the firmware.

B 192.168.7.2 - PuTTY

login as:
Default username : debian
Default password : temppwd
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Appendix E — Copy and Edit Files with WinSCP

NOTE

After power or reset, the boot process may take some time to complete before the 192.168.7.2 port becomes
active.

Set Up WIinSCP

1. For Windows users, download and install a copy of WinSCP from https://winscp.net/eng/download.php.
You should see a WinSCP icon on your desktop.

2. Launch WinSCP and click New Site. Select SCP protocol, enter 192.168.7.2 for Host Name, Port Number
22, debian as username, and temppwd as the password.

B Login - X

[ New Site Session
File protocol;

1 SCP W

Host name; Part number:
192,168.7.2 || 22 3|

LIsEr name: Password:
|deblan | |nru~ttt| |

i Save hd Advanced.., |w

Taals b Marage hd | L:u:ln |V| Cloge Help

3. First time users who are connecting WinSCP to the BeagleBone, select Yes when prompted with a
message about connecting to an unknown server.
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Copy Files with WinSCP

You should see the GUI below where you can drag files across, to transfer it from the PC to the BeagleBone and
vice-versa.

By NavyBean - NavyBean - WinSCP - m} x
Local Mark Files Commands Session Options Remote Help
B E= 3 synchronize Bl & [ & 50 Queue - Transfer Settings Default - -
I MavyBean X [ Mew Session
[ Desktop SE-F- e BEEME % deb - (= - T - B0 2| D FndFiles | e
EF New - > EF New - »
C:\Users\Boon-Seong'\Desktop\MNavyBean', /home/debian/
Name . Size  Type Name - Size  Changed
2 Parent director| | + .. 6/17/2018 1:50:07 PM
bin 6/17/2018 1:50:07 PM
LabCode 8/28/2019 3:09:29 AM
< >|([« >
0Bof0Bin0ofd OBof0Bin0of2 11 hidden
a SCP 0:01:29
4. Create a “test.txt” text file in your desktop.
By NavyBean - NavyBean - WinSCP — O x

Local Mark Files Commands Session Options Remote Help

|E| % @ Synchronize | [ ﬁ |E| {E} {lueue = - Transfer Settings i Eé‘ 2
B NavyBean X [ Mew Session

o - = -[T]- €=~ EEm” de ~ (=2 - [T] - vl

» » » »
ChUsers\Boon-5eongt DesktopiMavyBean', fhome/debian/
Mame Mame Size
..... 0.

LabCode

< > < >
0Bof 0Bin0of 1 0Bof0Bin0of2 11 hidden
& SCP 0:09:43
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5. Drag the “test.txt” file across to copy it over to the BeagleBone using WinSCP.

By MavyBean - NavyBean - WinSCP O X
Local Mark Files Commands Session Options Remote Help
|E| % I_jﬂynchronize = @ @ 13} @Iﬂueue = - Transfer Settings » g -
& MavyBean X [F Mew Session
-DETETET . m” devl_%v@v m”
» » » »
ChUsers\Boon-5eonghDesktop\MNavyBean', /home/debian/
Name/ i Marm - Size
£ Drag the file across
=] test.tet bin
LabCode
< > L4 >
O0Bof 0Bin0of2 11 hidden
0:09:43

OBof0Bin0of1

NOTE
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Edit Files with WinSCP

6. With the file in BeagleBone, right-click the “test.txt” file and click Edit. It should prompt a built-in text editor
where you will use it to edit shell scripts with a GUI text editor from PC.

Local Mark Files Commands Session Options Remote Help
% I_j Synchronize | [l q@ @ 13} @I Cueue = - Transfer Settings » g -
& MavyBean > [ Mew Session
.DEvaET = - m” dEvav m”
i * -E@ Download ~ [f Edit - 3 =3 » »
ChUsers\Boon-5SeongtDesktop' MavyBean', /home/debian/
Mame Mame Size
e - ey
=] test.bt bin
LabCode
|=] test.bt D KB
[]" /home/debian/test.tbet - NavyBean - Editor - WinSCP — O >
(= E=NE [a | 5 g8 & ¥=| Encoding = [ | Caolor=
< >
wWerty ....
OB ofD a Y | 11 hidden
01817

WInSCP built-in Text Editor

Line: 1/1

: 1252 (ANSI - La

7. Save your changes and close the text editor.

NOTE

It is recommended to save your changes frequently as you edit the file, to minimize the risk of losing your
changes when there are disconnection between your PC and BeagleBone.
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With the PUTTY software installed in your Windows PC, you can integrate PUTTY to WinSCP where you can easily
start an SSH connection with BeagleBone without having to set up the connection properties in PuTTY.

8. Inyour WinSCP window, go to Options > Preferences.
9. Goto Integration > Applications.

10. In the window below, verify the following settings. Click OK to apply.

Environment External applications

~Interface PUTTY Terminal dient path:

I'.'I'.llil'lljl:l'.l‘\.'
. Commander | 2-PROGRAMFILES %6 \PUTTY \putty. exe

VI Browse...

- Languages
Panels

- Explorer patterns

[ ]remember session password and pass it to PUTTY (S5H)

- File colars I Open Telnet sessions in PUTTY for FTP sessions

- Remote
- Local
En_:Iit-:nrs PUTTY reqistry key:

[ ] Automatically open new sessions in PUTTY

- Internal editor I Software\SimonTatham\PuTTY

Transfer
Drag & Drop
Background
‘.. Endurance
Metwork
Security
Logging
Iljtegraﬁ-:un

Commands
Storage
pdates

carel

11. Click the button below and PuTTY will automatically log in to BeagleBone with the credentials used in

WiIinSCP.

Local Mark Files Commands Session Options Remote Help

[ % I_ﬁ Synchronize {E} @] Cueue -

B NavyBean X [F Mew Session
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