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A network visibility architecture reduces costs by: 

• Filtering data intelligently

• Sending the right data to the right tools at the right time

• Load balancing traffic to extend tool life

• Preventing blind spots that often lead to security breaches
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Introduction
As networks grow and become increasingly complex, maintenance costs rise. You can increase 
efficiency and reduce costs by using a visibility architecture that reveals where blind spots occur.

This paper outlines key network monitoring topics that can help you detect and minimize network 
inefficiencies and reduce monitoring costs. These topics include:

• data filtering, deduplication, and aggregation

• load balancing and automation

• header stripping and packet trimming

• virtual and physical monitoring 

• port tagging and time stamping

• extended burst protection 

• visibility architecture monitoring and management 
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NPB Data Filtering Helps Monitoring Tools 
Scale Efficiently

Summary

• Filtering out-of-band monitoring data is one of the most common network packet broker (NPB) features.

• Data filtering significantly reduces the amount of unnecessary data sent to security and monitoring tools, 
increasing tool efficiency, and allowing scaling. 
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Figure 1. Example of intelligent data filtering in a network visibility architecture 

Solution overview

This solution illustrates how your visibility architecture captures and optimizes data before transmitting it to 
monitoring tools. Taps copy network traffic and send it to an NPB, which acts as a central collection point. Since 
the traffic from the taps is a raw copy, some of it requires filtering before transit to the appropriate monitoring 
tool. Filtering means only the “right” information forwards to the right tools at the right time. Depending on your 
monitoring needs, 90% or more of the data gets filtered, maximizing tool efficiency and scale.

When considering a network packet broker, it is important to understand its filtering capabilities. Filtering 
typically happens in three stages:

White Paper / Guide to Visibility Use Cases: Reducing Network Costs   |    3

http://www.keysight.com


1. The first filtering stage occurs at the network port.

2. The second stage is a port-independent filter between the network port and the port 
connected to the monitoring tool.

3. The third stage occurs at the tool port itself. 

Three-stage filtering is important because filtering only at the network port eliminates the filtered 
traffic, making it unavailable for analysis. 

An alternative approach is to filter only data at the tool port. This method causes two problems: First, 
the traffic volume coming from the network ports may overrun the tool port. Second, the interaction 
between the network filters and the tool filter is complex and not obvious unless you are well-versed in 
set theory. The port-independent filter is the ideal place to perform the bulk of the filtering. It is possible 
to understand what is happening by looking at this single filter definition.

Deduplication Increases Monitoring Tool 
Efficiency and Accuracy

Summary

• Unlike a network tap, a SPAN port may generate one to four copies of a packet even when optimally 
configured.

• Cisco ACI architectures create a significant number of duplicate packets.

• NPB deduplication reduces the amount of filtered data sent to tools.

• Deduplication increases tool efficiency by 30% to 50%, according to Keysight customer feedback. 
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Figure 2. Data deduplication 
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Solution overview

Duplicate packets in monitoring traffic come from several sources, including SPAN ports. Capturing 
traffic in multiple geographical locations contributes as well. Even when optimally configured, 
a SPAN port may generate one to four copies of a packet. The duplicate packets can represent 
as much as half the network traffic sent to a monitoring tool. Eliminating this unnecessary data 
improves the capacity of your monitoring tools.

It also matters where you capture monitoring data. If you capture it at the ingress and then again 
in the core, you may have copied the same data twice. This double capture is in addition to any 
duplicate data created by the core switches. Cisco ACI architectures have multiple tap points that 
generate a significant amount of duplicate data that needs removal. If that data remains, you must 
pay for enough tool capacity to handle that traffic, which is very costly.

Advanced context-aware data processing features, such as deduplication in a packet broker, 
removes these duplicate packets. The NPB removes duplicate packets at the full line rate before 
forwarding traffic to the monitoring tools. Multiple copies drop out of the data stream with no effect 
on the tools. A large deduplication window and the ability to configure the window size in the NPB 
make the deduplication feature powerful.

Some tools are also able to deduplicate data. The issue with the tool performing deduplication is that 
you need expensive tool CPU resources to perform this function. You might need to buy another tool 
to process the extra load. A packet broker is often a more cost-effective alternative.

Load Balancing Extends the Life of 1/10 Gbps 
Tools in 40 and 100 Gbps Networks

Summary

• Enterprise network monitoring and security tools are often underutilized.

• Use a NPB to pool and load-balance your tools, reducing costs with fewer tools.

• Media speed conversion of 100 or 40 Gigabit Ethernet (GE) to 10GE spreads 40 / 100GE loads 
across multiple lower-rate tools to extend their life. Figure 3 shows an example.
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Figure 3. Optimizing tool performance with load balancing 

Solution overview 

Another important use case for decreasing costs is load balancing. Network traffic and traffic 
speed increases are common. What about the monitoring impacts of the bandwidth upgrades? For 
example, if you upgrade your network core from 1 Gbps to 10 Gbps, you will need 10 Gbps tools 
to monitor the network properly. If you upgrade to 40 Gbps or 100 Gbps, there may be few to no 
comparable monitoring tools available at those data rates. Available tools that support higher speeds 
are also more expensive.

Packet brokers provide the aggregation and load balancing capabilities necessary for your network. 
The packet broker breaks down incoming segmented data into lower-rate data streams, then sends 
it to the proper monitoring tools. For example, load balancing of 40 Gbps data allows you to spread 
the monitoring traffic across multiple 10 Gbps tools, assuming you have enough 10 Gbps tools for 
the load. This process allows you to extend the life of your 10 Gbps tools until you have enough 
budget to purchase additional tools that can handle the higher data rates.

Another example is to pool your tools in one location and feed them the data they need from a 
packet broker. Some architectures use individual tools spread out across the network. This may have 
some minor access advantages, but these tools are often underutilized. 

Tool centralization and load balancing allow you to pool your tools and increase the utilization by 
using fewer tools. You can postpone purchases of additional tools until the utilization factor is high 
enough to warrant additional tools.

White Paper / Guide to Visibility Use Cases: Reducing Network Costs   |    6

http://www.keysight.com


Maximize Monitoring Tool Efficiencies with 
Data Aggregation

Summary

• Enterprise tools are underutilized.

• Easily create access to multiple areas of the network for your monitoring tools.

• Use an NPB to aggregate monitored traffic from multiple links to maximize monitoring tool utilization.
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Figure 4. Data aggregation from multiple links

 

Solution overview 

Network blind spots are a common problem for all businesses. These blind spots are areas where you do 
not see everything that is happening on your network. A typical fix for blind spots is to add security and 
monitoring tools. However, adding tools brings other challenges.

For example, you need to monitor multiple segments of your network to understand what is happening. 
When you add more tools, you need to distribute them across the network to access the relevant traffic. 
Unfortunately, when you do this, these tools are often underutilized. It is common to end up with only 
about 10% to 30% utilization. This strategy is expensive. Most of the time, the tool may sit idle.

While adding tools and data access points is part of the solution for blind spots, you also need to add 
an NPB to filter and groom out-of-band monitoring traffic before transmitting it to the monitoring tools. 
NPBs allow the aggregation of multiple ingress links to one egress port for a specific tool. This method 
allows you to pool your tool resources for multiple individuals and departments to use. That gives you 
cost-effective data access and filtering across the network.
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Combine Virtual and Physical Monitoring 
for Efficiency

Summary

• According to Keysight customer data, more than half of enterprise workloads are virtualized.

• Combine virtual data and physical data for export to the same NPB for distribution to existing 
security and monitoring.

• Control capital expense spending by maximizing the capabilities of your existing tools.
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Figure 5. Integrated virtual and physical network monitoring

Solution overview 

Virtualization is now common and widely deployed. Virtualized services and cloud hosting are 
cost-effective but add more complexity. Virtual data is sometimes hard to access and expensive 
to analyze. Most companies already have a set of security and monitoring tools for the traditional 
physical network, but these capabilities are often lacking for the virtual world.

Adding virtual tools (virtual firewalls, security inspection, and performance monitoring) is an 
expensive duplication in cost and monitoring efforts and may create a more siloed approach to 
network monitoring. Managerial ownership of the virtual data is typically separate from the network 
monitoring group.
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A cost-effective solution is to add a virtual data access device with a virtual tap. A virtual tap is a 
software version of the hardware tap for VMware, KVM, Hyper-V, and cloud environments. The virtual 
tap loads into a virtual machine on the server. Once there, it allows you to export monitoring data 
outside the virtual environment to an NPB using Generic Routing Encapsulation or a virtual LAN 
(VLAN) tunnel. Once the combination of data from the physical and virtual data centers occurs, 
companies achieve economies of scale by maximizing tool utilization for their current investments.

Also, combining data gives you a better understanding of the network. Instead of looking at the 
performance of the different pieces of your network, you get a combined view from the consolidated 
data. The consolidated data also gives you better control of your regulatory commitments. You will 
have better insight into the state of your regulatory compliance efforts across the whole data center, 
not just parts of it. Noncompliance in one area is still noncompliance for the company.

Track Monitoring Data to Optimize  
Network Performance

Summary

• An NPB is a key component for optimizing network monitoring data.

• Port tags associate data to a specific NPB port to document data origin for improved 
forensic analysis.

• Port tags identify specific customer data in multitenant environments.

• Time stamps help detect network and monitoring tool analysis delays.

EtherType

L2
L3 L4

VLAN
port tag
(4 Bytes)

IPv4 UDP/TCP Data

Figure 6. Port tagging captures data origin and adds context

Solution overview 

Capturing relevant data is a key component of a network monitoring strategy. Tracking specific 
types of data to determine their origin is equally important because it provides context and more 
relevance to the monitoring data. The addition of context and relevance is where an NPB provides 
value-added capabilities, such as network port tagging, VLAN tagging, and time-stamping, to help 
identify and characterize monitoring data.
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There are several common use cases for port tagging and time-stamping. These include improved 
forensic analysis, multitenant data tracking, and data-event correlation. The port tagging feature, in 
conjunction with the existing precision time-stamping feature, allows customers to perform forensic 
analysis of network data captured from many monitored segments without losing visibility into the 
origin of the traffic.

Port tagging identifies input data streams and associates that data with a network port on the 
NPB. Segmenting input data to specific ports lets you know what data type came from where. In a 
situation where multiple network ports require aggregation to a single tool port at egress, you can 
use port tagging to identify which network port each packet arrived on during ingress. This process 
can occur on a single NPB or in multiple NPB environments.

The deployment scenario in Figure 6 shows the location where a VLAN port tag is attached to the 
packet. This attachment is an outside header to the Layer 2 information after the EtherType and is 4 
bytes long for tracking purposes. The VLAN identification (ID) of that header typically represents the 
network port number, but you can also create a custom VLAN ID. Custom port-tagged VLAN IDs help 
you minimize potential conflicts if you also use the deduplication packet processing feature.

Network operators also require high-accuracy time stamps on packets to correlate events with other 
device logs in low-latency financial data centers and to correlate traffic events across a wide area 
network. Time stamp sources include local, Network Time Protocol, and Precision Time Protocol. The 
NPB can then insert a high-accuracy time stamp into every packet at ingress.

Optimize Network Traffic with Cisco Nexus 
Integration

Summary

• Network traffic distributions are optimized to make better use of IT tools.

• Cisco Nexus switches support use as a distributed data aggregation layer.

• A single-pane-of-glass management system allows administrators to program Cisco Nexus ports 
from a Keysight NPB for improved data monitoring and data capture. 
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Figure 7. Keysight NPB integration with Cisco Nexus switches

Solution overview 

The Cisco Nexus 3000 network switch family offers low latency, high programmability, and 
high-density switches in a fixed compact form factor. Cisco Nexus switches also use a common 
programmatic interface. Keysight NPBs integrate directly with a Nexus 3100 switch through a logical 
aggregation group port. This integration provides a management interface to the Cisco switches 
through the Keysight user interface.

It also allows network administrators to dynamically repartition Cisco switch ports between 
production switching and visibility enablement without leaving the Keysight monitoring solution. As a 
result, you will optimize infrastructure utilization and reduce overall visibility costs.

The Cisco Nexus 3000 switches support usage as a data aggregation layer to provide access to 
network monitoring data from distributed locations throughout your network. The NPB integrates 
data from the different locations, filters that data, then distributes the resulting data to the 
appropriate monitoring tool. The NPB aggregation function consolidates the monitoring data to 
optimize the efficiency of existing monitoring tools and decrease the need for new tools.

Simultaneously, the Keysight management system allows for dynamic data monitoring and 
troubleshooting on segments with the Cisco switches. The alternative is to physically connect 
tools to the individual Cisco switches during maintenance windows to perform troubleshooting. 
Keysight provides an integrated solution using our equipment combined with Cisco Nexus 3000 / 
9000 switches.
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Header Stripping Increases Efficiency of 
Monitoring Tools

Summary

• An increasing number of monitoring implementations require header stripping.

• ACI adoption and the use of Virtual Extensible Local Area Network (VXLAN) protocol will continue 
to drive this use case.

• An NPB can easily remove unnecessary IP packet headers.

Payload

Header stripping

Deployment scenario: Out-of-band visibility architecture

IP header
�

XXXX

Figure 8. Keysight NPB PacketStack software includes header stripping capabilities

Solution overview 

Header stripping, also called de-encapsulation, removes various types of extraneous routing 
information or other information in the packet header. This type of information does not have any 
monitoring value. Examples are multiprotocol label switching labels, VLAN tags, VXLAN, and GTP 
information. While the information is useful from other aspects, it is uninteresting and confusing 
from a monitoring tool perspective. These packets end up deleted.

Protect Monitoring Data with Extended 
Burst Protection

Summary

• Ethernet has inherently bursty traffic patterns.

• It would help to see every packet, even under microburst conditions.

• An NPB with extended burst protection uses buffering to overcome packet delays.
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Solution overview 

Ethernet is inherently bursty. With the addition of real-time techniques such as voice over Internet 
Protocol, traffic burstiness can become noticeable and result in network equipment buffer overloads 
and IP packet loss. There does not have to be a catastrophic failure for packet data to get lost. For 
example, a high volume of traffic could cause network congestion. You might also see delays when 
using slower-speed equipment — for example, 1GE equipment in use on 10GE networks. Another 
source of packet loss could come from overburdened inline security tools or overburdened routing 
switches. Whatever the cause, packets will get delayed or lost on the network.

If this situation occurs on your monitoring network, one solution is to perform deep buffering, also 
called extended burst protection. This feature typically supports up to 200 MB of buffering. It allows 
your monitoring tools to see every packet, even under microburst conditions, where aggregate 
bandwidth temporarily exceeds port capacity. The condition commonly occurs when traffic from a 
high-speed network is adapted to feed a lower-speed tool.

Extended burst protection in the NPB offers traffic management and protection to online businesses 
that are subject to bursts of activity. For example, stock trading, online betting, and gaming are 
industries where companies may want to deploy extended burst protection to limit packet loss. This 
process speeds up data analysis by the monitoring tools and will potentially decrease traffic on the 
network because of retransmissions.
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NPB Automation Boosts Monitoring 
Response Times

Summary

• NPBs automatically respond to network incidents with actions in near real time.

• Faster responses to problems result in a shorter mean time to diagnosis and a faster mean time 
to repair.

• The IETF representational state transfer (REST) architecture can communicate commands from 
a network management system, security information and event management system, policy 
controller, or orchestration system for security and network incidents or equipment changes.

IT operations
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Virtualization

Capacity planning

Configuration system

Apps (business units)

Core networking

Figure 10. Automated communication between systems reduces MTTR 

Solution overview 

The days of static programming are coming to a close. Network monitoring automation allows you 
to align your tools with dynamic network changes to increase operational efficiencies and create an 
adaptive monitoring environment.

This automation capability creates a tight integration among the following:

• automated data center provisioning systems

• network management system (NMS)

• operational system support (OSS) or another orchestration system

• existing network monitoring, application monitoring, and security analysis tools
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This solution is comparable to software-defined networking (SDN). However, the source of the 
command does not have to be an SDN controller. It could be an NMS, provisioning system, SIEM tool, 
or other management tools on your network.

Automation events often occur in response to internal events based on a filter parameter, event 
monitoring parameter, or external events. Examples include Simple Network Management Protocol 
(SNMP) traps, SNMP polls, Syslog, NMS events, SIEM events, and other software tools that support a 
RESTful interface or TCL scripting. 

Two main groups in IT typically need adaptive monitoring — the IT operations group and the tools 
group. The main driver for the operations group is achieving operational efficiency to reduce manual 
processes and the delays and errors that those processes introduce. For the tools group, the main 
driver is increasing the monitoring capability for the entire network. This is because IT departments 
usually do not have an adequate budget to provision multiple sets of tools across the network.

Reduce TCO with Visibility Architecture 
Management

Summary

• Proper remote management of devices will greatly reduce troubleshooting time.

• Operating expense (opex) for monitoring equipment can make or break the total cost of 
ownership (TCO) of a solution.

• Simplify filter creation by reducing the time needed with a visual drag-and-drop graphical user 
interface (GUI).

• Managing multiple NPBs with a single pane of glass simplifies monitoring by providing a single, 
unified view of network traffic. 
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Figure 11. Simple GUI-based drag-and-drop NPB management

Solution overview 

Management is a critical component of a visibility architecture and the element management system 
(EMS) contributes heavily to the TCO of a visibility solution. In fact, proper remote management 
of devices can reduce troubleshooting time by up to 75%. The EMS configures individual network 
elements (NPBs, virtual taps) that are part of the visibility architecture. It also sets up the inline and 
out-of-band architecture components and programming.

A key benefit of an EMS is that it gives you a single pane of glass to perform filter, policy, user, and 
device management. The interface is capable of configuring one element or multiple elements — 
NPBs, bypass switches, application intelligence, and Secure Sockets Layer (SSL) decryption.

The EMS capability solves some of the key challenges facing network administrators. Examples 
include remote access, a single interface to see and program multiple devices, and role-based 
permissions for improved security. The process also includes compliance policy adherence and the 
creation of monitoring data statistics and event information.
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Lower OpEx by Integrating Monitoring and 
Management

Summary

• Scale your monitoring equipment as necessary with a single user interface.

• Upgrade your configurations from a central location with logging and change control.

• Support orchestration initiatives in the business to reduce costs.
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Figure 12.  Centralized management, automation, and orchestration 

Solution overview 

Enterprises need scalable and flexible networks that readily adapt to the changing needs of the 
business world. IT departments need to include the right types of monitoring equipment, such as 
diagnostic tools and tools that are specific to company IT initiatives, including bring your own device 
and private cloud. However, they also need to control costs by managing their visibility architecture. 
In a distributed environment, such as a multibuilding campus or top-of-rack or end-of-row data 
center scenario, this becomes untenable.
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The solution is to add multiple distributed components that have the look and feel of one system. 
You can combine them with other network management functions such as scheduled task 
management, updates and backups, adding or deleting users, and REST-based northbound and 
southbound interfaces for connection to an NMS, orchestration systems, or OSS.

A centralized management approach gives you several core benefits:

• easy capture of performance and statistics

• push down of policy-based device and filter information

• role-based access for enhanced security

• device health and status monitoring

• backup, restore, upgrades, and other services

• high-availability support

This solution allows an NMS to control multiple Keysight NPBs and bypass switches instead of an 
EMS. A REST-based interface enables network management solutions like an NMS or an orchestration 
system to send commands directly to visibility architecture devices. This type of architecture solves 
some of the biggest challenges facing network administrators — rapidly increasing scale, flexible 
deployments, and the need for application and security monitoring spanning across the network.

Validate Latency for High-Performance 
Financial Monitoring Links

Summary

• Milliseconds can be worth millions of dollars to stock traders.

• Conduct high-performance monitoring of financial market data feeds with an NPB.

• Instantly detect multicast sequence gaps and microbursts.   

Solution overview 

Rapidly detecting degradation in financial data feed quality is challenging for market participants 
who use or transport real-time market data. Market data transport technology primarily refers to 
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the use of multicasting, which does not have any error-correcting mechanisms at the network layer. 
Therefore, any packets containing lost key trade data avoid detection until they pass through a feed 
handler system at the end-user site.

This configuration has several issues:

• Application teams may be aware of the problem, but the tools they use may not be available to 
the network operations teams responsible for diagnosing and resolving the issue.

• Many feed handlers use feed arbitration (between A and B feeds) to autocorrect message drops. 
Application teams may not be aware of the problems or have the ability to pass on details to their 
network operations teams.

• Detecting a problem at the feed handler does not tell you where the problem occurred. Did it 
happen at the exchange or market data vendor’s ticker plant, on the network, via a third-party 
network carrier or extranet provider used to transfer the market data, or on the end user’s 
firewall?

These questions lead to delayed decision-making and extensive fault repair times that may take days 
to correct. Much of the technology used to monitor this infrastructure is either not up to the task 
or involves expensive data capture, storage, and analytic technologies. These technologies have 
remained largely the same for at least 20 years.

An NPB designed to track real-time market data feeds is necessary. It instantly detects multicast 
sequence gaps and microbursts and has built-in decoders for high-performance monitoring for more 
than 300 financial exchange feeds. Such an NPB delivers a low TCO while eliminating the need for 
expensive in-house multicast gap tools.
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Conclusion
Almost every network has hidden blind spots that cause inefficiencies, increase costs, and create 
network vulnerabilities and security risks. These blind spots include low tool utilization that reduces 
return on investment, ineffective load balancing, limited or overloaded SPAN ports, costly virtual 
tools, and extraneous routing information.

By establishing a visibility architecture, you will clearly see where inefficiencies exist in a network. 
Techniques such as data filtering, deduplication, load balancing, packet trimming, virtual and 
physical monitoring, and SSL decryption help you optimize your networks to reduce overall costs.

To learn more about how a network visibility architecture helps secure networks, download the 
white paper. 

For more information about Keysight NPBs, visit: 

https://www.keysight.com/us/en/products/network-visibility/network-packet-brokers.html

Keysight enables innovators to push the boundaries of engineering by quickly solving 
design, emulation, and test challenges to create the best product experiences. Start your 
innovation journey at www.keysight.com.
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