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Testing Voice over IP (VoIP) Networks

VoIP – Voice over IP
VoIP refers to the transmission of voice data over IP enabled networks, rather than the use 

of traditional circuits of the PSTN (Public Switched Telephone Networks).VoIP is currently 

associated with IP telephony, which refers to the family of protocols used to deliver the 

voice data – RTP/SRTP, H.323, SIP, MGCP, MEGACO/H248, SCCP(Skinny) and SIGTRAN.

VoIP Benefits
The most attractive benefit of VoIP is the cost savings, which can be substantial 

for large enterprises and service providers. The savings can come from a number 

of different sources. For example, calls made over private data networks bypass 

PSTN networks toll circuits, avoiding regulatory and per call charges.

Many benefits are available using a common network for voice, video and data 

applications. The unification of voice, text, video and data on the same network 

allows quicker integration of multiple services, improving the way users collaborate 

and leading to enhanced productivity. Unified communications can transform a 

desktop application such as Microsoft® Outlook™ into a communication center in 

which email, voice and video calls, screen sharing, instant messaging, voice mails, 

presence and availability are easily accessible, resulting in enhanced productivity. As 

an example, a meeting (screen sharing, audio) can be recorded with a simple click of 

the mouse and then shared with team members who could not attend the meeting. 

Voice mail notifications can pop-up directly on the screen or be received via email. 

The most attractive benefit 
of VoIP is the cost savings, 
which can be substantial 
for large enterprises and 
service providers
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User mobility and portability are advantages provided by IP networks. Using software 

applications such as soft phones, anyone can transform a laptop or PC into a mobile 

IP phone. Hence, employees can work from anywhere and home subscribers can gain 

additional mobility when they travel. Regardless of whether they are traveling or working from 

home, the mobility aspect adds a simple, yet powerful way to maintain communication. 

User mobility allows IT administrators to provide the same communication services without 

installing a local IP-PBX in each remote location.

Another benefit comes from simplified scalability – with IP telephony, businesses can 

control and avoid underutilized equipment. New users may be added to existing locations 

one at a time, rather than buying or leasing equipment that may remain underutilized. 

VoIP Challenges
To offer a good alternative to PSTN services, VoIP must provide the same speech quality 

and service reliability as customers are accustomed to receiving from legacy circuit-

switched networks. PSTN is well-known for its five nines in reliability (99.999% up time, 

which corresponds with 5 minutes of downtime a year). The quality of voice in PSTN 

networks is referred to as toll quality – this corresponds to a MOS score of 4.00 measured 

on a scale from 1 (fair) to 5 (excellent), as specified by the ITU P.800 standard.

Network Requirements for Toll Quality
The network itself plays a critical role in delivering toll-quality voice. IP telephony requires 

the network to be designed to deliver enough bandwidth and to meet specific latency, 

jitter and packet loss requirements. While data traffic is less impacted in networks with 

high delay, jitter and packet loss, voice communication is significantly impacted because it 

requires an end-to-end communication and has real-time constraints. 
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Bandwidth Requirements and CODECs
Bandwidth is directly affected by the phone’s encoder and the expected number of 

simultaneously active calls . A higher number of active conversations (calls) corresponds 

to higher bandwidth requirements. 

Audio CODECs, which implement speech compression, can differ significantly 

in bandwidth requirements, speech quality, encoding delay, loss resiliency and 

computational requirements. Hence, the selection of a CODEC can directly affect the 

number of active calls that a link can support and the voice quality. In general, reducing 

the nominal bandwidth (i.e. payload throughput) degrades speech quality. Since the 

relationship between bandwidth and speech quality is not a linear one, some CODECs 

can significantly reduce the nominal bandwidth required while preserving a good quality. 

For example, G.729 can reduce the nominal bandwidth 8 times compared to G.711, while 

maintaining good speech quality. 

Many CODECs support silence suppression mechanisms, which can reduce the 

required bandwidth up to 50%.

Effect of Delay on Conversation
It is well known that network delay leads to two-way conversation difficulties. This 

effect can be better described using an example. Let us assume that Alice and Bob 

have a phone conversation using an IP network with a high round-trip delay (e.g., 500 

ms). Say that Alice decides to interrupt Bob while he is talking.  Due to the delay, Alice 

will continue to hear old information from Bob, while Bob will continue to speak until the 

interruption is heard. For Alice, the effect of the delay is perceived as ignorance from 

Bob’s side. Hence she may stop talking. On the other side, Bob finally hears Alice’s 

interruption and stops as well. Both Bob and Alice remain silent, and then both may 

start talking or stop. To meet the toll-quality requirement the one-way delay must be 

kept below 100 ms. A one-way delay value of 150 ms makes its presence noticeable, 

but they can still have an acceptable conversation.

In networks where VoIP interacts with PSTN, the VoIP user may hear an echo if the PSTN 

network is not correctly tuned. The round-trip delay directly affects the effect of echo. 

Hence, the higher the roundtrip value, the more annoying the effect of the echo. ITU 

G.114 provides recommendations for network latency.

To offer a good alternative 
to PSTN services, VoIP 
must provide the same 
speech quality and service 
reliability as customers are 
accustomed to receiving 
from legacy circuit-
switched networks
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Jitter
Jitter represents the variation of delay as measured by the receiver. Users perceive jitter 

as speech degradation. Many devices implement jitter buffers that can remove the jitter 

effect. A jitter buffer temporarily stores arriving packets to minimize delay variations and 

discards the packets that arrive too late. If a jitter buffer is too small, then an excessive 

number of packets may be discarded, which can lead to call quality degradation. If the 

jitter buffer is too large, then an additional delay is added to the conversation, which can 

lead to difficulties in conversation (see the effect of delay). 

The most common causes for jitter are network congestion and router/switch  

queuing methods.

Packet Loss
Packet loss is probably the most common factor affecting speech quality. All voice 

CODECs can accept some packet loss without dramatically degrading speech quality. 

Many CODECs support as much as 5% of random packet loss while maintaining 

acceptable voice quality. However, loss of many consecutive packets dramatically affects 

voice quality, even if the total percentage loss is low. When designing networks and 

applications the target should be zero packet loss.

In converged networks where voice and data use the same resources, voice traffic must 

be configured to have priority treatment over data traffic, which is not as affected by 

delay, jitter and packet loss. 

High Availability, Reliability, Performance and Capacity Tests
IP telephony networks satisfying the high availability requirement need to address 

consumers’ needs to register, and place and receive calls even at peak call rates. 

In a similar way, IP telephony systems must handle traffic even when devices are in 

maintenance or have failed. High availability networks are assured through signaling 

and media redundancy. Hence, when a primary node in a voice network is down for 

maintenance or because of a failure, a redundant device (secondary or tertiary) can take 

over the processing of the voice traffic.

Redundancy measures the ability to continue operation in the event of a failure. 

Performance measures the maximum rate that a system or device under test (DUT) can 

sustain. For IP telephony systems, the key performance measurements are the maximum 

call setup rate and the maximum registration rate. The performance of systems without 

session intelligence (e.g., a stateless proxy server) can be additionally measured using 

metrics such as maximum transaction rates or maximum messages per second.

Performance measures 
the maximum rate that a 
system or device under 
test (DUT) can sustain. 
For IP telephony systems, 
the key performance 
measurements are the 
maximum call setup 
rate and the maximum 
registration rate
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In addition to performance measurements, capacity tests help in determining the maximum 

number of active calls that can simultaneously be active on a DUT. While the presence of 

media has an immediate impact on the performance and capacity of a DUT that forwards 

media packets between two hops, another system may not be impacted (e.g., because 

only SIP messages can traverse the DUT). While it is recommended that media traffic be 

included with any call testing, media may or may not be generate during the Call Hold 

Time as part of the test. The decision needs to be taken based on the logical components 

included in the system under test. As an example, a session border controller (SBC) must 

be tested by generating media after calls are established, while testing of a SIP proxy server 

will not necessarily require media. 

While media traffic may not affect a specific logical component of the DUT, testing with 

media enabled can help discover additional issues which may not be detected without 

media. An example is testing a device that implements a proxy element for  

SIP-only signal forwarding. 

Other capacity tests measure the maximum number of registered users that can be 

concurrently maintained. The overhead added by registration or other keep-alive messages 

exchanged between servers and clients is frequently overlooked when testing. For 

example, a SIP registration that requires authorization includes four messages, versus nine 

messages for a call session which also requires authentication. On systems that need to 

handle thousands of users, the overhead is quite significant due the fact that online users 

will re- register every hour or less. On some systems, the registration can recur as often 

as every 60 seconds. This overhead is important for systems that implement registrar and 

proxy components on the same server.

In general, the DUT needs to be monitored during testing for:

• Memory leaks

• Stability

• Ability to sustain performance for an extended period

• Signaling quality of service 

• Media quality of service 
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Testing Challenges in VoIP Networks
Convergence

Due to voice traffic’s high sensitivity to delays, packet loss and jitter, a converged 

network can have a negative impact on the voice quality when is not properly 

configured. Quality of service (QoS) configuration helps to guarantee required 

bandwidth while minimizing latency, jitter and packet loss. Minimizing those effects is 

assured by detecting and prioritizing voice traffic, thus controlling available bandwidth.

Data traffic may be impacted when voice traffic is prioritized, because it is restricted from 

accessing bandwidth when VoIP needs it. However, data applications are less sensitive to 

packet loss and delay, and user experience is less affected.

Proper testing of device handling of both data and voice traffic requires generating a 

mix of data and voice traffic that is common in the environment(s) where the DUT will be 

deployed. Baseline performance tests must be conducted for each individual protocol 

passing through the network. 

Complexity

In a distributed architecture in which devices from multiple vendors are used, VoIP 

networks add an additional layer of complexity. Interoperability between different 

protocols (e.g., SIP to H.323, H248 to SIP, etc.) and the interaction between different 

media (e.g., PSTN, wireless, and pure VoIP networks) can lead to additional issues 

related to protocol translation (e.g., SIP to H.323) and multiple media encoding-decoding 

operations that lead to degradation of speech quality.

Complex features

When VoIP shares a common network with data applications, unified services and 

extended feature sets can be provided beyond those available with regular PSTN 

networks. The performance impact of common, complex features, such as Class 5 

telephony features (e.g. call transfer, call conference, call parking, call waiting, etc), is 

underestimated. In practice, the complexity and message overhead added by those 

features may lead to system stability issues if minimal testing was performed at low scale 

using just a few phones. 
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Security

A VoIP system is susceptible to a number of attacks and threats, including denial of 

service (DoS) attacks, eavesdropping, registration and session hijacking and server 

impersonation. Multiple levels of security are implemented at the transport and 

application levels to prevent attacks. Protocols such as IPSec, TLS and SRTP add 

additional complexity, and system performance can decrease.

Determining the Maximum Call Setup Rate (CPS)

It is important to determine the maximum call rate for devices that handle VoIP call setup 

and teardown phases. A few examples of such devices are:

• Soft switches

• IP PBXs 

• Call managers

• Session border controllers

• VoIP application layer gateways

• Voice mail and interactive voice response servers (IVRs)

• Application servers 

• Conference bridges

The primary performance metric assesses whether the attempted call rate is sustainable 

for a long time without call failures or affecting users’ experience.

The following standard metrics can help assessing the quality of service for  

signaling protocols:

Call setup time – measures the time required to setup a call, including the call 
acknowledgement. This metric is significant if the called party answers immediately. 
In practice, someone may answer after a variable time.

Post dial delay – measures the time required to receive the first ring back 
notification after the last digit of the destination phone number was dialed.

The post dial delay is significant for the caller. A large post dial delay is perceived 
as a call that did not go through since the caller does not receive any indication of 
the call progress in the ring back tone. A post dial delay value below four seconds is 
recommended for IP telephony systems. When post dial delay exceeds four seconds, 
the caller may hang up and attempt a new call.

Post pickup delay – measures the time after the call was answered until the first 
media packet is received.

The post pickup delay has a direct impact on the user experience. Normally, a caller 
starts to be affected with delays higher than four seconds. 

A VoIP system is 
susceptible to a number 
of attacks and threats, 
including denial of 
service (DoS attacks, 
eavesdropping, registration 
and session hijacking and 
server impersonation
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Media delay – measures the time to receive the first media packet after a call setup 
message was sent.

While the call may be connected via a delayed conversational path, media delay can 
still be annoying to the caller.

End call time – measures the time to tear down a call.

Message retransmissions – counts the number of retransmissions required to 
deliver control plane messages across the network

A high number of retransmissions received or transmitted by a DUT can drop the 
overall performance of the DUT and cause stability issues. The number of messages 
retransmitted must be maintained below 5% in a deployed IP telephony system, and 
should be as close as possible to zero when testing a DUT in isolation.

Call establishment ratio – measures the ability of a called party to successfully 
connect a call and establish a conversation.

Call Establishment Ratio= ((# of Calls Connected) / (# of Calls Attempted))*100 [%]

Call completion ratio – measures the ability of a called party to successfully connect 
the call and to successfully complete the call by initiating or receiving the appropriate 
disconnect request.

Call Completion Ratio= ((# of End Calls completed)/(# of Calls Attempted)) *100 [%]

When the DUT simultaneously handles signaling and media it is important that media traffic 

is enabled for the calls. Media traffic must be tested to ensure that it meets the quality 

of service requirements. The following standard metrics can be used to help assess the 

quality of service for RTP-based voice traffic:

• Assessing media transport:

 - Packet loss

 - Jitter 

 - One-way delay

 - RTP packets sent vs. RTP packets received

 - Inbound and outbound throughput

 - Maximum consecutive loss

 - Packet loss distribution

 - Packet loss correlation

 - Packet errors

 - Packet duplicates

 - Calls without media vs. calls with media
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• Audio quality metrics

 - R-Factor 

 - MOS

 - PESQ (obsoletes PAMS and PSQM)

• Video quality metrics 

 - V-factor

 - Absolute MOS-V

 - Relative MOS-V

 - Video loss degradation

 - Video jitter degradation

 - Video CODEC degradation

The following test methodology provides a structural approach to determining the 

maximum call rate supported by a particular DUT. 

• Set performance goals for signaling and media traffic.

 - Targeted calls per second.

 - Use a binary search to determine the maximum call rate. Start by using a shorter 
test trials of 15-30 minutes, which can minimize the time required to discover the 
maximum supported peak rate. 

• During the test verify that:

 - The call rate is sustained without call failures.

 - The SIP quality of service is in an acceptable threshold range.

 - The RTP quality of service is in an acceptable threshold range.

• Using the measured maximum call setup rate, the test should be repeated for a 
minimum of 72 hours to confirm that the DUT is free of memory leaks and maintains 
acceptable quality of service.

• Once the peak rate is determined, short tests can be executed to gather additional 
data points that can characterize the DUT’s quality of service. The following charts may 
be used to describe DUT performance:

 - CPS vs. signaling QoS charts 

 · CPS rate vs. post dial delay, post pickup delay, call setup time and end call time

 · CPS rate vs. call establishment ratio and call completion ratio

 · CPS rate vs. retransmissions
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 - CPS vs. media QoS charts (if applicable)

 · CPS vs. MOS

 · CPS vs. PESQ-LQ and PESQ-LE

 · CPS vs. packet loss % and packet loss correlation

 · CPS rate vs. jitter and one-way delay

• To plot the performance characteristic of the DUT, at least 10 data points should be 
included on the chart (5%, 10%, 25%, 40%, 50%, 65%, 75%, 85%, 95%, 100% are 
suggested) based on the maximum rate supported. Using data points above 100% of 
the determined peak rate can be also useful, since they can depict the behavior of the 
DUT when overloaded.

Some VoIP devices only handle call signaling aspect while others handle both signaling 

and media simultaneously. 

Further DUT performance characterization should be pursued by changing the test 

variables that influence the performance of the DUT. Those test variables include: 

• IP version (IPv4/IPv6)

• Transport layer (UDP/TCP/TLS)

• IP and port mapping for signaling and media (1:1, 1:n)

• Call duration

• Number of CODECs per user

If media traverses the DUT, the negotiated CODEC type must be considered. The CODEC 

that is used is even more important when the DUT acts as a transcoder (e.g. converts the 

voice from G.711 to G.729). 



Figure 1. SIP call setup time
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Determining the Max Call Setup Rate for  
SIP-Based Devices and Systems
The goal of this test methodology is to determine the maximum peak load, measured in 

calls per second, supported by a DUT that implements at least one of the following SIP 

logical components defined by the SIP protocol:

• SIP proxy server

• SIP redirect server

• SIP back-to-back user agent

The primary test metric is the number of calls that the DUT sustains for a long time 

while providing the desired user experience. In addition, the quality of service metrics 

discussed in the Max Call Setup Rate section are required to determine pass/fail 

criteria. Those pass/fail criteria may be different for a DUT that is isolated by the test 

tool, as opposed to a complete IP telephony system that is passing calls over a WAN. 

For example, the post dial delay should not exceed 250 ms if the test tool isolates the 

DUT, while a post dial delay of 2 seconds is acceptable when the DUT is a complete IP 

telephony system where the post dial delay is measured across the WAN. Obviously, 

the QoS constraints are more restrictive when running with the DUT in isolation since 

practical deployments include a chain of DUTs that help the call reach the desired 

destination. Also, for calls transported over a WAN, additional delay, jitter, packet loss 

and retransmissions can be induced by the network. The sum of these delays can 

exceed the end-to-end accepted thresholds (e.g., 2 seconds for SIP post dial delay, 

150 ms for one-way delay, etc.).

The standard metrics below can help assess the SIP quality of service.

• Call setup time – for the calling part, the call setup time measures the time from 
when an INVITE message is sent until an ACK message is sent.



Figure 2. Call setup time for a call with authentication required
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For call destinations, call setup time measures the time from when the INVITE message is 

received until the ACK message is received. When the call is authenticated, the call setup 

time includes the authentication time as well.

• Post dial delay – measures the time required to get the first ring back notification 
after the last digit of the destination phone number was dialed.



Figure 4. Post dial delay measured on a redirected call
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For SIP calls, post dial delay measures the time from when the INVITE is sent until the 180 

RINGING message is received. The post dial delay has an important significance for the 

caller. A large post dial delay is perceived as a call that does not go through, since the 

caller does not receive any indication of call progress (ring back tone). A post dial delay 

value below four seconds is recommended for IP telephony systems. When the post dial 

delay values exceed four seconds, the caller may hang up and attempt a new call.

• Post pickup delay – measures the time from when the call was answered until the 
first media packet is received. In SIP, this corresponds to the time elapsed from when 
the 200 OK response for the INVITE was sent until the first RTP packet is received.



Figure 6. Media delay
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The post pickup delay has a direct impact on the user experience. Normally, a caller starts 

to be affected with delays higher than four seconds.

• Media delay – measures the time to receive the first media packet after the call setup 
message was sent. This measurement can be applied for both the calling party and the 
called party. When using SIP, the media delay for the calling party is calculated as the 
time between the INVITE message and the first RTP packet is received. For the called 
party, the media delay measures the time after the INVITE message is received and 
until the first RTP packet is sent.

End call time – measures the time to tear down the call. When using SIP, end call time is 

measured as the time elapsed between the BYE message and until a 200 OK successful 

response is received.



Figure 8. SIP message retransmission
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• Message retransmissions – counts the number of retransmissions required to deliver 
control plane messages across the network.
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A large number of retransmissions received or transmitted by a DUT can decrease the 

overall DUT performance and cause instability. The number of messages retransmitted 

must be maintained below 5% in a deployed IP telephony system and should be kept 

close to zero when testing a DUT in isolation.

• Call establishment ratio – measures the ability of a called party to successfully 
connect a call and establish a conversation. 

 - Call Establishment Ratio=(# of Calls Connected)/(# of Calls Attempted)*100 [%]

• Call completion ratio – measures the ability of a called party to successfully 
connect the call and complete the call by initiating or receiving the appropriate 
disconnect request.

 - Call Completion Ratio=(# of End Calls Completed)/(# of Calls Attempted)*100 [%]


