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Executive Summary 

Enterprises have specific needs to secure and manage the nervous system of their IT system—which is their network. 

Network visibility helps ensure application performance because most applications are highly dependent on the network. 

Thus network visibility is critical to supporting the business. 

Compliance, auditing, and security requirements demand visibility into how IT resources interoperate, and network 

visibility is required to gain insights into how well they are functioning. If IT organizations do not have complete network 

visibility, resulting blind spots may lead to missing critical security threats and availability or performance anomalies.  

The use cases that require complete visibility include the introduction of BYOD devices, unknown network devices, and 

integration with a multitude of security tools. In all cases, missing a complete view of the network can lead to mistakes in 

critical IT and business decision making, leaving the enterprise open to security vulnerabilities, as well as poor application 

and network performance that could be detrimental to revenue generation or even cause reputational damage stemming 

from security breaches. 

ESG research has shown that network security and performance are among the critical challenges reported by IT decision 

makers today.1 By implementing solutions offering modern network visibility, IT organizations can translate network insight 

into clear business value and derive superior ROI from these solutions. 

Enterprise Needs  

How can the problems of enterprise networks be addressed by better, deeper network visibility? What does visibility 

provide to the business at the end of the day? What gets missed without appropriate visibility? The answers go deeper 

than IT issues. Once network visibility is established to benefit IT, organizations need to understand the business value and 

ROI of having greater insight into network performance.  

Challenges 

IT organizations must see everything in order to know what they are missing and gain the right levels of insight into the 

enterprise. Partial visibility is not an answer because unless 100% of the network activity is visible, IT teams can’t know 

what’s missing. Partial visibility is effectively the same as having a blind spot. Enterprise challenges related to network 

visibility span a wide range of areas, including security posture, traffic control, and performance. 

Enterprises require audit and compliance for regulations that can include COBIT 5, COSO, FedRAMP, HIPAA, PCI-DSS, SOC 

1/2/3, SOX, and many more, and these regulations often have direct connections to how IT systems are deployed and 

operated. Visibility also matters because when IT doesn’t understand precisely what is happening to the network, they 

cannot, with confidence, attest to compliance with regulatory requirements. 

Enterprise network loads also continue to increase, and new uses that increase server-to-server traffic, such as data 

analytics, augment traditional endpoint to data center server traffic, as well as endpoint and server traffic to the Internet. If 

one operation slows down network speeds in order to ensure proper security or visibility, it will be a detriment to overall 

business goals. In other words, if the nervous system of the enterprise is the IT network, businesses cannot afford to slow it 

down or lack total visibility into how well it is performing.  

Thus visibility into the network is directly tied to understanding application performance. Application performance tools 

often examine the interactions within the applications, and resources used within the operating system such as memory or 

                                                           
1 Source: ESG Research Report, Trends in Data Center Networking, February 2016. All ESG research references and charts in this white paper have 
been taken from this research report unless otherwise noted. 

http://research.esg-global.com/reportaction/DataCenterNetworkingTrendsFeb2016/Toc
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disk. As applications become increasingly dependent on the network, being blind to network behavior means that IT 

organizations do not obtain the visibility into the application performance that they need. 

Considerations for Optimizing IT Business Goals 

Optimizing Security 

Given increasing cyber threats, it is important to evaluate the role the network plays in analyzing security in the IT 

environment. If there are vulnerabilities that IT cannot see, these blind spots prevent a comprehensive understanding of 

the threats.  

Visibility needs to be provided by a variety of technologies. This includes taps to collect data from physical and virtual 

devices, and network packet brokers that aggregate, filter, and send the data to the appropriate tools. Performance is 

critical and simply sampling packets or dropping packets due to inadequate performance from visibility tools will lead to 

blind spots. It is not simply an issue of keeping up with the data rate of incoming packets, since the underlying system 

needs to filter and remove redundant data so that the processing that occurs later on will not get overwhelmed. 

Optimizing Availability  

The core capabilities provided by the network packet broker include collecting, processing, and filtering data and managing 

application flow to security and monitoring tools. For example, the core ability to collect and manipulate data is critical. 

What if the packet broker does not properly integrate with other tools, or send data with the appropriate speed to various 

tools? Then the results will be incomplete or it will overwhelm the tools’ capabilities. Furthermore, the network visibility 

infrastructure should not be a bottleneck. This can result from an imbalance in the system, causing resources to be 

underutilized, or over utilized. Without proper balance, IT may find that some analysis tools are not performing to their 

potential. That situation results in not attaining two common IT goals: maintain IT ROI, and meet SLAs. 

Optimizing Performance  

Performance is critical with network visibility, and the benefits touch two areas. One is the obvious network performance, 

where good performance from a network packet broker, including functions such as deduplication, will provide improved 

quality of experience (QoE) for end-users and security.  

The second, but more important, benefit is application performance. If there are physical problems on the network, such 

as a faulty network interface card, overall network performance will degrade, which in turn will reduce application 

performance. It is important to gauge the network performance at an independent level. Focusing on the application itself 

provides only a partial view of the overall QoE, since the application stack starts with the workload and goes down to the 

physical infrastructure layer, including the network. 

Use Cases 

The key use cases of network visibility range from troubleshooting through monitoring to security: 

Troubleshooting 

 Networks gone awry with new devices. Securing a network includes knowing precisely what devices are 

connected to the network. New devices can be physical or virtual devices, IT-sanctioned or employee-owned 

devices, and classic IT devices or IoT devices, and any of them may affect the performance, security, and 

operation of the network. As networks increase in complexity and a proper inventory of the network devices 

becomes stale, the IT department starts to lose control, leading to new blind spots that will result in 
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vulnerability. This can gradually get worse as concerns around vulnerability lead to a wild goose chase to isolate 

and identify new devices in order to restore the desired security stance. Instead, it makes sense to have proper 

visibility from the beginning to provide a 360 degree view of the enterprise network devices. With such a map of 

the landscape, the IT team can create a proactive plan of action, as opposed to being completely reactive to 

events and alerts. 

 Network gone awry with inertia. Complacency is also an enemy of IT. Perhaps you believe you have obtained a 

trustworthy map of the network resources. However, maintaining an inventory of devices can come with a twist: 

What if devices are decommissioned without IT’s knowledge? Or perhaps IT has inherited responsibility over a 

new network, and there are forgotten devices connected to the network, possibly turned off, that are fully 

capable of being turned on and having unpatched software or firmware on them. Worse yet, these awakened 

devices could be unreliable at the physical port level, which results in instability in the network. Visibility is a 

solution that provides both inventory and performance metrics for the network and its endpoints. 

Performance Monitoring 

 Application performance monitoring. The quality of experience of any application requires total end-to-end 

visibility of the components with a holistic, system-level view. Although pure application monitoring tools are 

critical, simply focusing on the apps will result in incomplete visibility, since the apps depend on the networking 

stack to perform well. The dependence on networks is especially important as applications are increasingly 

designed to exploit network-based services (using actions as simple as single sign-on in legacy client-server apps, 

or as complex as modern micro-services-based applications), thus the network behaves as a nervous system for 

applications.  

 Network performance monitoring. At a high level, network performance monitoring encompasses all the 

elements listed earlier. Network performance is a key link in a chain of assets that leads IT capabilities into top 

line revenue, particularly in the case of the increased digitization of business processes. To put it into the 

concrete terms of day-to-day work: What is the cost or harm of garbled phone calls over VoIP lines, or the 

inability to collect real-time sensor data in factories? What is the value of the loss of visibility leading to a security 

breach, and the cascading harm to the corporate brand that was nurtured and protected over decades, only to 

be diminished in a matter of days? Networks are a key element of the business, affecting regulatory compliance, 

sales, operations, and development. 

Infrastructure Monitoring 

 Virtualization monitoring. Physical devices are not the only devices worth monitoring as highly virtualized data 

centers use both physical and virtual network devices. Since a large fraction of application workloads are 

virtualized, not knowing the behavior of virtualized networks will result in blind spots. Virtual machines as well as 

physical machines may overload the available bandwidth, or behave outside the baseline parameters. Dormant 

virtual machines are a common problem too, since they wake up, unpatched, and pick up where they were last 

turned off, and will resume, triggering backup jobs, or other workloads that need to catch up.   

 BYOD monitoring. This is a key area for campus area networks, where non-IT-controlled devices are connected to 

the network by end-users. This is a case of a network gone awry with a twist: Unlike the case of controlled IT 

devices that get connected to the network as an enterprise evolves, BYOD devices offer an additional challenge 

as they appear and disappear rapidly. 
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 Big data monitoring. Networks are a key component of big data workloads as the analysis is spread to a large 

number of servers, which of course requires a network to transfer the data and coordinate the activities. As big 

data projects scale in modern IT organizations, network visibility assets need to grow alongside those rising data 

volumes. 

Security and More 

 Security integration. Integration and support for security products is a special use case. The ability to work with 

multiple firewalls to send traffic to a set of security devices or monitoring tools is important since they should 

work in concert to provide the right level of traffic to enable security. Therefore, network visibility is not a 

security solution per se, but is a critical security enabler. 

 Mobile network operators. Carrier networks, of course, rely on the health of their networks as a direct 

contributor to their revenue streams and quality of experience. Subscriber experience reduces churn, 

contributes to the top line revenue, and also reduces operating expenses by decreasing mean time to repair 

(MTTR). With the adoption of network function virtualization in modern architectures, considerations that affect 

enterprises and mobile network operators are starting to intersect.  

Research Insights 

ESG research conducted a survey of 306 IT decision makers in 2015 and asked them about the biggest challenges facing 

their networking teams. Some of the most-cited responses include challenges implementing security within the network 

(35%) and providing network performance (27%) (see Figure 1). ESG believes that the importance of security within the 

network aligns with the overall concern for cybersecurity, which is the top 2016 IT priority reported to ESG research 

(37%).2 It’s interesting to note that business intelligence and data analytics initiatives was also a highly cited IT priority 

(23%), which, as previously noted, has significant network implications. 

Applying the notion of network visibility to the biggest IT challenges shows that it needs to address security and data, 

which reside at different levels of the stack. Therefore, with the realization that networks are a critical glue, network 

visibility needs to be an end-to-end solution that provides insights into application management, infrastructure 

management, data management, and security.  

                                                           
2 ESG Research Report, 2016 IT Spending Intentions Survey, February 2016. 

http://research.esg-global.com/reportaction/ITSI2016/Toc
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Figure 1. Top Five Challenges Facing the Networking Team  

 

Source: Enterprise Strategy Group, 2016 

Overview of Ixia 

Ixia, a company founded in 1997 and operating in 23 countries, provides testing, visibility, and security solutions, 

strengthening applications across physical and virtual networks for enterprises, governments, service providers, and 

network equipment manufacturers.  

Ixia helps customers manage the unpredictable world of IT and protects them against security threats through actionable 

insight into the performance, stability, and security of their applications and networks. Ixia enables organizations to deliver 

a seamless, reliable, and secure experience to their customers. Whether it is testing a product, validating the integrity of a 

security infrastructure, or monitoring a real-time operation, Ixia can help.  

Enterprises, governments, service providers, and network equipment manufacturers worldwide rely on Ixia’s solutions to 

verify their designs, optimize their performance, and ensure protection. Ixia offers companies trusted environments in 

which to develop, deploy, and operate.  

Ixia Network Visibility Solutions 

Ixia solutions address each of the critical areas of optimizing security, availability, and performance. The range of products 

is built around a visibility architecture. 

Vision ONE: First Step toward Network Security 

Vision ONE is a turnkey device that rapidly collects, processes, and filters data and application flow to security and 

monitoring analytics to increase network protection and improve return on IT investment, without sacrificing performance. 

23%

27%

29%

35%

38%

Difficulty in recruiting new employees with the right skill
sets

Providing network performance

Integration and cooperation between network operations
and other IT domains

Challenges implementing security within the network

Meeting budget constraints

In your opinion, what are the biggest challenges facing your organization’s networking 
team? (Percent of respondents, N=306, five responses accepted)
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Net Tool Optimizer: Providing Visibility 

The Net Tool Optimizer (NTO) product family provides out-of-band traffic aggregation, deduplication, and load-balancing, 

yet still manages line rate performance and maintains zero loss of packets. Vision ONE is a member of this family. 

Hawkeye: Assessing Performance 

Hawkeye is an automated, proactive service level agreement (SLA) and user experience monitoring solution that generates 

and analyzes synthetic network and application traffic to assess how applications and services will perform. 

Network Access 

Network taps, tap aggregators, bypass switches, and virtual taps provide access to security and network management for 

physical and virtual devices, while also combining traffic and providing inline visibility. 

Application and Threat Intelligence Processor (ATIP) 

ATIP devices classify and decrypt application traffic, and provide application data to monitoring tools. ATIP integrates into 

Vision ONE and Net Tool Optimizer devices and provides integration at the hardware and user interface levels. ATIP 

information provides support across Ixia’s security, visibility, and test solutions by creating a foundation of trusted security 

intelligence. Network equipment manufacturers (NEMs) and telecommunication carriers have relied on it for 15 years, but 

now enterprises have access to Ixia’s application and threat intelligence capabilities. 

The Bigger Truth 

Network visibility is a key foundational element of a modern IT organization. It is easy to dismiss core infrastructure 

technology such as network packet brokers as low level technical analysis tools, relegated to the domain of those who are 

testing and troubleshooting networks.  

However, considering how critical networks are to an IT organization’s system performance, availability, and security, it 

becomes apparent that having network visibility is a critical element in the proper operation of an enterprise.  

Without visibility, organizations will lose sight of threats and miss anomalies in performance. Network visibility is key to the 

entire infrastructure stack, and comprises a link in the chain of IT elements that cannot be ignored. 

Investing resources to attain complete visibility can provide business value and a clear ROI. For example, network visibility 

is absolutely required to gain insights into an enterprise’s security posture. Without it, a business cannot understand its 

exposure to the risks of a security breach, which in turn can result in damaging corporate revenue, reputation, and 

customer trust. 

It is a wise decision to assess the network visibility resources the enterprise has acquired, map them to the requirements 

throughout the enterprise, and perform a gap analysis. The results may be illuminating. 
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