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Introduction

The Keysight i3070 In-circuit test system and its predecessor, HP/Agilent 3070 have been the 
leader in test of Printed Circuit Assemblies industry for more than 25 years. The markets we 
serve — EMS, ODM and OEM — expand and increase test capacity over the years for business 
needs. During the course of business cycles, some test systems are sold; some are traded in 
for newer test systems while others are upgraded to take advantage of new features.

In the electronic business industry, it is not uncommon having third-party s or independent 
distributors sell electrical components. The industry faces a continuous battle against  
counterfeited parts and ensuring trustworthiness of the supply sources. Many companies try 
to integrate supply chain reliability checks into their purchasing policy to prevent counterfeit 
components from entering their supply chain, knowing the potential adverse impact towards 
quality and liability issues, especially in aerospace and defense, medical, and healthcare  
products.

Unauthorized third-party suppliers sell used equipment besides offering upgrades and support 
on electronic manufacturer’s existing pool of equipment. Systems supported by unauthorized 
suppliers are often modified in order to ensure uptime in production line at low operation 
costs. These quick-fix changes could be as simple as adding wires to auxiliary ports, or as 
massive as integrating a vacuum valve into the HP/Agilent 3070 Series II system. Most of these 
modifications are done by these unauthorized third party vendors without knowing its real 
impact, and solutions are deployed as long as they work for the moment.

Keysight has documented modifications made by unauthorized third party vendors, which 
resulted in some system issues.
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Case Study 1 – Improper Integration 

Two HP/Agilent 3070 Series 3-style vacuum solenoids are  
integrated into the Series II frame, which is designed to use only 
external vacuum solenoids. Brackets are custom made to hold 
them both at the front and back of the system. As the vacuum 
solenoids are located far from each other, the 2” vacuum manifold  
of Series 3 could not be used. Instead, the vacuum supply on the  
customer’s facilities is converted from a 2” pipe to a 1” pipe 
externally, entering the test system via one 1” port of the Series II 
system. It is then split into two 1” ports internally, with one going 
to the front vacuum solenoid, and another to the back. One of the 
pipes going into vacuum solenoid has as many as four 90° bends. 

It is clear that the work is done without considering friction 
loss resulting from the bends, which can cause weaker vacuum 
suction of board under test (BUT) in the fixture. Weak vacuum 
suction, coupled with foregoing recommendation of faon delay in 
application testplan, will result in damages to both the test system 
hardware and devices of the BUT. The situation will worsen if the 
test system is transferred to another site which could have lower 
vacuum suction, or have lower pressure geographically. The dire 
impact of such modifications is often overlooked.

Case Study 1. Improper integration
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Case Study 2. Unauthorized repair and modification

The heart of measurement of the test system lies within the 
cards, which carry out measurement and analysis, synchronizing 
timing within module and across, multiplexing various devices 
under test (DUT) to the measurement engine. 

Unauthorized third-party suppliers repair test system cards with 
components from unknown source. Often missing are manufacturer  
information of the components, which are simply purchased 
based on identifying body marking or matching the component 
value of a known good card. Without comprehensive testing and 
schematics references which are proprietary to Keysight, the 
resulting card measurement circuitry validity and integrity are 
compromised.

There is no guarantee that such unauthorized repair or modification  
will not pose problems to measurement accuracy, operation 
normalcy and safety of the devices-under-test (DUT). The worst 
thing to happen is a latent defect induced on the customer DUT 
that could be harmful to the end user. If there were any guarantee,  
it would be based on prediction instead of comprehensive  
qualification processes.

Case Study 2 – Unauthorized Repair 
and Modification 
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Case Study 3 – Untimely Calibration 

Every system shipped only after an ASRU calibration and system 
calibration are performed in the factory. Test systems which are 
on Keysight calibration contracts are calibrated every six months.

The ASRU calibration procedure calibrates several voltage and 
resistance references on the ASRU cards with an external calibrated 
digital multimeter, and stores the readings in the EEPROM on the 
ASRU cards.

These references are then used to automatically derive all other 
AutoAdjust correction constants, to compensate for gain and 
offset errors in the measurement circuit which may result from 
environmental changes. In addition, AutoAdjust also de-skew  
timing signals within a module and between modules, ensuring 
their frequencies and drivers/receivers edge placement accuracy.

Keysight recommends both ASRU calibration and system calibration 
to be performed every six months to compensate for aging circuit 
components.

In one instance, Keysight witnessed a test system which was  
supposedly calibrated by an unauthorized third-party supplier —  
the ASRU card record revealed that the last calibration was done  
four years ago, instead of just one month as was claimed by the  
supplier. The measurement accuracy of this test system is unknown  
and it is potentially passing DUTs without proper test validity.

The Keysight i3070 test system is not only designed to be  
repeatable, reproducible and transportable, the system is  
designed to be safely operated. 

The power distribution unit (PDU) requires input of three-phase 
power from customer facilities, and distributes it to other parts 
of the test system. The power distribution can be halted during 
an emergency situation, by activating the emergency manual 
override (EMO) button which will disconnect the contactor and 
turn off the power circuit.

Keysight witnessed a situation where the contactor had become 
defective over time and could not be automatically turned on. The 
unauthorized third-party supplier repaired it by pushing down the 
contactor manually, making the power circuit permanently turned 
on. As a result, activating the EMO button will not cut off the 
power, and the operator is at great risk. In this situation, production 
uptime is prioritized at the expense of operator safety.  It is also 
clear that the system is never implemented with any safety service 
note that Keysight recommends. 

Case Study 4 – Compromising Safety 

Case Study 4. Compromising safety
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Case Study 5 – License Infringement

A legitimate software license is required to power up and perform 
tests with multiple embedded test features in the production 
environment. The license is updated together with the latest  
software version, allowing customers to enjoy new features that 
come along. On top of that, there are various optional test features 
that could be enabled by the software license as well.
 
To allow customers to use the latest test features, unauthorized 
third-party suppliers will reuse a license validly purchased by a 
customer, and use it on another test system supported by the 
supplier. That implies that an identical license is used on two or 
more test systems concurrently, and this is clearly violating  
Keysight software license terms.

Upon notice of any breach of these license terms, Keysight may 
terminate the license and the user must immediately destroy all 
copies of the software. Not only will the user’s production line 
come to an immediate halt, commitment for shipment and revenue 
will also be impacted. The user may get entangled in intellectual 
property rights infringement issues should Keysight decide to 
take legal action.  

Conclusion

Unauthorized third-party suppliers offer lower prices on upgrades,  
service or used test systems. Lower prices are strong persuasive 
considerations during the purchase decision making process.  
Asset depreciation counts against the balance sheet and affects 
net income in the period during which the cost is allocated. 
Service expense is often controlled for the benefit of allowing 
spending on other areas of necessity. As a result, affordability  
is a major consideration, and is often, if not always the deciding 
factor in purchasing both the test system and its service. 

However, customers are urged to give due consideration and 
weigh the risk factors inherent with opting for an unauthorized 
third party supplier’s products and services.
 
Modifications and solutions deployed by unauthorized third-part 
supplier may work for the moment even without comprehensive 
qualifications and safety assessments. A purchase decision based 
solely on affordability could expose the end user to risks of long 
term impact, ranging from measurement inaccuracies to safety 
hazards.

The electronics industry has come a long way and continues to 
work on improving purchasing policies, preventing counterfeit 
components from going into their supply chain that could  
potentially become the company’s liability. 

It would be good to anticipate the board test industry maturing 
in the same direction — selecting quality and legitimacy when it 
comes to buying a test system or its supporting services. 

This article was written by Soo-Hung Ng, Manufacturing  
Engineering, Measurement Systems Division, Keysight Technologies;  
with contributions from the Worldwide Service and Support Team,  
Measurement Systems Division, Keysight Technologies.
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For more information on Keysight 
Technologies’ products, applications or 
services, please contact your local Keysight 
office. The complete list is available at:
www.keysight.com/find/contactus

Americas 
Canada (877) 894 4414
Brazil 55 11 3351 7010
Mexico 001 800 254 2440
United States (800) 829 4444

Asia Pacific
Australia 1 800 629 485
China 800 810 0189
Hong Kong 800 938 693
India 0124 229 2010
Japan 0120 (421) 345
Korea 080 769 0800
Malaysia 1 800 888 848
Singapore 1 800 375 8100
Taiwan 0800 047 866
Other AP Countries (65) 6375 8100

Europe & Middle East
Austria 0800 001122
Belgium 0800 58580
Finland 0800 523252
France 0805 980333
Germany 0800 6270999
Ireland 1800 832700
Israel 1 809 343051
Italy 800 599100
Luxembourg +32 800 58580
Netherlands 0800 0233200
Russia 8800 5009286
Spain 800 000154
Sweden 0200 882255
Switzerland 0800 805353

Opt. 1 (DE)
Opt. 2 (FR)
Opt. 3 (IT)

United Kingdom 0800 0260637

For other unlisted countries:
www.keysight.com/find/contactus
(BP-02-06-15)
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