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Fortify Crucial Vehicle Systems Against Attack  

In today’s motor vehicles, faster and better connectivity enables a host of new possibilities. Turning these 

ideas into reality depends on millions of lines of software content. But, unfortunately, wider use of wireless 

technologies and complex code also exposes new vehicles to a myriad of potential risks. 

Proactive prevention starts with cyber-security penetration testing. When performed in development, on 

the production line, and during post-sales maintenance, PEN testing helps you find and fix potential weak 

spots before they can be exploited by hackers. 

 

The Core Issue: It’s A Software Problem  

The truth about software? It’s never “finished.” Every update or enhancement is likely to contain bugs that 

can introduce potential problems. 

Keysight’s PEN test platform can help you improve vehicle safety through proactive testing supported by 

an evolving threat library. Through the integration of measurement and computing hardware, 

management and test software, and a threat library subscription service, our PEN test platform will help 

you address the scale and complexity of vehicle software. Ultimately, more testing done sooner will help 

improve time-to-market for advanced vehicle systems.  

 Today’s cars run on software  The issues are clear  The numbers are staggering 

Software will always have bugs  Errors can open the door to 

possible exploits  

(0.1 coding errors per 1,000 lines of 

code) x (100 million lines of code in 

high-end car) = potential for 10,000 bugs Software testing is essential  Inconsistent test practices lead to 

unpredictable software quality 

Vehicle software demands long-

term maintenance and support 

Every revision can introduce  

new vulnerabilities 

A typical vehicle lifespan is now 10 to  

15 years 
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Understand Your Attack Surfaces 

Attackers try to exploit two primary access points: your vehicles and your organization. Within the 

organization, access via phishing attacks, credential harvesting, open ports, or unsecured services may 

expose sensitive information about vehicle systems. Establishing security best practices is the province of 

IT experts. 

In a vehicle, the weak link may be over-the-air (OTA) connections, a wireless device, an infotainment app, 

the CAN bus, or an electronic control unit (ECU). Pursuing detailed cyber-security testing of your vehicles 

is up to you, and it has to cover all of the critical links between the vehicle and the connected-car 

infrastructure (Figure 1).  

 

 
 

Figure 1. The connected-car ecosystem presents an enticingly large attack surface. 

 

Use Consistency to Ensure Better Security 
Early on, OEMs and their suppliers defined unique cyber-security requirements and test protocols. To 

complicate matters, different groups were using different approaches. 

Fortunately, organizations such as SAE, NIST and AUTO-ISAC began publishing best practices in hopes 

of guiding developers toward a more consistent approach. In the near future, SAE and ISO will jointly 

publish the ISO/SAE 21434 standard, Road Vehicles: Cybersecurity engineering. Many OEMs already 

require adherence to ensure compliance upon release of the standard. 

Your automated cyber-security test platform needs to be ready for these requirements, and it needs to 

evolve as best practices change to keep pace with new attack vectors. 
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Fortify Your Vehicles Against Attack  
Keysight's PEN test platform helps you and your teams ensure vehicle safety by addressing the scale and 

complexity of connectivity, software, and evolving threats. Our multi-layered solution integrates the 

hardware, software and services needed to enable consistent end-to-end security testing of 

subcomponents, systems, and fully developed vehicles: 

• Hardware connects to the device-under-test (DUT) through multiple interfaces 

o Covers Wi-Fi, cellular, Bluetooth, USB, CAN, and Automotive Ethernet 

• Software runs simulated attacks against all supported interfaces 

o Reports on vulnerabilities and their severity 

o Offers recommended fixes 

• Evolving threat library enables up-to-date testing of your systems 

o Stays current with an update subscription 

• DUT-specific regression testing simplifies and accelerates verification of fixes 

o Saves identified vulnerabilities for use during follow-up testing 

o Integrates with Keysight PathWave Lab Operations platform 

• Enterprise-level management of testing includes seamless integration 

o Ensures compatibility with enterprise platforms commonly used by OEMs and Tier 1s 

o Connects to cloud and database services 

o Incorporates in-house testing systems and procedures 
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EP1501A PathWave Lab Operations for 
Automotive Cybersecurity helps you: 
• Manage your lab with a holistic approach 

• Optimize your processes 

• Match requirements, items, and security goals to mitigations, tests, and results 

• Monitor the risk levels of all products in your organization 

• Keep track of data 

• Easily welcome your coming audits 

 

 

Figure 2. Pathwave Lab Operations for Automotive Cybersecurity 
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EP1510A Base Vehicle Test  
• Available in PathWave Lab Operations for Automotive Cybersecurity 

• 36 UNR155 related tests 

• 17 CAN 

• 19 Automotive Ethernet 

 

 

Figure 3. Base Vehicle Test 

 

Stay Current with Evolving Threats 
With Keysight’s IoT Security Assessment, comprehensive IoT security validation is just a few clicks away. 

Development organizations can easily integrate Keysight’s API-driven solution into their development 

pipeline with a single API for control and reporting. And with its modular and extensible framework, it is 

easy to plug in additional existing or third-party attack modules and have them all controlled from that 

single API. Built into IoT Security Assessment is the ability to validate virtually any connected device 

against a broad range of attacks, known and unknown, so that critical devices can be secured before 

leaving the development environment.  

Keysight IoT Security Assessment builds on 20+ years of leadership in network security testing to reveal 

security exposures across any network technology. The ongoing research from our Application and 

Threat Intelligence (ATI) team ensures regular updates, so you have access to the latest protocol fuzzing 

and attack techniques.  
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Keysight enabl es inno vato rs to push the bound ari es of engineering by qui ckl y sol ving 

design, emulation, and test chall enges to create th e best produ ct experi ences. Start you r 

innovation journ ey at www.keysight.co m.  
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Add Consistency and Value to Cyber-Security 
Testing 
 

Implement and enforce company-wide security 
standards 

• Ensure consistency in PEN testing across in-house 

and subcontractor software teams 

• Use out-of-the-box exploitation mechanisms to 

detect a vast majority of known attacks 

Cover relevant interfaces, from hardware connectivity 
to the application layer 

• Access your DUT via cellular, Wi-Fi, Bluetooth, 

USB, CAN, automotive Ethernet, and more 

• Probe all layers of the OSI stack 

Take a proactive stance by subscribing to updates 
from our threat library  

• Find security risks before production vehicles are 

attacked on the road 

• Protect your brand against safety concerns in the 

minds of customers  

Document workflows and results  

• Simplify traceability and reporting 

• Incorporate your proprietary threat library (Keysight 

cannot access) 

Ensure repeatability in regression testing  

• Account for software reuse by retaining and testing 

past vulnerabilities 

• Achieve faster validation of software bug fixes  

Seamlessly integrate with your enterprise platform  

• Integrate your proprietary tests through Keysight’s 

open framework 

• Manage software releases that span from 

subcomponents to complete cars  

 

www.keysight.com/find/SA8710A 
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