
Putting Critical Communications 
on a Path to Higher Performance
4 New Technologies Provide Substantial Improvements for Public Safety and Military Communications



Emergency responders, military personnel, and other agencies demand 

extremely reliable performance from their communications equipment. 

Coverage must remain reliable in locations ranging from urban cities to 

remote mountain or forest areas. Connectivity needs to be constant and 

near-instantaneous, while allowing real-time addition of new users. To 

maximize worker effectiveness, modern systems must also support data-

centric applications such as maps, video, and location services. These 

capabilities should be delivered without undermining the secure nature of 

these communications. 

These impressive capabilities far surpass legacy voice-only communications. To 

support and aid public safety and military responses, critical communications 

systems must implement modern digital capabilities and upgrades forged in the 

consumer world.

Helping Military and Public Safety 
Communications Fill Coverage 
and Performance Gaps
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Enhancements to critical communications center around four key trends:

• Shifting from analog to digital land mobile radio (LMR) for public safety

• Adoption of Wi-Fi networking for military and public safety

• Integration of Long Term Evolution (LTE) into multi-format radios

• Transition from analog to custom digital formats for military 
communications

In this eBook, we explore each of these areas, and identify key standards 

necessary to successfully deliver superior digital critical communications 

capabilities.

Key Trends
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LMR: Designing for Multiple 
Digital Standards

APCO P25, TETRA, and DMR provide logical, but 
competing upgrade paths for legacy analog systems
LMR systems support voice and low-speed/low-data-rate communications 

for national, state, and local emergency services units; tribal and regional/

territorial units; and ancillary businesses such as public utilities. Generally, 

LMR systems comprise the following:

• Handheld portable radios

• Higher-power in-vehicle mobile radios boasting longer-range transmission

• Base stations with powerful transmitters, typically located on the highest 
building or tower

• The connecting network

• Repeaters for handheld, in-vehicle, and base station radios (in scenarios 
requiring longer-range operation)

Many municipalities and cities are transitioning to digital communications 

systems. Because there is no global mandate to migrate by a specific date, 

global agencies base their migration plans on their needs, and the various 

standards available: Association of Public Safety Communications Officials 

(APCO) Project 25 (P25), Terrestrial Trunked Radio (TETRA), and Digital Mobile 

Radio (DMR). Given no one universal standard, agencies must choose based 

on their local needs. APCO P25 has seen some deployment outside of North 

America. Similarly, the U.S. counts a small number of TETRA deployments. 

While TETRA is generally a more affordable option than APCO P25, DMR has 

emerged as a cost-effective alternative.
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APCO P25
APCO P25 presents a combination of open standards which specify the 

design and manufacturing of two-way public safety communications 

equipment. The equipment is compatible, spectrally efficient, and 

interoperable between both agencies and vendors. APCO P25 offers voice 

and data services via conventional direct mode operation (DMO), trunked 

mode operation (TMO), and secure communications. In conventional 

operations, user-to-user communications occur directly without repeaters or 

off-network communications gateways. This satisfies the needs of smaller 

agencies or groups with a low density of users.

Direct communications are immediate once users choose the correct radio 

channel. In contrast, trunked operations utilize a variety of shared radio 

channels to support higher densities of users. This option works well for 

different agencies in a given region — enabling seamless multi-agency 

communications and collaboration. 

The APCO P25 standard was implemented in two phases, with Phase 2 

offering superior performance, but the two phases of the standard are not 

compatible with each other. A provision is in place for Phase 2 devices to 

revert to Phase 1 if needed. Both phases use a 12.5 kHz channel, but the 

channel access method varies based on the phase implemented. Phase 1 

uses frequency division multiple access, while Phase 2 relies on two-slot time 

division multiple access (TDMA). Phase 2 boasts increased capacity because 

each base station provides two voice channels, enabling two simultaneous 

conversations on a single channel. Phase 2 also offers battery-life benefits 

thanks to TDMA transmission efficiencies.
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TETRA
Outside of North America, TETRA is the standard for public mobile radio 

(PMR) across much of the globe. The European Telecommunications 

Standards Institute (ETSI) developed TETRA in 1995. This open standard 

provides high data throughput and scalability. With local area and wide area 

coverage, TETRA serves small and large networks, private and public.

TETRA offers rapid call setup for group calls over a wide area. It provides 

high-level voice encryption via digitally encoded algorithms. With DMO, 

TETRA permits back-to-back radio communications independent of the 

network. TMO is also available using the TETRA network infrastructure. 

TETRA occupies different frequencies depending on the country, but generally 

in pairs allocated to civilian/private versus emergency services. TETRA uses 

the TDMA channel access method to provide four user channels on a single 

radio carrier, with 25 kHz spacing between those carriers.

TETRA already supports some forms of data communications. It continues 

to evolve with the development of new standards, including TETRA Release 

2, which features TETRA Enhanced Data Service (TEDS). TEDS enables 

wideband, high-speed data communications services by utilizing different 

RF channel bandwidths and data rates for flexible use of PMR frequency 

bands. To show the feasibility of interoperability with military communications 

(MilCom) applications, Release 2 features the mixed excitation linear 

predictive enhanced (MELPe) voice codec. NATO standardized its digital radio 

communications on the MELPe codec because of its low bit rate of 2,400 

bps, background noise suppression, and voice quality.
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DMR 
DMR, an ETSI open standard, offers greater appeal for business-critical 

versus mission-critical applications. That appeal stems from its flexible 

operational modes: unlicensed conventional, licensed conventional, and 

licensed trunking. DMR applications range from consumer and commercial 

uses to industries such as construction and, of course, public safety. For 

public safety in particular, it is a budget-friendly option, particularly attractive 

for smaller U.S. agencies and municipalities that want to upgrade to digital 

radio communications, but do not want to invest heavily in APCO P25.

DMR enables two calls on the same channel independently, providing twice 

the system channel capacity as a standard two-way analog radio system. 

It achieves reverse-channel signaling via the second TDMA time slot, which 

provides the system operator features such as priority call control.

DMR operates within the 12.5 kHz channel spacing allocated for land mobile 

frequency bands worldwide. These systems make more effective use of 

the spectrum, converting voice data to digital data using signal processing 

algorithms. Audio processing adjusts the volume in response to the noise 

level in the environment. Beyond voice capabilities, DMR supports data 

applications such as GPS location, text messaging, telemetry, and radio 

programming. Users can also configure system parameters, such as priorities, 

features, and operation, to tailor the system to a specific environment. 

DMR, the preference for business-critical applications, offers 
the following key features: 

• Twice the system channel capacity as a standard two-way 
analog radio system using two-slot TDMA technology

• Enhanced audio performance
• Data application support
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Despite the choice of standards, public safety and other agencies agree 

that the move to digital communications is important. In a crisis, it is critical 

that everyone on the scene can communicate — regardless of jurisdictions 

or departments. In addition to standard features such as network coverage, 

reliability, and security, agencies need interoperable solutions across 

networks, devices, and applications. The performance of digital radio systems 

must be thoroughly tested to the selected standard to ensure correct and 

accurate operation. 

A flexible test solution is needed to measure both analog and digital signal 

formats, and to validate key parameters, such as transmit and receive 

performance. As agencies around the world put migration plans in place, 

the performance of these systems is critical to the safety and well-being of 

countless people.

   |    10

DESIGNING FOR MULTIPLE STANDARDS



WLAN: Critical Communications 
Reap Benefits

CHAPTER 2

   |    11



WLAN: Critical Communications 
Reap Benefits

CHAPTER 2

WLANs provide rapid ad-hoc networks 
for public safety and military agencies 
Communications systems for armed forces, public safety officials, and other 

agencies are notoriously voice-oriented, rooted in a long history of analog 

push-to-talk services. Just as consumers enjoy sharing information via 

pictures and videos, these groups increasingly depend on data access for 

rapid response. Disparate teams enhance situational awareness by sharing 

and accessing maps, building layouts, and video footage. Due to their mobile 

and remote nature, these groups often rely on rapidly deployed ad-hoc 

networks, based on wireless local area networking (WLAN) technology.

WLAN is based on the Institute for Electrical and Electronic Engineers (IEEE) 

802.11 standard, which enables high speed communications between 

devices and access points. At the heart of the WLAN is the router or access 

point to which the communications devices connect. Despite the limited 

range from one device to one access point, longer-range coverage is possible 

via approaches such as ad-hoc mesh networks. 
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WLANs in public safety
WLANs provide first responders with readily accessible, easy-to-deploy 

technology. 6 GHz IEEE 802.11ax enables central supervision of dedicated 

channels, simplifying the provisioning of WLAN support networks with 

backhaul for emergency services.

Consumer networks rely on backhaul to lower infrastructure costs. Public 

safety agencies generally use either a wireless ad-hoc network (WANET) or 

mobile ad-hoc network (MANET) to cover traffic spikes during an event or to 

extend coverage to remote areas.

WANETs and MANETs are self-configuring and self-organizing networks of 

mobile devices. “Ad hoc” refers to the fact that they do not depend on fixed 

wireless infrastructure. These networks are decentralized, with individual 

nodes forwarding data to each other based on signal quality, spectrum 

availability, and lower-cost routing algorithms.

Because they can be quickly deployed, ad hoc WLANs are a top choice for 

emergency scenarios and military conflict zones. Vehicular ad hoc networks 

(VANETs) provide communications between vehicles and roadside equipment. 

Although not yet implemented in public safety scenarios, VANETs show 

potential to further improve communications in emergencies.
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Military WLANs offer fast setup and data support
The military quickly adopted WLANs for their ability to rapidly establish 

communications in conflict areas and training locations. Soldiers use both 

handheld and in-vehicle devices, which form the network nodes, and 

personnel benefit from the autonomous, self-configuring, and adaptive nature 

of the technology.

Self-configuring ad hoc networks require transmission and processing of 

routing tables to determine distances between nodes. As the number of 

nodes in an ad hoc network grows, maintenance traffic increases, impacting 

network performance and increasing processing demands on mobile nodes. 

As a result, MANET performance decreases beyond 30 nodes and has a 

maximum capacity of about 50 nodes.
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Developments in WLANs for MilCom
New WLAN R&D efforts focus on improving ad hoc communications 

efficiencies and data rates. In 2013, the U.S. Defense Advanced Research 

Projects Agency (DARPA) launched the Content-Based Mobile Edge 

Networking (CBMEN) program. The program invited innovators to push 

MANETs beyond typical node, latency, and throughput limits, targeting military 

personnel applications at the network’s tactical edge. 

As a result of the CBMEN program and the promise of a contract, the U.S. 

Army reportedly tested a MANET with 320 nodes in 2018. Reusing routes 

between nodes, instead of discovering the optimal path every time, helped 

achieve this performance improvement. The development of a routing 

protocol enabled the radio to transmit and relay voice, video, text, and sensor 

data securely, without relying on an external infrastructure. The 320 radios 

operated across 37 multistory buildings, operating on a single radio frequency 

channel. This is one of many examples of efforts to improve MANET 

performance for military applications.
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WLAN by air and sea
Unmanned aerial vehicle (UAV) and ship area networks also leverage ad hoc 

WLAN technology. The military increasingly uses UAVs to gather intel on a 

situation or terrain with no risk to a human pilot. Wireless ad hoc networking 

allows multiple UAVs to communicate and work together. If one UAV is destroyed, 

the others can take up its part of the mission and access/share its data.

For Navy ships, implementing WLANs onboard mitigates the latency and 

bandwidth impact of ship-to-satellite round trip communications. With an ad 

hoc network coupled to satellite backhaul, ship area networks deployed at 

sea can support both ship-to-shore and ship-to-ship communications. 
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LTE delivers key features for public safety and 
military communications
For military and public safety agencies, the higher data rates and increased 

coverage afforded by LTE can provide better communications performance 

and enhanced situational awareness. Real-time access to live data allows 

combining geographic information, such as maps and building blueprints, 

with high-definition images and video from drones and other sources at the 

scene. These networks must offer constant, secure, reliable communications 

between individuals, dispatchers, or command teams.  

LTE is an all-Internet Protocol (IP) architecture, offering low latency and high 

resilience. The Third Generation Partnership Project (3GPP) sets open, global 

standards for LTE and other cellular telecommunications. 

Starting with 3GPP Release 12, proximity services were added to the standard, 

enabling direct communication between nearby emergency responder phones, 

even if the network goes down. Release 13 added support for mission-critical 

push-to-talk and a range of features useful to emergency responders. For 

example, the “discovery” feature enables users to know if other radios are 

in direct-mode range. If users are out of range, they can access a fixed LTE 

network via a relay, which allows hopping across another LTE device. Release 

14 introduced mission-critical data and video features, along with additional 

performance features. Release 15 furthered the evolution of mission-critical 

support. 3GPP is committed to enhancements for public safety and MilCom 

going forward.

CHAPTER 3
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LTE in defense applications
In a battlefield scenario, troops using traditional communications equipment 

waste valuable time verbally conveying information about location, the enemy’s 

position, and more. In contrast, LTE allows personnel to share images and 

video in real time. LTE also allows global military units to interoperate more easily. 

Deployment models for LTE military deployment vary, from armed forces built 

and operated infrastructure to cooperation with commercial network operators. 

Ruggedized LTE solutions can survive harsh weather and other conditions.
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LTE as a backbone for public safety
First responder agencies worldwide continue upgrading from analog to 

digital. These agencies must also consider adopting LTE, because of their 

need for data intelligence. An LTE public safety system supports core critical 

communications features such as push-to-talk, peer-to-peer operation, and 

prioritization. It also enables personnel and systems to take advantage of 

high-definition feeds, such as closed-circuit television and other sources, for 

applications like facial recognition.

Around the globe, local and national governments recognize the benefits of 

public safety broadband. They hope to eventually standardize more broadly 

to enable interoperability across regions, countries, and more. As a first 

step, individual nations continue to dedicate broadband spectrum to public 

safety. For example, the U.S. allocated spectrum in the 700-megahertz (MHz) 

band, specifically for large-scale LTE coverage with superior propagation to 

penetrate structures.
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Transforming public safety with LTE
The U.S. First Responder Network Authority (FirstNet) licenses 759 to 769 

MHz and 788 to 799 MHz. FirstNet is an independent authority within the 

U.S. Department of Commerce tasked with building and operating the 

nationwide broadband public safety network.

FirstNet’s Band Class 14 network was designed for reliability, functionality, 

and security. Rooted in commercial standards and leveraging benefits from a 

partnership with carrier AT&T, FirstNet promises cost efficiencies and evolving 

capabilities. Key features include priority access, preemption, additional 

network capacity, and enhanced location services.

Weighed down by the cost of TETRA and limited by its capabilities, the United 

Kingdom decided to replace its existing first responder network with the 

Emergency Services Network (ESN). With ESN, public safety agencies will 

use LTE for voice and broadband for data. Interestingly, ESN does not have 

dedicated spectrum. EE Limited, part of BT Group, won the contract to build 

the infrastructure. The system uses EE’s commercial spectrum in the 800 

MHz and 2.7 GHz bands. EE is upgrading its existing network and building 

roughly 500 sites, which other mobile network operators may share. Plans 

include coverage for the Underground, as well as rural and other challenging 

coverage areas. 

In South Korea, SafeNet is a separate 700-MHz LTE network for public safety. 

Disappointment in the handling of the 2014 Sewol ferry disaster inspired and 

helped to accelerate this network. Samsung is the contract lead for both the 

infrastructure and the devices. The network takes advantage of LTE features 

such as group call and push-to-talk.
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Beyond 4G LTE
3GPP Release 15 is the first release of fifth-generation (5G) wireless. With 

it comes further evolution of mission-critical services. 3GPP began looking 

at topics such as interconnection between 3GPP-defined mission-critical 

systems and legacy systems like TETRA and APCO P25. 3GPP has already 

begun working on service requirements for Release 16, the second release of 

the 5G system.

This ongoing work underscores the fact that mission-critical communications 

continues to be a priority in standards development, with each release adding 

new capabilities while enhancing dependability, flexibility, interoperability, 

and resilience. 3GPP efforts also are focused on continuously providing 

conformance test standards for mission-critical services. Verifying the 

performance of these networks and radios demands new test systems, 

including those based on PXIe, which are flexible and expandable. 

Upgradeability also is key. For mission-critical systems, testing must be 

thorough to leave no performance doubts.
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MilCom: Reliable Digital 
Communications for Complex 
Mission Environments
Adding complex modulation schemes to military 
systems boosts scalability, security, and data rates
Mission success depends on the secure, reliable, and timely exchange of 

critical information. As military communications (MilCom) evolve from analog 

to digital technologies, device designs rely increasingly on digital modulation 

for security and reliability. Military agencies also use digital modulation 

to maximize finite spectrum, squeezing more users into the same or less 

spectrum while enabling higher data rates. 

Digital modulation techniques continue to evolve by building on these basic 

forms: amplitude shift keying (ASK), frequency shift keying (FSK), and phase 

shift keying (PSK). Examples include quadrature amplitude modulation (QAM) 

and orthogonal frequency division multiplexing (OFDM).   

Newer modulation schemes provide more efficient bandwidth usage and 

security for voice communications in the battlefield. Digitizing long-distance 

analog signals also provides clearer, more accurate, more secure military 

communications.

CHAPTER 4
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QAM basics
WLANs, cellular systems, and satellites use QAM due to its spectral efficiency. 

QAM helps to attain maximum data rate in minimal spectrum. At the root of 

QAM is amplitude modulation (AM), which produces sidebands both above 

and below the carrier. These sidebands match the modulating signal’s highest 

frequency. AM includes amplitude shift keying, which boasts an advantage 

in bandwidth efficiency by transmitting more data with the same system 

bandwidth.

By combining amplitude and phase modulation, QAM transmits more bits 

per symbol. 8-QAM uses four carrier phases and two amplitude levels, 

resulting in the transmission of three bits per symbol. 16-QAM transmits 4 

bits per symbol, 64-QAM transmits 6 bits per symbol, and so on. However, 

demodulating QAM grows more complex in the presence of a weak signal or 

background noise. QAM also demands linear power amplification, increasing 

design complexity.

Beyond QAM
Amplitude phase shift keying (APSK) uses a smaller number of amplitude 

levels to surpass QAM’s performance. It combines ASK and PSK to make 

changes to the carrier wave’s amplitude and phase, thereby boosting the 

signal set. Symbols are set in at least two concentric rings with a constant 

phase offset. Because the amplitude levels are close to each other, the 

amplifier functions closer to the nonlinear region. As a result, APSK boasts 

higher efficiency as well as higher output power. Satellites mainly use APSK 

schemes such as 16 APSK. 
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Orthogonal frequency division multiplexing 
Orthogonal frequency division multiplexing (OFDM) is at the heart of most 

broadband wireless waveforms, ranging from WLANs to fourth-generation 

LTE. It provides spectral-efficiency improvements by combining modulation 

and multiplexing approaches. 

Unlike single-carrier modulation formats, OFDM spreads data over multiple 

subcarriers. Each subcarrier carries the data modulated onto it at a lower 

rate. As a result of this lower symbol rate, OFDM provides resistance to 

multipath fading while offering higher throughput and spectral efficiency. 

OFDM chooses subcarrier frequencies and spacings that eliminate the need 

for guard bands. Because of the orthogonal spacing, inter-signal interference 

is not an issue.

As seen in the figure, OFDM signals can be displayed in either the time 

domain (upper most graph) or frequency domain (bottom graph).

MilCom systems must support a large number of modulation formats, 

including legacy waveforms, so they can operate effectively in the 

multinational coalitions often common in today’s global conflict zones. These 

systems must cover many modulations, and also wider frequencies across 

greater swaths of spectrum. They strive to serve increasing numbers of users 

with higher data rates, despite limited and often congested spectrum.

Modulation schemes will continue to evolve and provide improvements 

for military communications. As technology advances, testing is critical to 

ensure proper performance, interoperability, and security. MilCom may require 

substantially more testing and legacy compatibility. Missions cannot be put at 

risk due to preventable technology failures.

Figure 10.  OFDM signals can be displayed in either the time domain 
(upper most graph) or frequency domain (bottom graph). 

Figure 10. OFDM signals can be displayed in either the time domain (upper most graph) 
or frequency domain (bottom graph)
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Military and public safety communications continue to evolve beyond their 

analog roots, but fallbacks to analog systems are still built into the new 

systems as a failsafe. In military and public safety, the goal is not lowest cost, 

but rather minimizing the chance of a communications system failure. 

Voice is no longer the minimum viable communication method. Emergency 

responders and military need data-based services. In the case of a major 

event, interoperability between agencies is vital. Be it digital public safety 

standards, LTE, WLAN, or new modulation formats, ongoing critical 

communications developments provide the opportunity for such evolution.

These new technologies provide peerless benefits to public safety and military 

teams. If they fail, however, emergency responder and military agencies 

are left vulnerable – potentially blind to what is around them or unable to 

communicate with other teams. 

To ensure performance lives up to expectations, testing is key. Radios and 

network infrastructure must meet requirements and performance demands 

under a vast set of conditions, including the loss of some or all of the 

network. Understanding and predicting communications system performance 

in unexpected conditions helps device designers minimize the chance of 

system failure.

For information on how Keysight supports Military Communications, visit: 

https://www.keysight.com/us/en/industries/aerospace-defense/military-

communications.html

To learn how to maintain and troubleshoot MilCom systems, click:  

http://literature.cdn.keysight.com/litweb/pdf/5992-0130EN.pdf

Learn more about the PXIe radio test set here:  

http://literature.cdn.keysight.com/litweb/pdf/5992-2495EN.pdf
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