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Modernizing Visibility 
 

In 2021, a large North American electric utility replaced a legacy network visibility architecture with a new 
Keysight solution that improved cybersecurity operations immediately. “Keysight has improved my day-to-
day job,” said the utility’s senior security technical specialist, who is the administrative lead on the 
Keysight architecture. “I have no more heartburn about whether [my visibility architecture] is passing data 
to the tools. I know it is, and I can prove it.” 

The utility replaced it legacy visibility architecture from another vendor because it was unreliable and 
unstable. “The environment I inherited was not stable. It didn’t add up to what was promised,” the 
technical specialist said. “I limped along as best I could. It could never stay online and if you did an 
update or tweak to it, it would lose its mind. This led to a severe visibility gap.” 

After a successful proof-of-concept, the utility went into production with a Keysight solution across its 
three data centers in June 2021. The new architecture includes Keysight’s Vision X and E10S network 
packet brokers and T1000 packet aggregators. Overall, the new architecture is handling traffic data from 
more than 100 mirrored ports across the utility’s networks.  

 

 

The Benefits 
 

The Keysight solution has delivered value to the utility’s cybersecurity organization in a number of ways. 
First and foremost, the new architecture is reliable. “It’s passing the data to [security analysis and packet 
capture solutions],” the technical specialist said. “If they are not getting the data, I know it’s not Keysight’s 
issue.” He immediately knows that a data problem is likely an issue with mirrored ports that are owned by 
his network engineering team.  

Furthermore, the reputation of the visibility team has improved, and the cybersecurity organization has 
seen immediate benefits in visibility and data management. The various units in the cybersecurity 
organization have recognized Keysight’s ability to protect resources on their analytics tools by filtering 
data via features like data deduplication. “I told some subject matter experts about where we were going 
with Keysight, and there was some excitement,” the technical specialist said. “Keysight can reduce noise 
and reduce storage. There is less processing overhead. I can provide them with better service, and they 

“...We’ve been looking at how we can use Keysight to bring traffic data from the cloud into 
our on-premises architecture, but also using Keysight to provide data to some tools in the 
cloud. We’re looking at all of it.”  

 
— Senior Security Technical Specialist 
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can manage their sensors better. I’ve gained a lot of trust from them. Now they come to me and look for 
ways to get more value from it” 

The technical specialist said one recent example was a security analytics tool that was being 
overwhelmed by traffic. The tool started flapping on the network. He was able to detect that via his 
Keysight architecture and apply an application-layer filtering policy to minimize the data that was hitting 
the tool.  

Keysight also gives him insight into what’s happening on the network, especially changes to switches or 
firewalls that alter traffic flows. This allows owners of analysis tools to proactively work with infrastructure 
teams to adjust monitoring when network changes occur. “It allows tool admins to say, ‘I’m seeing this on 
my end,’ and people on the other say ‘Yeah, we changed something, or we had a hardware failure.’” 

“I get giddy because I know what I can and can’t do with Keysight. As word has gotten out, when people 
in cybersecurity bring in a new tool, they come to me for help. The goal I had a year ago was to build a 
solid foundation and then extend it. I think I’ve been successful with that, which gives me the ability to use 
more features and gain more visibility by building out a solid and stable infrastructure.” 
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Next Steps 
 

The utility’s next mission is to extend the visibility architecture into virtual and cloud infrastructure and to 
expand coverage of physical, on-premises infrastructure with more Keysight network packet brokers and 
aggregators.  

“We’re going to do more with virtual infrastructure, so we can get visibility into east-west traffic,” the 
technical specialist said. “We’ve also got some cloud-related challenges, so we’re looking at that. some 
cloud solutions from tool vendors are not up to par with on-premises tools, so we’ve been looking at how 
we can use Keysight to bring traffic data from the cloud into our on-premises architecture, but also using 
Keysight to provide data to some tools in the cloud. We’re looking at all of it.” 

 

About Keysight  
Keysight delivers advanced design and validation solutions that help accelerate innovation to connect and 
secure the world. Keysight’s dedication to speed and precision extends to software-driven insights and 
analytics that bring tomorrow’s technology products to market faster across the development lifecycle, in 
design simulation, prototype validation, automated software testing, manufacturing analysis, and network 
performance optimization and visibility in enterprise, service provider and cloud environments.  Our 
customers span the worldwide communications and industrial ecosystems, aerospace and defense, 
automotive, energy, semiconductor and general electronics markets. Keysight generated revenues of 
$4.9B in fiscal year 2021. For more information about Keysight Technologies (NYSE: KEYS), visit us at 
www.keysight.com.  
 

For more info, call 888.438.4942 (888.Get.IXIA) 
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