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                Layer 2-3 Network Test Products

                Catalogs

                
                    A New Era of Network Testing 

As network infrastructures and devices evolve, your testing strategy must keep up! 

Building and maintaining a reliable and secure network is a high stakes game. Whether you’re a network equipment manufacturer (NEM) who must identify issues before shipping to prevent costly product recalls and warranty claims or a service provider who needs to accelerate adoption of new technology with confidence and validate performance under high traffic, the network is the lifeline of your business. Unplanned downtime comes at a great cost that stretches far beyond lost revenue and productivity. There are also the recovery costs and other intangibles like poor customer satisfaction or a big hit to your valuable reputation. Depending on the cause and length of your downtime, recovery can take weeks, months and even years in some cases. From NEMS to cloud providers, hyperscalers, chipset and optical transceiver manufacturers, and enterprises, your network is the heartbeat of your organization. It provides the connectivity and communication you need to survive. Without a reliable infrastructure, all other IT components and software applications don’t matter. It’s common for organizations to invest heavily in validating expensive business and security applications, yet overlook testing the underlying network infrastructure that hosts the applications and enables today’s emerging technologies. Keysight’s end-to-end network test and security portfolio addresses all seven network layers in the OSI model. However, this catalog focuses only on our L2-3 products plus a couple that provide layer 1.5 support. Keysight’s family of load modules deliver the industry’s highest density and performance Ethernet IP test solutions. Our network emulators precisely emulate real-world network impairment conditions. Our flexible chassis platforms deliver high performance, functionality, conformance, and realistic security testing of underlying network equipment and applications. 

Layer 2-3 Network Infrastructure Testing 

Keysight’s network infrastructure testing applications offer comprehensive network access / switching / routing / SDN protocol coverage, cloud and SP-scale. They also deliver industry standard conformance, compliance and support of benchmark test suites. Our layer 2-3 test portfolio will help you build a differentiated, cost-effective network infrastructure to meet exponential growth in data center traffic across networks. Our network infrastructure testing applications will: 

• Reduce capital expenditures by emulating and testing an exceptionally large scale of hosts/ switches/routers without using real devices. 

• Reduce test time with easy-to-use visual topology based protocol configuration, comprehensive analytics with drill-down, learned information, and test automation support. 

• Cut network operating costs and identify problems in the lab before deployment with realistic emulation of real-world conditions, granular traffic generators, and stateful AppLibrary. 

• Help you understand performance and scaling bottlenecks with unparalleled density, scale, and performance stress testing to take down the most powerful network device(s). 

IxNetwork

L2-3 network infrastructure performance testing that scales to your business needs 

• Supports test coverage from 1GE to 800GE 

• Comprehensive protocol test coverage for routing/switching, multiprotocol label switching (MPLS), software-defined networking (SDN), data center networking, broadband access, carrier Ethernet, automotive & industrial Ethernet, 5G transport, L2 security (MACSec). 

• Emulates realistic network topology from access, and data center, to core network testing. 

• Generates traffic flows that mimic realistic network traffic, and user applications. 

• Provides powerful ingress/egress tracking and drill-down traffic flow analysis for rapid isolation of service violations. 

• Emulates real-world application traffic mix over L23 infrastructure. 

• Delivers end-to-end test system automation and performance benchmarking. 

• IxNetwork VE runs in virtualized networks from any commercially available compute environment including private and public clouds. 

IxChariot 

Instant performance assessment for complex networks from pre- to post-deployment 

• Tests conformance for IPv4/IPv6, routing/MPLS/VPN, segment routing, automotive Ethernet, and more. 

• Test Wi-Fi clients and access points (APs) based on Wi-Fi Alliance certification tool. 

• Assess network performance instantly, including wireless performance and geo-location. 

• Support distributed and portable performance endpoints deployed on mobile, PC, Mac or in any hypervisor or cloud provider. 

• Manage tests from an intuitive web-based user interface. 

• Control device, network, and application performance based on comprehensive key performance metrics (throughput, packet loss, jitter, delay, MOS, and application latency). 

• Emulate and report KPIs from complex application flows, voice and video services like Netflix and YouTube to understand your network’s ability to deliver quality user experience. 

• Emulate a blend of real-world application traffic used on today’s networks.

Industry standard for automated network protocol validation 

• Provides conformance test cases for wide variety of protocols. 

• Emulates large, multi-node networks which reduces costs and leads to more efficient testing and faster product-release times. 

• Enables verification of the protocol stack, whether it is RFC/Standard compliant or not. 

• Runs on minimal hardware, such as a PC with a Linux or Windows operating system and only an Ethernet card. 

• Functions with Keysight's powerful test and analysis platform through a Virtual Network Interface Card (VNIC) driver. 

• Flexible support of industry standard test interfaces, including 100 Mbps/1GE/10GE/100GE/400GE Ethernet. 

Keysight Elastic Network Generator 

Containerized network infrastructure testing based on Open Traffic Generator API 

• Software solution. Validate modern data center networks in a software world. 

• Automated testing. Execute automated test scripts for repeatable validation. 

• Open interfaces. Create scripts based on opensource OTG API data model. 

• Language choice. Use preferred scripting language with snappi or gosnappi. 

• Modern architecture. Deploy a modular tool based on containers / microservices. 

• Fast. Very fast. Accelerate execution with fast API response time. Did we say fast? 

• Select protocols. Emulate key data center layer 2-3 control plane protocols. 

• Traffic performance. Send layer 2-3 data plane traffic with DPDK acceleration. 

IxVerify

Industry’s first solution purpose-built for pre-silicon testing in emulation 

• Test routers, switches, automotive, SmartNIC or 5G radio unit chip design in emulation. 

• Use elastic fully virtual test solution to support globally distributed users. 

• Access packet and signal rate measurements and statistics. 

• Support automation with REST, Python, TCL, Perl, and Ruby. 

• Integrate with a variety of emulators, adding necessary stimuli to validate protocols and measure performance during chip verification cycle. 

• Ensure zero packet loss between virtual IxVerify environment and the emulation system. 

• Share test configurations and scripts across pre-silicon and post-silicon test environments.
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United States
United Kingdom
Canada
India
Malaysia
Netherlands
Australia
South Africa
France
Germany
Singapore
Sweden
Brazil
Afghanistan
Åland Islands
Albania
Algeria
American Samoa
Andorra
Angola
Anguilla
Antarctica
Antigua and Barbuda
Argentina
Armenia
Aruba
Austria
Azerbaijan
Bahamas
Bahrain
Bangladesh
Barbados
Belarus
Belgium
Belize
Benin
Bermuda
Bhutan
Bolivia
Bosnia and Herzegovina
Botswana
Bouvet Island
Brit/Indian Ocean Terr.
Brunei Darussalam
Bulgaria
Burkina Faso
Burundi
Cambodia
Cameroon
Canary Islands
Cape Verde
Cayman Islands
Central African Republic
Chad
Chile
China
Christmas Island
Cocos (Keeling) Islands
Colombia
Comoros
Congo
Congo, The Dem. Republic Of
Cook Islands
Costa Rica
Côte d'Ivoire
Croatia
Cyprus
Czech Republic
Denmark
Djibouti
Dominica
Dominican Republic
Ecuador
Egypt
El Salvador
Equatorial Guinea
Eritrea
Estonia
Ethiopia
Falkland Islands
Faroe Islands
Fiji
Finland
French Guiana
French Polynesia
French Southern Terr.
Gabon
Gambia
Georgia
Ghana
Gibraltar
Greece
Greenland
Grenada
Guadeloupe
Guam
Guatemala
Guinea
Guinea-Bissau
Guyana
Haiti
Heard/McDonald Isls.
Honduras
Hong Kong, China
Hungary
Iceland
Indonesia
Iraq
Ireland
Israel
Italy
Jamaica
Japan
Jordan
Kazakhstan
Kenya
Kiribati
Korea (South)
Kuwait
Kyrgyzstan
Laos
Latvia
Lebanon
Lesotho
Liberia
Libya
Liechtenstein
Lithuania
Luxembourg
Macau
Macedonia
Madagascar
Malawi
Maldives
Mali
Malta
Marshall Islands
Martinique
Mauritania
Mauritius
Mayotte
Mexico
Micronesia
Moldova
Monaco
Mongolia
Montserrat
Morocco
Mozambique
Myanmar
N. Mariana Isls.
Namibia
Nauru
Nepal
Netherlands Antilles
New Caledonia
New Zealand
Nicaragua
Niger
Nigeria
Niue
Norfolk Island
Norway
Oman
Pakistan
Palau
Palestinian Territory, Occupied
Panama
Papua New Guinea
Paraguay
Peru
Philippines
Pitcairn
Poland
Portugal
Puerto Rico
Qatar
Reunion
Romania
Russian Federation
Rwanda
Saint Kitts and Nevis
Saint Lucia
Samoa
San Marino
Sao Tome/Principe
Saudi Arabia
Senegal
Serbia and Montenegro
Serbia
Montenegro
Seychelles
Sierra Leone
Slovak Republic
Slovenia
Solomon Islands
Somalia
Spain
Sri Lanka
St. Helena
St. Pierre and Miquelon
St. Vincent and Grenadines
Suriname
Svalbard/Jan Mayen Isls.
Swaziland
Switzerland
Taiwan, China
Tajikistan
Tanzania
Thailand
Timor-Leste
Togo
Tokelau
Tonga
Trinidad and Tobago
Tunisia
Turkey
Turkmenistan
Turks/Caicos Isls.
Tuvalu
Uganda
Ukraine
United Arab Emirates
US Minor Outlying Is.
Uruguay
Uzbekistan
Vanuatu
Vatican City
Venezuela
Viet Nam
Virgin Islands (British)
Virgin Islands (U.S.)
Wallis/Futuna Isls.
Western Sahara
Yemen
Zambia
Zimbabwe
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