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Automated Creation of Network Digital Twins  
Need for network digital twins 
Digital twin technology offers significant value to an organization as it allows continuous access to the 
digital replica of a physical object or process throughout its lifecycle. The digital replica can be used for 
analysis, which can provide insights and actionable information to improve the process or product in 
terms of optimized performance, cost effectiveness, readiness, or maintenance. 

A particularly strong use case for the digital twin approach is its use in communications and networking, 
commonly referred to as a network digital twin. A network digital twin is a computer simulation model of 
the communication network integrated with its operating environment and the application traffic carried by 
it. To satisfy its intended purpose, the network digital twin must have sufficient fidelity to accurately reflect 
the network dynamics due to the interplay between the communication protocols, topology, traffic, and 
physical environment. A network digital twin can be enhanced by incorporating cyber vulnerabilities and 
defenses. The cyber-enhanced network digital twin can be used to assess the cyber resilience of the 
target system by subjecting the digital twin to live or simulated cyber attacks and analyzing its behavior 
and resilience under a diverse collection of attack scenarios. 
 

Keysight Technologies’ implementation of network 
digital twins 
Given the complexity of most networks, creating an accurate digital twin that faithfully represents the 
topology, configuration, and traffic of an existing physical network can be challenging. Keysight 
Technologies’ emulation platform, EXata, provides several automated tools that facilitate the creation of 
high-fidelity digital twins of existing networks. These tools can be used to create an initial or baseline 
digital twin of a network, which can then be refined or extended as appropriate to suit the analyst’s needs. 
Figure 1 depicts Keysight Technologies’ approach to creating network digital twins. 

 

Figure 1. Automatic Creation of Network Digital Twins 
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These utilities can handle Layer 2 and Layer 3 switches, VLAN configurations, hubs, gateways, bridges, 
routers, servers, firewalls, and many more network objects. TC-Visio can import Visio files generated by 
SolarWinds Network Topology Mapper or created directly in Visio.  

The following sections outline the steps and tools for creating network digital twins. While many of the 
steps are common to all types of network digital twins, some steps and tools depend on the type of 
network that the twin represents (a physical or constructive network) and its intended use (network 
performance or cyber resilience assessment).  
 

Creating network digital twins of as-is networks  
A common application of network digital twins is to analyze existing, or as-is, networks. Creation of a 
network digital twin of an as-is network consists of the following steps:  

1. Importing network topology  
The network digital twin should accurately represent the target network’s topology, i.e., the devices of 
different types in the network, locations of the devices (for wireless networks), and the connections 
between them. The network digital twin should also replicate how the devices communicate at different 
layers of the protocol stack. Keysight Technologies provides several tools to extract information on 
devices in existing or as-is networks and the connections between them. The network topology 
information can be extracted in a number of standard formats, such as Visio, XML, SysML, etc., and can 
be subsequently used to create the network’s digital twin. 

• Topology converters: These tools import a network topology specified in a standard format and 
create a simulation model of the network based on the topology information. These utilities can 
handle Layer 2 and Layer 3 switches, VLAN configurations, hubs, gateways, bridges, routers, 
servers, firewalls, and many more network objects.  
o TC-Nmap can import topology information generated by Network Mapper (Nmap), which is a free, 

open-source utility for network discovery and security auditing.  
o TC-XML can import topology information contained in XML files.  

• Interfaces with Network Managers: These tools interface with commercial network managers to 
extract topology information and create equivalent EXata models of the networks.  
o TC-NA is an interface to the Network Automation (formerly Hewlett-Packard Network Automation) 

server that extracts device, topology, and configuration information on the network being 
monitored.  

o TC-SolarWinds extracts information on networks managed by the SolarWinds network 
configuration manager and creates EXata models using that information. 

 

2. Importing network traffic  
In many cases, the goal of network analysis is to study the performance of applications running on the 
network. But performance of an application depends not only on the configuration of the network and the 
application itself, but also on other applications that may simultaneously run on the network and compete 
for network resources. Therefore, for actionable analysis, the network digital twin should accurately 
represent the mix of network traffic flowing over the physical network. 
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• PCAP (Packet CAPture) files, which can be created using networking sniffing tools such as 
Wireshark, provide a convenient way to import network traffic into network digital twins. A PCAP file 
records IP packets received at and sent from a monitored interface. PCAP files can be used in a 
network digital twin in the following ways:  
o PCAP playback in the scenario: IP packets are injected into the scenario in the same timeline in 

which the packets were recorded. Each packet is injected at the node specified by the source 
address in the IP header, travels along the network, and is delivered at the network layer of node 
specified by the destination address in the IP header.  

o Aggregating flows in PCAP file(s): Flows can be aggregated into a PCAP file and scaled to 
generate different traffic profiles. This feature is useful when the recorded PCAP file represents 
only a small fraction of the entire network traffic but can still be used to produce larger, 
meaningful traffic profiles.  

o  Keysight Technologies’ Packet Capture (PCAP) Traffic Mapper utility can be used to generate 
simulated application traffic using the information from PCAP files.  

• Traffic flow statistics advertised in NetFlow packets can also be used to create simulation models of 
real network traffic. Keysight Technologies’ NetFlow Importer utility can be used to generate 
simulated application traffic using the information in NetFlow packets. 

3. Importing router configurations  
Routers are crucial for a network’s performance and often involve complex configuration. Keysight 
Technologies’ Router Configuration Importer tool can import the actual configuration files used to 
configure physical routers from popular vendors, such as Cisco, and use them to directly configure the 
corresponding routers in a network digital twin.  

4. Creating the baseline network digital twin 
The information collected in the previous steps is put together to create the baseline network digital twin.  

5. Refining the network digital twin  
The baseline digital twin can be refined to meet the analyst’s needs using the Keysight Technologies GUI 
by modifying the topology, changing configuration parameters, changing traffic intensity, etc. Different 
digital twins can be derived from the baseline digital twin to create different what-if scenarios for analysis.  
 

Network digital twins of constructive networks  
Digital twins can be created not only of physical networks, but also of constructive networks, i.e., networks 
represented in other simulators and Computer-Generated Forces (CGF) tools, such as VR- Forces. One 
application of such a network digital twin is its use in a co-simulation with the constructive network where 
the digital twin and the constructive network simulate different aspects of a system.  

Keysight Technologies’ Extractor can be used to retrieve the relevant topology and device information 
from a constructive network. Extractor communicates with the constructive network by using Distributed 
Interactive Simulation (DIS) or High-Level Architecture (HLA) and create an initial digital twin of the 
constructive network. This initial digital twin can be enhanced or refined by adding network and protocol 
details required for analysis.  
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Traffic and device configuration can be incorporated in the digital twin of a constructive network in the 
same way as for digital twins of as-is networks, as described in Section 2.1. For an example of creating 
digital twins of constructive networks, see Keysight Technologies’ white paper “Network Digital Twins for 
21st Century Wargaming.”  

Network digital twins for cyber resilience  
Digital twins of both as-is networks and constructive networks can be enhanced to assess the cyber 
resilience of the network they represent. For cyber resilience assessment of a network, the vulnerabilities 
present in devices and the filtering rules used at firewalls in the network should be accurately represented 
in the network digital twin.  

Network scanners, such as Nessus or Network Mapper (Nmap), can scan physical networks and identify 
vulnerabilities at devices. These tools scan the devices in a network and identify the software, along with 
its version, running on each device. This information can be used to consult the Common Vulnerabilities 
and Exposure database to identify the cybersecurity vulnerabilities at each device in the network. This 
information can then be used to create host profiles in the network digital twin that accurately represent 
the vulnerabilities.  

The firewall model used in Keysight Technologies’ network digital twins is based on the iptables packet 
filtering software used in Linux-based systems. Thus, firewall rules used in the physical network can be 
easily imported to accurately configure firewalls in the network digital twin.  

 

Using Network Digital Twins for Performance 
Analysis: A Case Study  
Keysight Technologies describes our approach to creating network digital twins and using them for 
analyzing network performance by means of an example. In this example, we will analyze the performance 
of the gaming and training software VSB3 when it is run on a geographically distributed network.  

We also demonstrate the use of network digital twins to perform what-if analysis by tweaking the network 
and studying VSB3’s performance when run on the modified network and with different traffic 
characteristics. We will: 

Innovative new techniques for modeling and simulation (M&S) of 4G and 5G mobile networks can enable 
effective proficiency training, cyber situational awareness, network analysis, and mission rehearsal 
exercise support for cyber physical activities. This is important to the community because commercial 
mobile network environments are evolving and proliferating globally. M&S live, virtual, constructive (LVC) 
techniques must advance to accurately represent and be interoperable with the new frequencies available 
with 5G (e.g., mmWave and cmWave) access points (AP), smart buildings and homes, and mobile-to-
mobile, telematics, and sensor networks.  

• Use SolarWinds’ Network Configuration Manager to extract the relevant topology and configuration 
information from a physical network  

• Create an equivalent network model in EXata from the extracted information by using the TC-
SolarWinds topology importer utility  
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• Duplicate the network model in EXata to create a model of a larger network  

• Run VBS3 on a simple network to generate application traffic and capture the network traffic 
information in a PCAP file  

• Use the PCAP Traffic Mapper Utility to create EXata traffic generators (to generate simulated traffic) 
with the same characteristics as the traffic flows captured in the VBS3 PCAP file  

• Create different what-if scenarios by tweaking the network configuration and application 
characteristics, simulate them, and compare their performance  

 

Figure 2. Creating a Network Digital Twin and Using It for Analysis 

 

Creating network topology  
To create a network digital twin, the first step is to define the network topology. For a more accurate 
representation of a real-world network, Keysight Technologies topology importer tools can be used to 
extract the relevant information from the real network.  

Extracting network information using SolarWinds  
As the first step in creating a network digital twin, we used SolarWinds’ Network Configuration Manager 
(SWNCM). The SWNCM is connected to the target network and collects information on the devices in the 
network and the connections between them and stores the information in an SQL database on the 
SWNCM server. The network information can be exported in the form of CSV files that are input to the 
TC-SolarWinds tool to create a simulation model of the target network. Alternatively, TC-SolarWinds can 
query the SWNCM server directly to retrieve the network information.  
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TC-SolarWinds retrieves the following information from the SWNCM server: 

• System name  

• Layer 2 bridge table  

• Virtual LANs  

• Layer 3 routing table  

• Layer 3 routing neighbors  

• Layer 3 address resolution protocol table  

• Device interfaces  

• Access control list configuration  

Creating EXata scenario  
The next step is to create an EXata model of the target network using the information gathered by 
SWNCM. This is done by the TC-SolarWinds topology importer tool. TC-SolarWinds can import the 
network information in two ways: 

• TC-SolarWinds can directly query the SQL database at the SWNCM server and retrieve the relevant 
network information. The advantage of this method is that network digital twin is automatically 
updated whenever the target network’s topology is modified.  

• The network information stored in the SQL database can be exported into CSV files, which can then 
be input to TC-SolarWinds. This method can be used to import the network information when the 
target network cannot be accessed directly.  

In this example, we used the second option and provided the network information to TC-SolarWinds in 
the form of CSV files. TC-SolarWinds creates a simulation model of the target network. Each device in the 
target network is represented by a simulated node in the model, and the nodes are connected in the 
same way as the devices in the target network. Figure 4 shows the network model generated by TC- 
SolarWinds based on the information collected by SWNCM. 
 

 

Figure 3. EXata Network Model Created by TC-SolarWinds  
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Create a model of a larger network  
Our goal is to use a network digital twin to study the performance of VSB3 on a geographically distributed 
network. But because we had access to only one physical LAN, we can use TC-SolarWinds to create a 
model only of that LAN. To model a distributed network, we duplicated the LAN model and created a 
connection between them to create a model of a distributed network consisting of two connected LANs 
with the same topology. Because the model of each LAN is an accurate representation of a physical 
network, the network model consisting of the duplicated LAN models is a reasonable representation of a 
distributed network.  

To do this, we duplicated the EXata model created in the previous step by copy-and-paste in the EXata 
GUI. We then created a wired link between a router in the original LAN (R1) and the equivalent router in 
the duplicated LAN (R5) so that the two LANs form a connected network (Figure 5). 

 

Figure 4. Two LAN Segments Connected to Create a Larger Network 

Generating network traffic  
To generate realistic network traffic for analysis, traffic profiles were created based on a VBS3 session. 
VBS3 is multiplayer, virtual training environment that provides a development platform for modeling and 
simulation needs.  

For this, we created the simple network shown in Figure 6: 

• Five VBS stations and one VBS server are connected by a switch.  

• Another machine, which serves as the traffic monitor, is connected to the switch through a mirrored 
port. Wireshark is run on the traffic monitor and all network traffic passing through the switch is 
recorded in PCAP files by Wireshark.  

• VBS is run on the VBS stations and server. VBS missions, such as moving an airplane to a specific 
location and dropping a bomb, are executed one at a time on the VBS stations. The network traffic 
generated by each mission is captured in a PCAP file. 

http://www.keysight.com/
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Figure 5. Generating and Capturing Network Traffic Using VBS3 

 

Figure 6. Sample PCAP File Recording VBS3 Traffic  
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The PCAP Traffic Mapper utility is then used to generate EXata application models based on the 
information captured in the PCAP files. Traffic characteristics captured in the PCAP files are reproduced 
in Exata by the Super-Application traffic generator. Each traffic flow is represented by a Super-
Application session. IP addresses in the PCAP files can be mapped to node IDs in Exata by means of a 
mapping file, thereby mapping traffic flows in PCAP files to Super-Application sessions between source-
destination pairs.  

Note that different mapping files can be used with the same PCAP files to create different scenarios by 
assigning the captured traffic flows to different sets of source-destination pairs in the simulation.  
 

Analyzing baseline scenario  
The next step is to simulate the scenario in Exata and analyze the results. This will also serve as the 
baseline to compare network performance under different conditions. For analysis, various network 
metrics were collected over time in Exata’s Statistics Database. In particular, we analyzed performance 
data recorded in the application aggregate and application summary tables of the Statistics Database.  

Figure 8 shows the offered load, throughput, and packet delay over time for all traffic flows in the 
scenario. As can be seen in the plot, the network capacity is large enough to handle the offered load, and 
the end-to-end throughput perfectly tracks the offered load. The end-to-end packet delay follows roughly 
the same trend as the load and throughput. 

 

Figure 7. Simulation Results for Baseline Scenario  
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Creating and analyzing what-if scenarios  
Next, we demonstrate how a network digital twin can be used to investigate changes in network 
performance when modifications are made to the network topology or when application characteristics 
are changed (or both).  

Impact of reducing link capacity  
We first investigate how link capacity affects performance. To do this, we modified the scenario by routing 
traffic between the two LANs over a new link with a lower capacity than the original link for a period of 
time. This was done by adding an additional path between routers R2 and R5 via an additional router, 
router R7. Now there are two paths between routers R2 and R5, the original path via router R1 and the 
new path via router R7. The links via R7 are configured with 40 percent of the capacity of the links via R1. 
A higher routing cost is associated with the new path, so the routing protocol (Open Shortest Path First is 
used in the scenario) selects the path via R1 when it is available.  

The links between R2 and R5 via R1 suffer a fault for a period of time (from 300 to 600 seconds), making 
R1 unavailable for that duration. This forces all traffic between the two LANs to traverse via R7 for the 
duration of the fault. 

 

Figure 8. Modified Scenario: Traffic is routed over lower capacity links via R7 for the duration that R1 is down.  

As Figure 10 shows, for the duration of the fault, the throughput drops and delay increases. This is 
because the route taken by packets during this time has a lower capacity. (Note that the delay before and 
after the fault duration is in the range of four to five milli-seconds, as shown in Figure 8, and increases to 
almost four seconds for the duration of the fault.)  
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Figure 9. Performance Results for Modified Scenario: Throughput degrades for the duration for which traffic traverses lower 
capacity links. (The end-to-end delay before and after the fault (< 300 seconds and > 720 seconds) is about 4 seconds.) 

Impact of differentiating traffic flows by QoS  
Next, we investigate the impact of QoS (quality of service) parameters on traffic flows. In the dynamic 
rerouting scenario described in Figure 9 and Figure 10, all traffic flows have the same QoS settings, i.e., 
they have the same priority. For the next what-if scenario, we modified the traffic flow settings as follows: 

• All flows from VBS Station 1 to VBS Station 4, VBS Station 5, and VBS Server are assigned a higher 
priority (by assigning a DSCP value of 35).  

• All other flows remain unchanged (DHCP value of 0), so these flows have a lower priority than the 
flows originating from node 2.  

Note that while all higher priority flows are routed through R1 (when there is no fault) or through R7 over 
lower capacity links (when there is a fault on links R1 and R2 and R1 through R5), some lower priority 
flows also traverse the same links.  

To demonstrate the effect of assigning different priorities to traffic flows on their throughput, we show two 
sets of graphs: 

• Figure 11 shows the load and throughput for all traffic flows originating from VBS Station 1. The 
green line shows the throughput when all traffic flows have the same priority. The blue line shows the 
throughput when traffic flows originating from VBS Station 1 have a higher priority than the other 
traffic. The throughput falls in both cases for the duration of R1’s failure (300 to 600 seconds) but is 
better when VBS Station 1 traffic has a higher priority. The load is the same in both scenarios.  

• Figure 12 shows the load and throughput for all traffic flows other than those originating from VBS 
Station 1. The green line shows the throughput when all traffic flows have the same priority. The blue 
line shows the throughput when these traffic flows have a lower priority than traffic flows originating 
from VBS Station 1. The throughput falls in both cases for the duration of R1’s failure (300 to 600 
seconds), but it is even worse when these traffic flows have a lower priority. The load is the same in 
both scenarios.  

http://www.keysight.com/
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Figure 10. Load and Throughput for Traffic Originating from VBS Station 1 

 

Figure 11. Load and Throughput for Traffic Originating from Stations Other than Station 1 

By comparing Figure 10, Figure 11, and Figure 12, we can make the following observations: 

• The overall throughput is lower when traffic is rerouted over the lower capacity links for the duration 
of the R1’s failure. The throughput for all traffic flows (those originating from VBS Station 1 and those 
originating from the other stations) falls during this period.  

• In the scenario when traffic flows are assigned different priorities, the performance of higher priority 
traffic improves at the expense of lower priority traffic.  
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Conclusion  
Network digital twins provide a cost-effective way to perform analysis, testing, and optimization. 
Keysight Technologies provides automated and semi-automated tools for rapidly creating digital twins 
of physical networks. We demonstrated our approach by means of an example, which can be 
extended to perform analysis of larger systems: 

• The topology information retrieved from a small physical network can be used to create a segment 
of a network represented in the digital twin, which can be replicated to create a larger network. 
Furthermore, topology information from different physical networks can be used for creating different 
segments in the digital twin, which can be combined to create a representation of a hybrid system.  

• Realistic network traffic can be represented in the network digital twin by using information from 
actual network traffic. The impact of different traffic loads can be easily studied in the network 
digital twin by changing the number of traffic flows or by changing the traffic intensity of individual 
flows (or both).  

• The performance of a specific application when other applications are competing for network 
resources can be easily analyzed. First, the application of interest can be run in isolation and 
resulting traffic flows can be recorded and replicated in the digital twin, as illustrated by the example 
above. Next, simulated traffic at various intensities can be added to the scenario to simulate the 
effect of the competing applications consuming resources 

• The effect of sophisticated QoS policies can be easily studied by modifying the parameters of the 
Super Application sessions that mimic the traffic in the digital twin.  

• The effect of cyber attacks, such as a DoS (denial of service) attack, can be easily and safely studied 
in the network digital twin by launching simulated attacks.  
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