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Technology Licenses

The hardware and/or software
described in this document are
furnished under a license and may be
used or copied only in accordance
with the terms of such license.

Declaration of Conformity

Declarations of Conformity for this
product and for other Keysight
products may be downloaded from
the Web. Go to
http://www.keysight.com/go/conform
ity. You can then search by product
number to find the latest Declaration
of Conformity.

U.S. Government Rights

The Software is “commercial computer
software,” as defined by Federal
Acquisition Regulation (“FAR”) 2.101.
Pursuant to FAR 12.212 and 27.405-3
and Department of Defense FAR
Supplement (“DFARS”) 227.7202, the
U.S. government acquires commercial
computer software under the same
terms by which the software is cus-
tomarily provided to the public.
Accordingly, Keysight provides the
Software to U.S. government
customers under its standard
commercial license, which is
embodied in its End User License
Agreement (EULA), a copy of which can
be found at
http://www.keysight.com/find/sweula.
The license set forth in the EULA
represents the exclusive authority by
which the U.S. government may use,
modify, distribute, or disclose the
Software. The EULA and the license
set forth therein, does not require or
permit, among other things, that
Keysight:

(1) Furnish technical information
related to commercial computer
software or commercial computer
software documentation that is not
customarily provided to the public; or
(2) Relinquish to, or otherwise provide,
the government rights in excess of
these rights customarily provided to
the public to use, modify, reproduce,
release, perform, display, or disclose
commercial computer software or
commercialcomputer software
documentation. No additional
government requirements beyond
those set forth in the EULA shall
apply, except to the extent that those
terms, rights, or licenses are explicitly
required from all providers of
commercial computer software
pursuant to the FAR and the DFARS
and are set forth specifically in writing
else- where in the EULA. Keysight
shall be under no obligation to update,
revise or otherwise modify the
Software. With respect to any
technical data as defined by FAR
2.101, pursuant to FAR 12.211 and
27.404.2 and DFARS 227.7102, the
U.S. government acquires no greater
than Limited Rights as defined in FAR
27.401 or DFAR 227.7103-5 (c), as
applicable in any technical data.

Warranty

THE MATERIAL CONTAINED IN THIS
DOCUMENT IS PROVIDED “AS IS,”
AND IS SUBJECT TO BEING
CHANGED, WITHOUT NOTICE, IN
FUTURE EDITIONS. FURTHER, TO
THE MAXIMUM EXTENT PERMITTED
BY APPLICABLE LAW, KEYSIGHT
DISCLAIMS ALL WARRANTIES,
EITHER EXPRESS OR IMPLIED, WITH
REGARD TO THIS MANUAL AND
ANYINFORMATION CONTAINED
HEREIN, INCLUD ING BUT NOT
LIMITED TO THE IMPLIED WARRAN-
TIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR
PURPOSE. KEYSIGHT SHALL NOT
BE LIABLE FOR ERRORS OR FOR
INCIDENTAL OR CONSEQUENTIAL
DAMAGES IN CONNECTION WITH
THE FURNISHING, USE, OR
PERFORMANCE OF THIS DOCU-
MENT OR OF ANY INFORMATION
CON- TAINED HEREIN. SHOULD
KEYSIGHT AND THE USER HAVE A
SEPARATE WRITTEN AGREEMENT
WITH WARRANTY TERMS
COVERING THE MATERIAL IN THIS
DOCUMENT THAT CONFLICT WITH
THESE TERMS, THE WARRANTY
TERMS IN THE SEPARATE
AGREEMENT SHALL CONTROL.

Safety Information

A CAUTION notice denotes a hazard.
It calls attention to an operating
procedure, practice, or the like that,
if not correctly performed or adhered
to, could result in damage to the
product or loss of important data. Do
not proceed beyond a CAUTION
notice until the indicated conditions
are fully understood and met.

A WARNING notice denotes a hazard.
It calls attention to an operating
procedure, practice, or the like that, if
not correctly performed or adhered
to, could result in personal injury or
death. Do not proceed beyond a
WARNING notice until the indicated
conditions are fully understood and
met.
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Safety Symbols

The following symbols on the instrument and in the documentation indicate precautions which must
be taken to maintain safe operation of the instrument.

Caution, risk of danger (refer to this manual for
A specific Warning or Caution information)
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Safety Consideration

Read the information below before using the instrument.

The following general safety precautions must be observed during all phases of operation, service,
and repair of this instrument. Failure to comply with these precautions or with specific warnings
elsewhere in this manual violates safety standards for design, manufacture, and intended use of the
instrument. Keysight Technologies assumes no liability for the customer’s failure to comply with these
requirements.

m To prevent fire or injury:
— Use only the designated AC/DC adapter with the instrument.

— Observe all ratings and markings on the instrument before connecting to the
instrument.

— When performing measurements, ensure that the right safety and performance ratings
of instrument and accessories are used

Electrostatic discharge (ESD) can result in damage to the components at the exposed area

of the educational kit. To prevent electrostatic discharge (ESD):

Select a static-free work location when installing and removing sensitive component.

— Handle sensitive components to the minimum extent possible with ESD safe practices.

— Transport and store in ESD preventive bags or containers that protect sensitive
components from static electricity.

— If the instrument is used in a manner not specified by the manufacturer, the instrument
protection may be impaired.

— Always use a dry cloth to clean the instrument. Do not use ethyl alcohol or any other
volatile liquid.
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Environmental Conditions

The U3810A loT System Design Module Training Kit is designed to operate under the general
environmental requirements stated in the table below.

Environmental condition Requirement

Operating condition

O0to40°C
Temperature
Storage condition

-40t0 70 °C

Operating condition

-~ Upto 80% RH at 25°C (non-condensing)
Storage condition

-~ Upto95% RH at 40°C (non-condensing)

Humidity

Altitude Up t0 2000 m

Power

The U3810A is generally powered from USB but may optionally be powered by up to 9 VDC /
500mA at its “Input Power” connector
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Regulatory Information

The U3810A loT System Design Module Training Kit complies with the following Electromagnetic
Compatibility (EMC) compliance and radio requirements.
EMC compliance

- EN 61326-1:2013
- EN 301 489-1 V2.1.1:2017
- EN 301 489-17V3.1.1:2017

RF compliance
- EN 300 328: V2.1.1:2016 (Wi-Fi / BLE)

RF health
- EN 50566: 2017 (Wi-Fi / BLE)

Safety compliance

- IEC 61010-1:2010 / EN 61010-1:2010
- IEC 60950-1:2005 + AMD2:2013 / EN 60950-1:2013 **
- |EC 62368-1:2014 / EN 62368-1:2014+A11:2017

RoHS
- EN50581:2012

Canada
- |CES-003 Issue 6: 2019

United States
- FCC 47 CFR Part 158

— This U3810A loT System Design Module Training Kit may experience performance
degradation due to connectivity loss with the U3810 CPU when electrostatic
discharge (ESD) occurs at levels that exceed 4 kV.

— ESD precautions should be taken when handling the device.

— This equipment is not suitable for use in locations where children are present
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Frequency Range

Transmitter Maximum Maximum RF Output power
xFrequency Rangei(MEiz) Output Power (dBm) EIRP (dBm)
Bluetooth® LE 2402 to 2480 12.0 15.0
WiFi 802.11b/g/n 2412 to 2472 16.0 19.0
. . 19.44 dBm Maximum Peak
Zigbee (optional) 2405 to 2480 (87.90 mW) N/A
433.30 to 434.54 MHz
Adjustable less than 10 dBm N/A
433.05t0434.79 (1T0mW), typically 9.54 dBm
(8.99mW) max measured
conducted right at module
LoRa
863.25 t0 869.75 MHz
(Country )
Dependent) Adjustable le;s than 14.97 dBm
863.00 t0 870.00 (25mW), typically 13.57 dBm N/A
(22.8mW) max measured
conducted right at module.
917109235 917 10 923.5 MHz N/A
(with U3810A-003) 19.07 dBm (80.9 mW)
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Regulatory Markings

The FCC label or the FCC mark is a
certification mark employed on electronic
products manufactured or sold in the United
States which certifies that the
electromagnetic interference from the device
is under limits approved by the Federal
Communications Commission.

q3

The CE mark is a registered trademark of the
European Community. This CE mark shows
that the product complies with all the
relevant European Legal Directives.

This symbol indicates the time period during
which no hazardous or toxic substance
elements are expected to leak or deteriorate
during normal use. Forty years is the
expected useful life of the product.

ICES/NMB-003

ICES/NMB-003 indicates that this ITE device
complies with the Canadian ICES-003.

Cet appareil ITE est conforme a la norme
NMB-003 du Canada.

This instrument complies with the WEEE
Directive (2002/96/EC) marking requirement.
This affixed product label indicates that you
must not discard this electrical or electronic
product in domestic household waste.

Complies with
IMDA standards
M0484-20

This label indicates that this product
complies with IMDA standards N0494-20

1S
®
54
A

MCMC

Certification mark indicates a product has
been certified by appointed Certifying Agency
(SIRIM QAS International) as meeting MCMC
Technical Codes (TC) that applied to the
product.

&

The RCM mark is a registered trademark of
the Australian Communications and Media
Authority.

R-NZ

The R-NZ mark is the compliance mark of
New Zealand radio communication standard

UK
CA

The UKCA (UK Conformity Assessed)
marking is a UK product marking that s used
for goods being placed on the market in
Great Britain (England, Wales and Scotland)

This marking indicates that this product complies with radio
communication act B.E.2498.

wiaeingmnnauil 1fueniu Liealdzu
luoyginliil 148 unTasingauuiau
wiomwamifingmunausmnisznin nany,
301 1nfasingauuiay uazaniiiing
mnauldfusndulisealdfulueygrn
InganutAy AuNIEIIYTyaAing

ANUIAL WA, 2498

ADENDO AO Manual

Modelo:U3810A

0 ANATEL

wcia Nacional de Telecomunicagbes

04922-20-11059

Para maiores informagdes, consulte o site da ANATEL www.anatel.gov.br

Este equipamento ndo tem direito a protecdo contra interferéncia
prejudicial e ndo pode causar interferéncia em sistemas devidamente

autorizados
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Language Declaration U3810A

Hereby, Keysight Technologies declares that the radio equipment type U3810A loT System Design

English Module Training Kit is in compliance with Directive 2014/53/EU.

French Le soussigné, Keysight Technologies, déclare que l'éguipement radioélectrique du type US8T0A loT
System Design Module Training Kit est conforme a la directive 2014/53/UE.

German Hiermit erklart Keysight Technologies dass der Funkanlagentyp U3810A loT System Design Module
Training Kit der Richtlinie 2014/53/EU entspricht.

Italian Il fabbricante, Keysight Technologies, dichiara che il tipo di apparecchiatura radio U38T0A IoT System
Design Module Training Kit & conforme alla direttiva 2014/53/UE.

Portuguese 0O(a) abaixo assinado(a) Keysight Technologies declara que o presente tipo de equipamento de radio

d U38T0A loT System Design Module Training Kit estd em conformidade com a Diretiva 2014/53/UE.

Polish Keysight Technologies niniejszym o$wiadcza, ze typ urzadzenia radiowego U3810A loT System Design
Module Training Kit jest zgodny z dyrektywa 2014/53/UE.

Spanish Por la presente, Keysight Technologies declara que el tipo de equipo radioeléctrico U3870A loT System

Design Module Training Kit es conforme con la Directiva 2014/53/UE.
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Waste Electrical and Electronic Equipment (WEEE) Directive 2002/ 96/EC

The U3810A loT System Design Module Training Kit complies with the WEEE Directive
(2002/96/EC) marking requirement. This affixed product label indicates that you must not
discard this electrical or electronic product in domestic household waste.

Product category

With reference to the equipment types in the WEEE directive Annex 1, this device is classified
as a “Monitoring and Control Instrument” product.

The affixed product label is as shown below.

Do not dispose in domestic household waste.

To return this unwanted device, contact your nearest Keysight Service Center, or visit
http://about.keysight.com/en/companyinfo/environment/takeback.shtml for more information
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Sales and Technical Support

To contact Keysight for sales and technical support, refer to the support links on the
following Keysight websites:

- Product-specific information and support, software,and documentation updates
- www.keysight.com/find/U3813A
- www.keysight.com/find/U3814A
- www.keysight.com/find/U3815A
- www.keysight.com/find/U3816A
- www.keysight.com/find/U3817A
- www.keysight.com/find/U3818A
- Worldwide contact information for repair and service

- www.keysight.com/find/assist
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Overview

Keysight's ready-to-teach Advanced IoT Teaching Lab Solution is designed to
assist educators in quickly setting up new engineering courses on the Internet of
Things, with the intention of producing students who will fully understand the
challenges and requirements of the loT system design cycle, from design and
validation to deployment in the market.

This courseware will also cover critical design considerations that have emerged
with the evolution of the Internet of Things, such as cybersecurity, coexistence,
compliance and continuity in the following modules:

U3813A/14A loT System Design and Validation Fundamentals

The U3813A/14A IoT System Design and Validation Fundamentals lab setup is a ready-
to-teach package focused on the fundamentals of the Internet of Things and
embedded system design. It introduces students to loT architecture, technologies,
standards, wireless protocols, applications, and ecosystems. It also covers loT
embedded system design that includes device cybersecurity basics.

U3815A/16A loT Wireless Communication and Compliance

The U3815A/16A Wireless Connectivity and Network Security for IoT Frameworks lab
setup is a ready-to-teach package started from portion of IoT System Design and
Validation Fundamentals. After that move into how to develop typical loT applications
with various types of wireless connectivity and compliance study, it also covers loT
device and network security learning.

U3817A/18A loT Precision Power Measurement and MEMS Sensors

The U3817A/18A Precision Power Measurement and MEMS sensors lab setup is a
ready-to-teach package started from portion of loT System Design and Validation
Fundamentals. Then move into topic of how to characterize the power consumption of
loT devices onboard controllers, sensors and wireless modules, eventually covers
sophisticated battery optimization learning involve RF event detector and analysis
software.

Intended Use of Getting Started Guide

The Getting Started Guide is intended for use by a University Teaching Lab Manager as a guide for
unpacking, set up, verification and maintenance of the Modular prototype kit.

The GSG should be consulted at the beginning of a new semester to assist in returning the Modular
prototype kit to its initial factory configuration and for verification before the student(s) receives the kit. In
the first lab of each semester the student will run a procedure.

Characteristics and Specifications

For the characteristics and specifications of the U3810A Advanced loT Teaching Solution, refer to the
Data Sheet at https://www.keysight.com/us/en/assets/3120-1243/data-sheets/Advanced-loT-Teaching-

Lab-Solution.pdf.
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Component Locations

A searchable Component Locator Drawing is available in Appendix C .
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Item ltem
1 DC Power Input Connector 27 Spare Digital pressure sensor (remove)
2 Micro-USB for XB 28  Micro-USB for XB2
3 Power & PWM input for XB 29  Spare Digital Temperature sensor (remove)
4 XB Transceiver RESET Button 30  Micro-USB for XB1
5 XB Transceiver 31 Spare Analog Temperature sensor (remove)
6 AD interface for XB 32 MicroUSB for current sensor
7 USB for LoRa Transceiver 33 Buttons
8 Power & AD interface for LoRa 34 Power & Input for Current Sensor
9 LoRa Transceiver 35 Power, I2C connector & SPI interface from sensors
10 ADinterface for LoRa 36 Load connection for solid state relay
11 LoRa XCVR RESET button 37 Test points for control signals
12 RF Power Splitter 38  Button
13 LCD display 39 Test points for DC Power
14 DC Power Input Connector 40 Test paints for control signals
15 Micro-USB power input connector 41 Load connection for relay actuator
16 Battery charger output connector 42 USB BeagleBone
17 XB1 XCVR RESET Button 43 OTG BeagleBone
18 XBT Transceiver 44 Digital signal interfaces
19 XB2 XCVR RESET 45 Analog signal interfaces and Power
20 XB2 Transceiver 46 Analog Inputs
21 Micro-USB for current sensor 47 Chip Antenna for BT & WLAN
22 Spare Current Sensor (remove) 48 Grove UART - BeagleBone
23 LoRal XCVR RESET 49 Grove 12C - BeagleBone
24 LoRal Transceiver 50  UART console
25 Coin cell Battery holder 51 Battery power connector

26 Micro-USB for LoRal Transceiver
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Button Functions

Button Name Function

Momentarily press PWR BTN. This will start the power down sequence. Once
the display goes out, power can be remaved.

Power Button (PWR BTN) If power is applied and the display is not lit, the PWR BTN can be momentarily
pressed to start the boot sequence. Once “Keysight U3810A is displayed, the
unit is fully power up.

Reset Button (SYS RST) Momentarily press th_e SYS RST button and this W|!l start the system in a boot
up sequence. This will averride any currently running processes.
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Hardware and Software Requirements

If you intend to configure your kit with a Raspberry Pi instead of BeagleBone, consult the
U3810A - Using Alternate CPUs for instructions. Raspberry Pi, BBBW (BeagleBone Black
Wireless) or BBGW (BeagleBone Green Wireless) are the only CPUs tested at the time of
publication. Only Green has been certified by Keysight.

1
2

Prepare the required items as listed in the “Equipment and Accessories Required” list below.

Download the required software installers according to the “Software Required” list and install
them on your Windows PC.

Equipment Required

1

1x Keysight U3810A loT System Design Module Training Kit with new BeagleBone Wireless
CPU

1x Laptop or desktop PC running on Windows 8 or 10 with Internet access (Linux and macOS
may work but are not presently on Keysight's list of supported platforms)

(Optional) BeagleBone Black Wireless eliminates the two Grove connectors, not used in
Keysight labs, but provides the added convenience of connecting a HDMI monitor which
provide a text console (like having PuTTY built-in).

Accessories Required

© 00 N O a »h ON =

1x Micro-USB cable

1x Analog temp sensor (On-board analog temperature sensor accessory)
1x Digital temp sensor (On-board digital temperature sensor accessory)
1x Digital pressure sensor (On-board digital pressure sensor accessory)
1x IMU (On-board digital accelerometer accessory)

1x Relay actuator (On-board relay actuator accessory)

Jumper wires

1x 8GB or larger Micro SD card (Optional)

1x USB thumb drive / memory stick

Software Required

1
2

PUTTY (http://www.putty.org/)

BONE_DRV or BONE_D64 PC driver for RNDIS from BeagleBone storage. Network and Serial
Drivers for Mac from https://beagleboard.org/static/Drivers/MacOSX. No drivers needed for
Linux.

WinSCP (https://winscp.net/eng/download.php)

(Optional) balenakEtcher (https://etcher.io/) or WinDisk32
(https://sourceforge.net/projects/win32diskimager/) for writing SD Card
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5 (Optional) Keysight BeagleBone Initialization Image: Keysight_BB_image.img.xz
This image is a component of the purchased courseware. You can download the image
together with the courseware using this process:

a Obtain the Keysight Entitlement Certificate

b Login into Keysight Software Manager at https://ksm.software.keysight.com/. New
users will need to create a myKeysight account.

¢ Follow the instructions in the Keysight Entitlement Certificate to redeem and download
the image along with the courseware.
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Set Up the U3810A System
Configure the Keysight U3810A as a “cape”

Depending on your purchase configuration, your kit will either be supplied with a BeagleBone CPU
out of the box or you will supply your own BeagleBone CPU.

Assure that the Keysight U3810A loT System Design Module Training Kit is configured as a “cape”
on top of the BeagleBone CPU.

Source: beagleboard.org
1 Remove the U3810A Printed Circuit Assembly (PCA) and Baseplate from its anti-ESD bag.

2 If you are supplying your own BeagleBone CPU, perform the Assembly procedure provided in
Appendix F - Assembly and Disassembly to install the BeagleBone CPU on the blank
baseplate, then installing the U3810A main board and snap-off accessories on top of the
BeagleBone CPU.

Sensor and Xbee3 Module Installation

1 Remove the five (spare) snap-offs and place in an anti-ESD bag (provided).

KEYSIGHT

KEYSIGHT
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3 Placed the assembly on a location on your worksurface where all components and connectors
are accessible for future wiring:

Main Jumpers

Assure the configuration of the Main Jumpers shown below.

JP1 JP15 JPBb JP101 JP201 JP2101 JP2201 JP2301

Input Sensor +bVSYS
Current Current +5VRAW XB Current  LoRa Current  XB1 Current XB2 Current LoRal Current

Name

Position In place In place Removed In place In place In place In place In place

@

: ‘ = | =]
DC/DC Converter / Charger |EciSimau

| 1 | ‘ |

L

JP2101 B
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DC-to-DC Converter and Charger Jumpers

Assure the configuration of the DC-to-DC Converter and Charger Jumpers shown below.

JP1901 JP1902  JP1903  JP1904 JP1906  JP1921  JP1922  JP1923  JP1924  JP1925

DC/DC DC/DC DC/DC Inductor DC/DC Charger ~ Charger ~ Charger  Charge NTC
Input Run Mode Current Vout Input Output Current  Voltage Settin
Current Stop Limit Current  Current g
o Up Up Open Down
Position In Place RUN FIXED 660mA Open 5.0V InPlace  InPlace 100mA 49V NoNTC

Jumper locations:

JP1901

IlE!E@!I

JP1902

[ )P1904 [N )P1923

Jumper settings:

In the next steps, perform these tasks which are identical to the tasks contained in Lab 1 of
any U381x course, to complete setup.
— Task 1a - Establish Serial Communications between BeagleBone and PC
— Task 1b - Establish Secure Shell (SSH) Communication between BeagleBone and PC
— Task 1d - Configure BeagleBone to Connect to WLAN network
— Task 1e - Copy and Edit Files with WinSCP - only perform these two:
- Set Up WinSCP
—  Start PuTTY SSH Connection from WinSCP
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Establish Serial Communications between BeagleBone and PC

If not already done so, download and install PuTTY from http://www.putty.org/. Choose 32-bit

1
or 64-bit, whichever is compatible with your operating system.

&
1
T

Ll
=

& https:/fwww putty.org/ O ~ @ & | & Download PUTTY - afree 5., % |

Download PuTTY

PuTTY is an SSH and telnet client, developed originally by
Simon Tatham for the Windows platform. PuTTY is open
source software that is available with source code and is
developed and supported by a group of volunteers.

Eo) You can download PuUTTY here.

2 Only connect a USB cable from your computer to J15 of the U3810A. The JP1 should be in

place and JP55 should not be placed.
; 3 ‘ 4;4{. O
:Q c'xj;-l‘:f

[ 08 72
LED4

ﬁ

TFBE1
@ sPicLk. P

‘P8t
»

7 R7 S mb vt
PHR BTN |
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3 Pressthe Windows key and type Device Manager or type the Run and type devmgmt .msc to open
the Device Manager. Then find the COM port that connects to U3810A. Note down the port
number. You will need this to configure the serial communication using PuTTY.

oy Device Manager
File Action View Help
e @ HE =

ﬂ Mice and other pointing devices
[ Monitors
F Network adapters
Portable Devices
v i Ports (COM & LPT)
ﬁ USE Serial Port (COM42)
= Print queues
[} Processors
B Software devices
i Sound, video and game controllers

S Storage controllers
§m Sustemn devices

If you see the warning below, the driver was not automatically installed by Windows.

2P Network adapters
v L7 Other devices
_ﬂ.ﬁ FT231X USE UART
o Print queues

Refer to USB Serial Driver Installation Problems for more information.

Keysight U3810 Series Getting Started Guide 24



4 Run your PuTTY software and connect to the COM port that you have noted down previously
using Serial connection at 115200 Baud-rate.

% PuTTY Configuration ? X
Categary:
=l Sfassinn | Basic options for your PuT T session |
i TE"" L_ng:lgjing Specify the destination you want to connect to
?rmh':::bua g Serial line Speed
- Bel COmM42 I'I 15200| I
‘- Features Connection type:
=I- Window (JRaw (O Telnet () Rlogin () SSH
Mpearﬂnce | mad eawa ~r dalata a3 otrrad cacsinm

5 While observing the PuTTY window briefly press the SYS RST button on the lower left of the

U3810A board.
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Notice the first action shown in the PuTTY window after the SYS RST button has been pressed is to
load the U-Boot which is the underlying low-level boot code.

U-Boot SPL 2019.04-00002-gbb4afef50f (Jul 08 2019 - 11:44:39 -0500)
Trying to boot from MMC2
Loading Environment from EXT4... Card did not respond to voltage select!

Note the SD Card is not present,
will cause this error message

U-Boot 2019.04-00002-gbbdafof50f (Jul 08 2019 - 11:44:39 -0500), Build:
jenkins-github_Bootloader-Builder-128

CPU : AM335X-GP rev 2.1
I2C: ready
DRAM: 512 MiB

It should be loading a U-Boot version of 2019.03. If an older revision is seen, the BeagleBone
will need to be re-initialized by loading a new image from an SD Card. Refer to Appendix A -
Initialize BeagleBone with Keysight U3810A Image_for more information on how to do it.

If the boot is successful there should be a login prompt with the password hint shewn in green
highlight.

Debian GNU/Linux 9 beaglebone ttyS®

BeagleBoard.org Debian Image 2019-09-01

Keysight U3810A Image Version 3.57 Sept 20th 2019

Support/FAQ: http://elinux.org/Beagleboard:BeagleBoneBlack _Debian
default username:password is [debian:temppwd ]

beaglebone login:

If there is not a line in the serial port login indicating the U3810A Image revision, refer to
Appendix A - Initialize BeagleBone with Keysight U3810A Image.

This connection is on the system console what might have messages about the system
operation come up If they do hit <enter> and start a new line.
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6 Enter username debian and the password temppwd. A login message should appear showing
the last login and the Keysight U3810A Lab Code Version.

Last login: Fri Sep 20 16:39:16 UTC 2019 on ttySe

The programs included with the Debian GNU/Linux system are free
software;

the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Keysight U3810A Image Version 3.57 Sept 20th 2019
debian@beaglebone:~$

7 Ifthere is no Keysight Revision after login, please obtain an SD Card and follow the procedure
in Appendix A - Initialize BeagleBone with Keysight U3810A Image.

8 To start with a new version of the lab code run the command sh LabCodeReset.sh -u.
For this update, enter temppwd for the sudo password.

debian@beaglebone:~$ sh LabCodeReset.sh -u

The LabCode.tar.gz has been signed.

Checking on the signature

gpg: assuming signed data in 'checksum’

gpg: Signature made Mon 27 Jul 2020 01:24:21 PM UTC

gpg: using RSA key E89C4532A5DB38EBE14CF510F55535C5FA4EB16E
gpg: Good Signature from “Copyright Keysight Technologies 2020”
[ultimate]

Checking on SHA256 hash ...

LabCode.tar.gz: 0K

Do you want to continue? (y/n) y

you want to erase before refreshing the code? (y/n) y
Erasing LabCode

Refreshing LabCode

LabCode/

LabCode/M1-L2/

LabCode/M1-12/M1_L2_T2c_RGB_LED_PWM.c
LabCode/M1-1L2/M1_L2_E1 buttons.c

.KS_Files/etc/environment
.KS_Files/boot/
.KS_Files/boot/uEnv.txt

Updating Keysight Revisions

[sudo] password for debian: temppwd
Reboot is suggested
debian@beaglebone:~$
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9 After rebooting a logging in, the login information should show the latest version.

Last login: Tue Jul 28 13:18:14 UTC 2020 on ttySe

The programs included with the Debian GNU/Linux system are free
software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Keysight U3810A Image Version 3.81 July 27th 2020
debian@beaglebone:~$

10 Runthe mraa-gpio list command and verify the last few lines of the output look like this

Tl
T2

T3
T4

mooh -]

[84]

Mmoo

om
=1 N s W B DD

oo

[T
by = O

[T

GPIO117:
GPIO14:
GPIO115:
GPIO113:
GPIO11l:
GPIO11Z2:
GPIO110:
VDD ADC:
AIN4:
GND_ADC:
ZINE:
ATNS:
ZINZ:
ATN3:
AINO:
ATNI:
GPIO20:
GPIOT:
GND:
GND:
GND:
GND:

GPIC
GPIC
GPIC
GPIC
GPIC
GPIC
GPIC

RIO

RIO
ATC
RIO
ATC
RIO
ATC
GPIC
GPIC

TART

S5FI
5FI
S5FI
5FI

The BeagleBone is fully updated and ready to use

Try the command again. This time typing just a few letters followed by <tab> to see how
command completion works.
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11 Power off the system by pushing the PWR BTN button or by executing the command sudo
poweroff. The display should blank once the system is completely powered off.

o n 2
B0 190 €S SPI_MISO_P
Qo @4 | 1pep

(& SPI_;S_ADC o SYS RST

B6 wee 3

AREpT ®
 ret -

% %
75 130% ®igp

|

13s38

u;" " }
%- by 3 ¢ 31302 NO o
gg&;ﬁ, ‘ E
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Establish Secure Shell Communication between BeagleBone and PC

In this exercise, you will connect the PC (Host) to Beagle Bone via a USB cable and establish a
RNDIS connection. RNDIS is the Remote Network Driver Interface Specification. It defines internet
connection via USB and this connection provides a virtual network to the Beagle Bone that
supports various network protocols including Secure Shell (SSH) Communication and HTTP. Once
the connection is established, a PuTTY terminal using SSH can be used. The local documentation
on the webpage can also be explored. The RNDIS Network IP address of the BeagleBone will be
192.168.7.2 while your PC will be at 192.168.7.1.

m When JP1 is in place do not connect a USB cable to both the BeagleBone and J15 at the same
time, or anomalous behavior may result.

1 Remove the USB cable from J15 and connect it instead to the BeagleBone CPU USB port to
your PC. This will also power up the U3810A. It may take up to one minute to complete the
boot process.
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Install RNDIS drivers

2 If the drivers have not already been installed open the BeagleBone Getting Started drive using
a file explorer.

~ Devices and drives (3)

- QsDhsk () Systern Reserved (D)
] | ||
"y 86.3 GB free of 446 GB My 310 ME free of 349 MB

BeagleBone Getting Started (E:)

|
8.24 ME free of 32.9 ME

3 Select the driver for your OS from the Drivers folder and install the BONE_D64.exe file.

» BeagleBone Getting Started (D:) * Drivers

] MName Date modified Type
Linux 12772015 4:04 PM File folder
MacO5x 27772015 4:04 P File folder
Windows 27772015 404 PM File folder

JeagleBone Getting Started (E:) » Drivers » Windows

e

A% [ Mame Date modified Type Size
ol SFC 2772015 4:04 PM File folder

- @ BOME_D6d.exe 12/7/2015 404 PM Application

b @ BOME_DRY.exe 12/7/2015 4:04 PM Application

4 During the installation, Windows 10 users may see this message. Click the Install this driver
software anyway.

@ Windows Security ;

X Windows can't verify the publisher of this driver software

— Don'tinstall this driver software
You should check your manufacturer's website for updated driver software
for your device,

— Install this driver software anyway

Only install driver software obtained from your manufacturer's website or
disc. Unsigned software from other sources may harm your computer or steal
informaticn.

(V) See details
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Successful installation message will show the message.

BeagleBone Driver Installer

Drivers installation complete

» The drivers were successfully installed on this computer! i a
device came with your software, you can now connect it to this
_ .« computer. f your device came with instructions, please read them

" first.
Driver Name Status
%" Linux Developer Commu... Readyto use
%" BeagleBone COM Driver... Readyto use
»" BeagleBone COM Driver... Readyto use
<Back [ Fnsh | | Canesl

Refer to Troubleshooting Guide - USB RNDIS Drivers Installation for more information if you

receive the error below.

Installation Wizard

Cannot Complete the Device Driver

.- by Ermors were encourtered while installing the software for your
%  devices. Seethe Status column for more details.

Driver Mame Status
X Linux Developer Commu...  Install failed
X BeagleBone COM Driver... Install failed
X BeagleBone COM Driver...  Install failed
< Back Fish | | Cancl
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Configure RNDIS adapter

Your PC will need to be on the same subnet using the RNDIS connection. This does not have
DHCP, so your PC address needs to be set to 192.168.7.1.

NOTE You may need to run this step each time you connect a different BeagleBone to your PC. The
RNDIS adapter setting can only be 192.168.7.1 while the BeagleBone itself is at 192.168.7.2.

5 Go to Network Settings and click the <your Remote NDIS Adapter>. Click Internet Protocol
Version 4 (TCP/IPv4) > Properties and set up as shown below.

For Windows 10, go to Control Panel\Network and Internet\Network and Sharing Center >
Change Adapter Settings:

% Metwork Connections — O 5

= - 160 KB

4~ & > Control Panel > Metwork and Internet » Network Connections v 0 Search Me... S5 KD

11 ME

T4 KB
L_'. Bluetooth Network Connection perties x 174 KB
Somre Mot connected HT.COM 549 KB
B h Devi aring ternet Connection (3] I... 210 KB

L". Ethernet 4 g | | E1KE

S Unidentified network
o : . .
7 Remote NDIS Compatible Device emote NDIS Compatible Device #2 Internet Protocol Version 4 (TCP/IPvd) Properties x
" General

This connection uses the following items:

. ‘fou can get [P settings assigned automatically if your network supy
H?Chent for Microsoft Networks 1] this capability. C_Jthervwse, you need to ask your network admin
"]:3 File and Printer Sharing for Microsoft for the appropriate IP settings.
CIEE iv
s Intemet Protocol Version 4 (TCP/IPv4)e (_) Obtain an IP address automatically
! (@) Use the following IP address: g
& Meowh LLOPFrlocd Over s IENCISREY R
4, Intemet Protocol Version v
Remote NDIS c s || seneemase
Compatible Device — oy . .
p Install Uninstall Fropertiesg Default gateway:
Description Obtain DNS server addre t ticall
Transmission Cortrol Protocol/Intemet Prot A i seruer sndress sutomancaly
wide area networle protocol that provides (®) Use the following DNS server addresses:
across diverse interconnected networks)f
' Preferred DNS server: I:l
Alternate DNS server: I:l
anci
. | [ validate settings upon exit TR
Cancel

If you receive the following message, it means that there was a previous BeagleBone or other
device on this address. You can click Yes if the other device will not be use or No if both devices are
not present.

Microsoft TCP/IP >

The IP address 192.168.7.1 you have entered for this network adapter is

o already assigned to another adapter (Linux USE Ethernet/RMDIS Gadget
#22) which is no longer present in the computer, If the same address is
assigned to both adapters and they both become active, only one of
thern will use this address. This may result in incorrect system
configuration.

Do you want to remove the static IP configuration for the absent
adapter?

Yes Mo Cancel

Keysight U3810 Series Getting Started Guide 33



Set Up SSH connection
6 To launch the Command Prompt, type cmd on your PC at the search bar and click to launch it.

7 On the Command Prompt, type ping 192.168.7.2 and press Enter. You should see:
C:\Users\Lawrence>ping 192.168.7.2

Pinging 192.168.7.2 ulth 32 bytes of data:
from 192.168.7.2: bytes=32 time<lms TTL=64
from 192.168.7.2: 2 time<ims TTL=64
from 192.168.7.2: time<ims TTL=64

from 192.168.7.2: by ime=1ms TTL=64

Ping statistics for 192.168.7.2:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1ms, Average = Oms

8 Once the ping command comes back with a reply and a response time, double-click PuTTY.exe
to launch the PuTTY terminal program.

9 A PUTTY Configuration window will pop up to determine the connection type. Select SSH for
Connection type and enter 192.168.7.2 for the IP address.

% PUTTY Configuration ? X
Category:
—-Session Basic options for your PuTTY session
‘- Logging i L
- Terminal Specify the destination you wantto connectto
- Keyboard P address) Port
- Bell 19216872 | E2
C—
_“Wianeoe:Lures Connection type:
- Appearance (ORaw (O Telnet ()Rlogin f@ssH | (O Serial
Eehawl'm.ur Load. save or delete a stored session
- Translation
. Selaction Saved Sessions
- Colours If\nmm 102 1RR 79 |
—-Connection .
Nafault Settinns Il |
.. Data ‘ Load
- Proxy [
- Telnet | Save
~Rlogin ‘ Delete
+-S5H ‘
- Serial |
Close window on exit:
() Always () Never (@) Only on clean exit
About Help Open Cancel
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10 If this is the first time that the computer is connecting to this Beagle Bone, you will receive this
message and question to which you should click Yes.

The server's host key is not cached in the registry, You
! have no guarantee that the server is the computer you

think it is.

The server's ssh-ed25519 key fingerprint is:

ssh-ed25519 256

55:8b: 50 2e:3ic2ieb:b3:0a:ab: d1: 09 5 84:01:7 2

If you trust this haost, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit No,

If you do not trust this host, hit Cancel to abandon the

connection.

Yes @ Mo Cancel Help

11 Click Open to open the terminal window. Press Enter on the PC keyboard to check and verify
connectivity. Otherwise, refer to Getting Started Guide to upgrade the firmware.

B 192.168.7.2 - PuTTY

login as:

Default username  : debian

Default password  : temppwd
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12 Enter debian for login to log into the Beaglebone CPU on the U3810A. Debian will require
temppwd for its password.

Note that the password will appear as blank and unresponsive as you type.

login as: debian
Debian GNU/Linux 9

BeagleBoard.org Debian Image 2019-09-01

Support/FAQ: http://elinux.org/Beagleboard:BeagleBoneBlack_Debian
default username:password is [debian:temppwd]

debian@192.168.7.2's password:

The programs included with the Debian GNU/Linux system are free
software;

the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Keysight U3810A Image Version 3.57 Sept 20th 2019
Last login: Fri Sep 20 16:49:15 2019
debian@beaglebone:~$

A successful boot will show a login prompt with the password hint shown'in green highlight.

Debian GNU/Linux 9 beaglebone ttySe

BeagleBoard.org Debian Image 2020-01-17

Keysight U3810A Image Version 3.63 Jan 17th 2020

Support/FAQ: http://elinux.org/Beagleboard:BeagleBoneBlack _Debian
default username:password is [debian:temppwd ]

beaglebone login:

This connection is on the system console what might have messages about the system
operation come up If they do, hit <enter> and start a new line.

13 Enter the username debian, <enter> and the password temppwd.
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14 Run the mraa-gpio list command and verify the last few lines of the output look like this.

Tl
T2
T3
T4
75
Ta
TT
T8
Ta
80
Bl
g2
B3
&4
g5
86
BT
88
g9
an
al
az

GPIOL117:
GPIC14:
GPIOL115:
GPIO113:
GPIOL11l:
GPIO11Z:
GPIOL110:
VDD ADC:
AIN4:
GND_ADC:
LING:
ATNS:
AINZ:
ATN3:
AINO:
ATNI:
GPIO20:
GPIOT:
GND:
GND:
GND:
GND:

GPIO
GPIC
GPIO
GPIC
GPIO
GPIC
GPIO

RIO

RIO
ATC
RIO
ATC
RIO
ATC
GPIO
GPIC

TART

S5FI
SFL
S5FI
SFL

The BeagleBone is fully updated and ready to use.
NOTE If the mraa-gpio command is not present, the Keysight image may not have been loaded

correctly. See the section on diagnosing and loading images in the Appendix A - Initialize
BeagleBone with Keysight U3810A Image

15 It is best to power off a system with the button or via a command before disconnecting it from
the power. To power off the system, push the PWR button or type sudo poweroff. The display
should blank once the system is completely powered off.
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Configure BeagleBone to Connect to WLAN network

Once this connection has been established for the first time, it will automatically connect back on
subsequent reboots.

1 Inthe PuTTY terminal window, enter connmanctl to start the wireless connection manager.

2 Enter technologies to verify the WLAN function is available.

debian@beaglebone:~$ connmanctl
connmanctl> technologies
/net/connman/technology/p2p

Name = P2P

Type = p2p

Powered = False

Connected = False

Tetherineg = False
/net/connman/technology/wifi

Name = WiFi

Type = wifi

Powered = True

Connected = False

Tethering = False
7net/connman/technology/bluetooth

Name = Bluetooth

Type = bluetooth

Powered = True

Connected = False

Tethering = False
connmanctl>

— Itis possible that you may see the following. This is an acceptable behavior and you
may proceed:

debian@beaglebone:~/LabCode/M3-L7$ connmanctl

Error getting VPN connections: The name net.connman.vpn was not
provided by any

connmanctl>

— If you see “Powered = False” for WLAN, then it means WLAN is disabled. Enter the
enable wifi command to enable it.

3 Enterthe scan wifi command to search the available networks.
connmanctl> scan wifi
Scan completed for wifi

4 Type the agent on command to turn on the connection agent.

connmanctl> agent on
Agent registered
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5 Type the services command to view the available SSID’s.

connmanctl> services
MRR management service wifi_####### managed_psk
dreamx wifi_1234567890_managed_psk
MRR Management 2 wifi_##t###### managed_psk
PLAZZADPNG wifi_##t###### managed_psk
MRR Management wifi #####H#H## managed_psk
MulhafArchitect wifi_ #itt####H# managed _psk
GLOBAL@unifi wifi_ ######H## managed_psk
ScienceExplorer wifi_##t######_managed_psk
HUAWEI-B618-1492 wifi #####H#H## managed _psk
TMSSB2016 wifi_ #itt####H# managed _psk
Myreka Office wifi_ #tt####H# managed _psk
pgtopteam wifi_ ##t####H## managed_psk

6 Select and copy the desired SSID key, type connect and paste the selected SSID key.
For example:

connect wifi_1234567890_managed_psk

Note on Windows select the key and right-click. On Linux and Mac, you may use middle-click.
Enter the SSID passkeys if needed. The result should say “Connected ...".

Agent RequestInput wifi_1234567890_managed_psk
Passphrase = [ Type=psk, Requirement=mandatory, Alternates=[ WPS ] ]
WPS = [ Type=wpspin, Requirement=alternate ]

Passphrase? wlflp@55werd

Connected wifi_1234567890_managed_psk

You may connect to a different Access Point using this method.

The WLAN network id can be copy and pasted by using the mouse to highlight the section.
On a Windows or PuTTY system, right-click the mouse to paste or the middle-mouse-click on
a Linux system.

It might take two to three minutes to connect to the WLAN network.
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7 Type Ctrl + C to exit connmanctl. Verify your connection with ping by entering ping
www . keysight.comin PuTTY. Press the Ctrl + C on the keyboard to stop the ping process.

debian@beaglebone:/$ ping www.keysight.com
PING e7793.x.akamaiedge.net (23.66.248.80) 56(84) bytes of data.

64 bytes from a23-66-248-80.deploy.static.akamaitechnologies.com
(23.66.248.80): icmp_seq=1 ttl=52 time=102 ms

64 bytes from a23-66-248-80.deploy.static.akamaitechnologies.com
(23.66.248.80): icmp_seq=2 ttl=52 time=125 ms

64 bytes from a23-66-248-80.deploy.static.akamaitechnologies.com
(23.66.248.80): icmp_seq=3 ttl=52 time=256 ms

64 bytes from a23-66-248-80.deploy.static.akamaitechnologies.com
(23.66.248.80): icmp_seq=4 ttl=52 time=182 ms

64 bytes from a23-66-248-80.deploy.static.akamaitechnologies.com
(23.66.248.80): icmp_seq=5 ttl=52 time=102 ms

64 bytes from a23-66-248-80.deploy.static.akamaitechnologies.com
(23.66.248.80): icmp_seq=6 ttl=52 time=127 ms

~C

--- e7793.x.akamaiedge.net ping statistics ---

6 packets transmitted, 6 received, 0% packet loss, time 5007ms
rtt min/avg/max/mdev = 102.375/149.384/256.170/54.741 ms
~Cdebian@beaglebone:/$

You might see error or failure in name resolution possibly due to your local network firewall. In
this case, it is recommended to use your own mobile hotspot as the internet access for
BeagleBone.

In case you run into the following problem while setting up WLAN for example
connmanctl> scan wifi

Error /net/connman/technology/wifi: Did not receive a reply.

Possible causes include: the remote application did not send a reply, the message bus
security policy blocked the reply, the reply timeout expired, or the network connection was
broken. Try the steps below.

connmanctl> tether wifi disable
Disabled tethering for wifi
connmanctl> enable wifi

Error wifi: Already enabled
connmanctl> scan wifi

Scan completed for wifi
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Use WINnSCP to Copy and Edit Files to BeagleBone

NOTE After power or reset, the boot process may take some time to complete before the
192.168.7.2 port becomes active.

Set Up WinSCP

1 For Windows users, download and install a copy of WinSCP from

https://winscp.net/eng/download.php. You should see a WinSCP icon on your desktop.
2 Double-click to launch WinWCP and click New Site. Then, configure the new site with the

following settings.
File Protocol
A ET
Port Number

Username

Password

SCP

192.168.7.2

debian

temppwd

& Login

ﬁ MNew Site

Tools -

Session
File protocel:
SCP

Host name:
192.168.7.2

Lser name:
|deblan

Save hd

Part number:
| 22 3|

Password:

Advanced. . |"'

Close Help
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3  First time users who are connecting WinSCP to the BeagleBone, select Yes when prompted
with a message about connecting to an unknown server.

Warning 7 e

/i‘\ Continue connecting to an unknown server and add its
“™ host key to a cache?

The server's host key was not found in the cache, You have no guarantee that
the server is the computer you think it is.

The server's R5A key details are:
Algorithm: ssh-rsa 2048
SHA-258:  2EPgmpSRaRtUlguwwmSrzavssrhHxd 3aviWhOmBazi=
MD5: cdi 2618 cfiale] 5:9a:5R:F3:bf:06: d2: 3b: 19:ef:7h

If you trust this host, press Yes, To connect without adding host key to the
cache, press Mo, To abandon the connection press Cancel,

Copy key fingerprints to dipboard

Mo Cancel Help
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Copy Files with WinSCP

You should see the GUI below where you can drag files across, to transfer it from the PC to the

BeagleBone and vice-versa.

By NavyBean - NavyBean - WinSCP - O *
Local Mark Files Commands Session Options Remote Help
= ol % a Synchronize | [l f = {r-} @Queue @ Transfer Settings Default 2 ﬁa =
[l MavyBean X [ New Session
I Desktop B e BEOL % deb - (=~ [ - & Q2 D FindFiles | P
ﬂ. New - » ﬂ. New - »
C:\Users\Boon-5eong\Desktop\NavyBean\, /home/debian/
MName - Size Type MName - Size Changed
Parent directon| | + .. 6/17/2018 1:50:07 PM
bin 6/17/2018 1:30:07 PM
8/28/2019 3:00:29 AM
PC BeagleBone
£ > £ >
OBof0Bin0of0 OBof0Bin0of2 11 hidden
a SCP 0:01:29
4 On your desktop, create a text file “test.txt”.
B NawvyBean - NavyBean - Win5CP - O =
Local Mark Files Commands Sessicn Options Remote Help
m % a Synchronize | B @ @ {c:r} @ Queue ~ - Transfer Settings » &5‘ -
& MavyBean X [ New Session
.D"E" = - m” d’f'g" m”
»» > » »
C:\Users\Boon-Seong! Desktop\NawvyBean', /home/debian/
Mame Mame Size
| o.
|D test.xt bin
' LabCode
< > < >
0Bof0Bin0of1 OBof0BinDof2 11 hidden
& 5CP 0:09:43
43
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5 Drag the text.txt file across in WinSCP to copy it over to the BeagleBone.

B NavyBean - NavyBean - WinSCP — a X
Local Mark Files Commands Session Options Remote Help
[ % E Synchronize | [ # ] {é} @Queue = - Transfer Settings » ﬁ -
B NavyBean X [ Mew Session
-D"E'E' = - m” dgvg.. m”
» » » »
Chlsers\Boon-5Seong\Desktoph,
Mame Size
el Drag the file
E testt
< < >
0B of0Bin0of1 OBof 0Bin0of2 11 hidden
& 5CP 0:0%:43
debian@®192.168.7.2

For Linux based systems, copy the file using scp M1-L1.zip
NOTE
command.
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Edit Files with WinSCP

6 With the copy of the test.txt file in BeagleBone, right-click the file and click Edit. It should

prompt a built-in text editor where you will use it to edit shell scripts with a GUI text editor from
PC.

Local Mark Files Commands Session Options Remote Help
E-:'I £ Synchronize Bl & [ 8¢ [Ej Queue ~ - Transfer Settings » g -
& MavyBean »x [ Mew Session
.DEvaET = m” dEvaEv m”
i * -E@ Download ~ [ Edit - 3 =3 » »
ChUsers\Boon-5SeongtDesktop MavyBean', /home/debian/
Mame Mame Size
e o e o
|=| test.bt bin
LabCode
|=] test.bt D KB
[" /home/debian/test.tet - NavyBean - Editor - WinSCP — O >
H @ @ a 9 ) 'ﬁgn #=| Encoding * Color= *
< >
wWerty ....
0Bofd a Y | 11 hidden
01817

WinSCP built-in Text Editor

Line: 1/1

: 1252 (AMSI - La

7 Save your changes and close the text editor.

It is recommended to save your changes frequently as you edit the file, to minimize the risk of
losing your changes when there are any disconnection between your PC and BeagleBone.
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Start PuTTY SSH Connection from WinSCP

If you have PuTTY software installed in your Windows PC, you can integrate PuTTY to WinSCP to
easily start the SSH connection with BeagleBone without having to set up the connection
properties in PuTTY.

1 Inyour WinSCP window, go to Options > Preferences.
2 Goto Integration > Applications.

3 Inthe window below, ensure that your settings are as follows. Click OK to apply these settings.

Preferences ? =
Environment External applications [
In.terface PUTTYTerminal dient path:
- Window
- Commander LPROGRAMFILES 32 \PUTTY \putty. exe ~ Browse...
- Explorer patterns
. Li-:mguages | Remember session password and pass it to PUTTY (S5H) I
anels
- File colars I Open Telnet sessions in PUTTY for FTP sessions I
- Remote ] ] ]
- Local [ ] Automatically open new sessions in PUTTY
En_:Iitors PUTTY reqistry key:
- Internal editor I Software\SimonTatham\PuTTY w I
T(ansfer
- Drag & Drop
i Background
‘. Endurance
Metwark
Security
Logging
Integration
. Applications
Commands
Storage
pdates

4 (Click the PUTTY button and PuTTY will automatically log in to BeagleBone with the credentials
used in WinSCP.

Local Mark Files Commands Session Options Remote Help

[Mp] & C3 Synchronize @ 45 G Queue -

B NavyBean X [ Mew Session
©.C0S - = - B &
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Use USB Memory Stick to transfer files

This task is optional and is only recommended when there are no direct or wireless connections
available to the system. Another method would be to use USB memory stick to transport files.

1 Ifyou are not already logged in, use PuTTY to log in into the BeagleBone module with the
following details.

Host Name 192.168.7.2
Port 22
Connection type SSH

Username debian

Password temppwd

NOTE The connection from PuTTY to the BeagleBone uses USB RNDIS device network which is a

virtual Ethernet network so that you can use TCP connection to BeagleBone. This method is
used since USB2 and its UART will be required for communication to the Xbee3 module in this
lab. Use of an IDE is also possible and is covered in the Appendix B - Cloud 9 IDE Usage.

2 With the BeagleBone powered up with a PUuTTY terminal open, insert the USB stick into a USB
slot on the BeagleBone.

3 Wait for a few seconds before you enter the 1sblk command to list the available devices. You
should see similar results as below.

debian@beaglebone:~$ 1sblk

NAME MAJ :MIN RM SIZE RO TYPE MOUNTPOINT
sda 8:0 1 15G 0 disk

Lsda1 8:1 1 156G © part
mmcblklboote 179:8 0 2M 1 disk
mmcblklbootl 179:16 0 2M 1 disk

mmcblkl 179:0 0 3.6G @ disk
Lmmcblkipl  179:1 ® 3.6G @ part /
debian@beaglebone:~$

NOTE Try to run the 1sblk command before you plug in your USB stick and run the command again
with the USB plugged in to know which sd- designator is assigned to the USB stick memory.

4 The partition that needs to be mounted is partition 1 of device sda. Use the following command
to mount the USB memory stick:

sudo mount /dev/sdal /mnt
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5 You can view the content in the USB memory stick on ls /mnt. You can copy files from /mnt
using the cp command to your home directory.

Many systems will automatically mount into /media/usb. To manually mount to this area, first
the directory needs to be made and then mount the USB stick to this area.

debian@beaglebone:~$ sudo mkdir /media/usb

debian@beaglebone:~$ sudo mount /dev/sdal /media/usb

6 Once the USB memory stick is no longer needed, issue the sudo umount /mnt command on
this device to flush all the buffers and close the device.

You have now completed the setup of your U3810A.

Students may begin on Lab 1. If the kit has been used by a student before setup and you
performed this setup to return the U3810A to factory configuration, it is suggested that you run
at least the first test in the next section.
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Hardware Verification

WARNING Do not connect voltages greater than 3.3 V to GPIO pins as this may damage the BeagleBone
CPU. These over-voltage sources include the VIN pin on the Arduino Shield and DC Power

connectors, and +5VRAW and +5VSYS on interface connectors such as J10, JP55, and TP51.

1 If you are continuing this lab from previous lab session;

a Ensure your U3810A jumper settings are set up according to Main Jumpers
b Connect your PC to the BeagleBone with a USB cable. Refer to Establish Secure Shell
(SSH) Communication between BeagleBone and PC

2 Establish a secure shell communication with the BeagleBone. Refer to latter part of Establish
Secure Shell (SSH) Communication between BeagleBone and PC

3 After you have logged into the BeagleBone, run the following commands to go to M1-L1
LabCode directory.

cd /home/debian/LabCode/M1-L1
1s -1
After you have gone into the M1-L1 directory, you should able to see this list of files.

debian@beaglebone:~/LabCode/M1-L1$ 1ls -1

total 76

-rwxr-xr-x 1 debian debian 993 Aug 28 2019 compileCode.sh
-PW-r--r-- debian debian 6841 Aug 28 2019 M1 _L1 AccelDisplay.c
-PW-r--r-- debian debian 6152 Aug 28 2019 M1_L1 ADTempDisplay.c
-PW-r--r-- debian debian 3672 Aug 28 2019 M1_L1_ATempDisplay.c
-PW-r--r-- debian debian 2773 Aug 28 2019 M1_L1_ButtonTest.c
-PW-r--r-- debian debian 4834 Aug 28 2019 M1_L1_LCDAnimation.c
-PW-r--r-- debian debian 5293 Aug 28 2019 M1_L1 PressureDisplay.c

-rW-r--pr--

1

1

1

1

-rw-r--r-- 1 debian debian 8026 Aug 28 2019 M1_L1_GyroscopeDisplay.c

1

1

1 debian debian 2953 Aug 28 2019 M1_L1 RelayTest.c

1

-PW-r--r-- debian debian 7003 Aug 28 2019 M1_L1_RGB_LED PWM.c
-rw-r--r-- 1 debian debian 2218 Aug 28 2019 M1_L1_TMP36.c

Irwxrwxrwx 1 debian debian 27 Aug 13 20:00 mraa_beaglebone_pinmap.h ->
../mraa_beaglebone_pinmap.h

4 The code for this lab can be all compiled by using a shell script. However, the permissions
must be set to allow execution of the script. Run the following command to enable execution.

chmod 755 compileCode.sh
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5 Once the permissions have been changed, type ./compileCode.sh to execute the code. This
command will check and ensure that proper MRAA libraries are installed before compiling the
code needed in this lab.

Starting

% %k % k%
%k %k %k k%
%k %k %k %k k
%k Kk k
%k %k k
% %k % k%
%k %k %k %k k
%k Kk k
%k % k%

%k %k >k k%

Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling

Compile complete

debian@beaglebone:~/LabCode/M1-L1/M1-L1$ ./compileCode.sh

Found the proper mraa version

LCD Animation

Button Test

RelayTest

TMP36

Analog Temp Display

Analog Digital Temp display
Pressure Display

Accel Display

RGB_LED_PWM
GyroscopeDisplay
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Test the LCD Display

In this task you will compile and run the first program. This is a program that checks the 1°C bus and
tests the LCD display by an animation of the characters.

1 Type ./LCDAnimation command to run the LCD Animation code.

NOTE If the file does not exist, enter the following command to recompile the code.

gcc M1_L1_LCDAnimation.c -1 mraa -o LCDAnimation

When the program is executed, you should see an animation on the LCD as shown below.

o e . KEYSIGHT #1525 A
EEE A

TECHNOLOGIES - EEE A TECHNOLOGIES -

U3810A IoT Educational Kit U3810A IoT Educational Kit

B1 Bl ~

B2 *®

NOTE If the 12C bus is missing, this error message will be displayed:
The I2C Bus 2 is not available. Please check /dev/i2c-2
If the LCD display is not detected by the I2C bus, this error message will be displayed:

Failed to initialize display

Check i2cdetect -r -y 2 for Ox3E

2  Press Ctrl + C in the PuTTY window to stop the LCD animation program.

debian@beaglebone:~/LabCode/M1-L1$ ./LCDAnimation

LCD Animation Program Running...Hit Control-C to Exit.
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Test the U38T0A GPIO Using Buttons and a Relay.

In this section will examine the GPIO functions of the BeagleBone. First, run a program to test out
the buttons on BeagleBone. Next, you are going to power up the relay circuit and run another
program to control the relay circuit by turning on and off using the button on the BeagleBone.

1 Run the ./ButtonTest command to run the Button Test code.

NOTE If the file does not exist, enter the following command to recompile the code.

gcc M1_L1 ButtonTest.c -1 mraa -o ButtonTest

KEVSIGHT ooz mwy Bl o KEYSIGHT

TECHNOLOGIES A TECHNOLOGIES vie KEYSIGHT v

U3B10A IoT Educational Kit 5 U3B102A IoT Educational Kit

TECHNOLOGIES

2

Buttons on None ] e Buttons on 1

NOTE The program will run and if the I12C bus is missing or the display is not detected on the bus

and error message will appear.

‘e a1 8 e
- 48 -0 41

2 Press each one of the buttons and verify the display shows which button is “on”.

3 Try to press multiple buttons and all the buttons that are pressed should show. When the
ButtonTest code is executed, the LCD will display the B1, B2, B3 or B4 buttons depending on
which is pressed.

4 Press Ctrl + C in the PuTTY window to stop the Button Test program.

Next, you will control a relay using buttons. To do this, the relay will need +5V, ground, and a
control signal. The GP2 on J9 Pin 3 (2) will provide the control signal. When this signal is asserted
low, the relay will turn on.

Keysight U3810 Series Getting Started Guide 52



5 Connect Jb6, J8, and J9 to the RELAY ACTUATOR according to the table below:

From To

J8 (GND) RELAY ACTUATOR J1301 (GND)
J9(2) RELAY ACTUATOR J1301 (RELAY)
J6 (5V) RELAY ACTUATOR J1301 (VCC)

76
223203321

TARRAIRA
fun

£ Pi

3

The diagram above might appear dark in print outs. Refer to Appendix C - Keysight U3810A
Technical Documents for the searchable PDF to help you locate the locations of the jumpers,
connectors and components.
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6 Type .RelayTest to run the Relay Test code.

If the file does not exist, run the following command to recompile the code.
gcc M1_L1 _RelayTest.c -1 mraa -o RelayTest

When you see the following messages in your PuTTY terminal, press Ctrl + C to stop the
program and re-run it again.

B debian@beaglebone: ~/M1-L1 - O >

T
T
T
T
T
T
T
T
T
T
T
T
T
T

Pressing the B1 button should turn on the relay, you should able to hear the relay switch clicks
and LED1302 light up. Press the B2 button to turn it off.

r

Relag On

7 Press Ctrl + C to exit the RelayTest program and disconnect all jumper wires.
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Test SPI by Reading sensor data and display on LCD

For this part, the JP15 Jumper must be in place.

Before you begin, configure the Keysight U3810A as a “cape” on top of the BeagleBone CPU, and
with the jumper configuration shown below:

Jumper JP1 JP15 JP55 JP101 JP201 JP2101 JP2201 JP2301
Sensor +bVSYS XB1 XB2 LoRaT
Name Input Current Current +EVRAW XB Current  LoRa Current Current Current Current

m In place In place Removed In place In place In place In place In place

DC/DC Converter / Charcer il
| } [

JP2101 B )P2201 B JP2301 §

L

The diagram above might appear dark in print outs. Refer to Appendix C — Keysight U3810A
Technical Documents for the searchable PDF to help you locate the locations of the jumpers,
connectors and components.
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In this section, you are going to test run a ready-made application to capture returned data from
the TMP36 analog temperature sensor and display the results on the LCD. The TMP36 analog
temperature sensor is a precision integrated-circuit temperature device that operates at 2.7 to 5.5
V and produces an output voltage linearly proportional to the temperature. It measures
temperature from -50 °C to 150 °C and produces output voltages from 0.0 to 2.0 Volts. Every 10-
mV change in the output voltage represents a temperature change of 1 °C. The TMP36 is based at
.5V where 0°C = 500mV

VTMPSG =5V+ Temp x.01V/C

_ 28-50V
Lcm h 18274711 10
0.1y ) ADBEOIALZ-REELT  gmipy
0161-1207 1 10mWiIC Utaz 2 | ®
L + - MCC o
GMD1 ( = 1 ; TEME 2 0
| 1 GHOY 3
4 o/ » 4 . 06003611 o
UiD1 18272052 1827-2052 o soon ha
TMP28GRTZ-REELT s  TMPIEGRTZREELT SN .
MG —2— MoComn (1, GND1 v v

The schematic of the connection is shown below, with the sensor connected to CH7 (A7):

Analog Regulator and ADC

5
e L 1 47
‘é G0y 25y
OCOM
+3.3VREF
1827-6510
19 MCP3208-CUSL
== @ Ur ADC
Dcomg Vgﬂ
a— SDI {11
2 Ny ADC 12
3 ] e S00 v
4 M eps SOLK |12
8N apg 10
6 N CSHISHON [t
CH5
LAY pottr
AN oo
cH7 2 2
15 M yrer@ @
x e
I o
| cis
— 0. 1u
01614665
pcom™
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1 Connect the TMP36 ANALOG TEMP SENSOR pins to U3810A J10 pins with jumper wires
according to the table and image below.

From To

J10 (+6SYS) ANALOG TEMP SENSOR J1101 (VCC)

J10 (A7) ANALOG TEMP SENSOR J1101 (TEMP)
J10 (GND) ANALOG TEMP SENSOR J1101 (GND)

IR DY

The diagram above might appear dark in print outs. Refer to Appendix C — Keysight U3810A
Technical Documents for the searchable PDF to help you locate the locations of the jumpers,

connectors and components.
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2 Run the compiled program tmp36 to get the ADC value reading.

./tmp36

NOTE If the file does not exist, enter the command below to recompile the code.

gcc M1_L1_TMP36.c -1 mraa -o tmp36

You should be able to see the returned value from the sensor in the PuTTY terminal program.
Take note that the returned value is shown as a digital signal from a scale of O to 4095, which
represents 0 to 3.3 V. For example, when the TMP36 returns a signal with 0.733 V, it will appear
as 911 in the PuTTY terminal.

debian@beaglebone:~/LabCode/M1-L1$ ./tmp36
ADC Value at Channel 7:] 911 |
debian@beaglebone:~/LabCode/M1-L1$

The U3810A also has the capability to display a message on the onboard LCD. To display the
temperature sensor on the LCD display, compile the ATempDisplay.c inside BeagleBone CPU.
Enter the command below.

gcc M1_L1_ATempDisplay.c -1 mraa -o ATempDisplay

Enter the command below to run the compiled program. The temperature detected by the sensor
will appear on the LCD display.

./ATempDisplay

Touch the sensor with your fingertip to increase the temperature reading. The temperature
reading will increase due to your body temperature.
®Vv-2

o

B201 - A
B

7?7 U3810A IoT Educational Kit

.
B1 R2a

o
B2 m= = Al
R

e —— .

.
B3 r2= ™

Press Ctrl + C to stop the measurement.
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Test I°C bus using the LM75 Temperature Sensor

I2C bus devices are located at /dev/i2c*. On the BeagleBone used with the U3810A I2C Bus 1 is
connected to the Arduino J8 connector and the J11 connector. The I°C Bus 2 is connected to the
LCD Display and the U3810A EEPROMSs.

In this section you are going to connect an I2C device to the U3810A. First the connection will be
verified with Linux command line functions. Then, run a program that will compare the analog
sensor to the digital sensor.

1 Keep the ANALOG TEMP SENSOR wires connected and connect the DIGITAL TEMP SENSOR to
J11 according to the table below.

From To

J11 (VSENSOR) DIGITAL TEMP SENSOR J1201 (VCC)
J11(SCL) DIGITAL TEMP SENSOR J1201 (SCL)
J17 (SDA) DIGITAL TEMP SENSOR J1201 (SDA)
J11(GND) DIGITAL TEMP SENSOR J1201 (GND)

View the jumper wires connection in the next page.
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"na

n

The diagram above might appear dark in print outs. Refer to Appendix C — Keysight U3810A
Technical Documents for the searchable PDF to help you locate the locations of the jumpers,
connectors and components.

To know more about ground symbols, refer to Appendix G - Electrical Ground Symbols.
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2 Run the following command to verify if the sensor is connected correctly.
i2cdetect -r -y 1

The result should only show 0x48 which is the Temperature Sensor as shown below.

debianfbeaglebone:~% iZcdetect -r -y 1
g 1 2 3 4 5 & 7 8 5% a b c d e £

NOTE — The i2cdetect command is part of the I2C Tools, used to detect the types of devices

present.
— The i2cdump command will dump 256 bytes of data from the specified I?C device.
— The i2cget gets one byte of an I2C device for its register space.
— The i2cset can set one byte of an I°C device.

As a test to display the data in the temperature sensor, run the i2cdump -y 1 0x48
command.

debian@beaglebone:~$ i2cdump -y 1 0x48
No size specified (using byte-data access)
0 1 2 8 4 § 6 7 8 9 a b ¢c 4 e £ 012345678%abcdef

00: 1c 00 4b SO ff ff ff al 1lc 00 4b S0 ff ff ff al ?.KP...?2?2.KP...?
10: 1lc 00 4b SO ff ff ff al 1lc 00 4b S0 ff ff ff al ?2.KP...22.KP...?
20: 1c 00 4b SO £ff ff ff al 1lc 00 4b SO ff ff ff al ?2.KP...?22.KP 74
30: 1c 00 4b S50 ff ff ff al 1lc 00 4b 50 ff ff ff al ?2.KP...22.KP...?
40: 1lc 00 4b S0 ff ff ff al 1lc 00 4b 50 ff ff ff al ?2.KP...?2.KP...?
S0: 1lc 00 4b S0 ff ff ff al 1lc 00 4b 50 ff ff ff al ?2.KP...?2?2.KP...?
60: 1lc 00 4b SO ff ff ff al 1lc 00 4b S50 ff ff ff al ?.KP...?22.KP...?
70: 1lc 00 4b S50 ff ff ff al 1lc 00 4b 50 ff ff ff al ?2.KP...2?2.KP...?
80: 1lc 00 4b SO ff ff ff al 1lc 00 4b S50 ff ff ff al ?2.KP...?2.KP...?
90: 1lc 00 4b SO ff ff ff al 1lc 00 4b 50 ff ff ff al ?2.KP...?22.KP...?
a0: 1lc 00 4b SO £ff ff ff al 1lc 00 4b SO ff ff ff al ?2.KP...22.KP...?
b0: 1lc 00 4b S0 ff ff ff al 1lc 00 4b 50 ff ff ff al ?2.KP...?22.KP...?
c0: 1c 00 4b S0 ff ff ff al 1c 00 4b 50 ff ff ff al ?2.KP...2?22.KP...?
do: 1lc 00 4b 50 ff ff ff al 1lc 00 4b S0 ff ff ff al 2.KP...22.KP...?
e0: 1lc 00 4b SO ff ff ff al 1lc 00 4b S50 ff ff ff al ?.KP...22.KP...?

?2.KP...2?22.KP ?

£0: 1c 00 4b SO ff ff ff al 1lc 00 4b S50 ff ff ff al

Command Description

12cdetect Detect I°C chips

2cdump Examine I°C registers
2cget Read from I2C chip registers
12cset Set I°C registers
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3 Run the compiled program to display both the ANALOG TEMP SENSOR and DIGITAL TEMP
SENSOR reading on the LCD display.
./ADTempDisplay

NOTE If ADTempDisplay is not already there, use the command below to compile.

gcc M1_L1_ADTempDisplay.c -1 mraa -o ADTempDisplay

The program will display both TMP36 and LM75 on LCD as shown below.

U3B810A IoT Educational Kit

CA_TemrF:

’ E_TEMF=

4 Press Ctrl + C to exit the program and disconnect all jumper wire connections.
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Test I°C bus using the MPL3115A2 Pressure Sensor

In this section, you are going to connect an I°C device to the U3810A. First, the connection will be
verified with Linux command line functions. Then, run a program that displays the barometric
pressure to the LCD display.

1 Connect the Digital Pressure Sensor to the J11 pins according to the table below.

From To

J17 (VSENSOR) DIGITAL PRESSURE SENSOR J1701 (VCC)
J11(SCL) DIGITAL PRESSURE SENSOR J1701 (SCL)
J11 (SDA) DIGITAL PRESSURE SENSOR J1701 (SDA)
J11 (GND) DIGITAL PRESSURE SENSOR J1701 (GND)

U3810A IoT Educational

[ RLRE
WeR3833

DIGITAL
PRESSURE
| SENSOR

The diagram above might appear dark in print outs. Refer to Appendix C - Keysight U3810A
Technical Documents for the searchable PDF to help you locate the locations of the jumpers,
connectors and components.
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2 Run the following command to test the connection. The result should only show Device 0x60 on
the list.

i2cdetect -r -y 1

debianfbeaglebone:~% iZcdetect -r -v 1
g 1 2 32 4 5 & T 8 8% a b c d e £

0o —— e e e e e e e e e e
10: == —— e mm e e e e e e e
200 —— —— —— —— = = = = = —— —m —m —m —m —— -
F0: —— —— m—m mm e mm e e e e e
4 —— —— m— mm e e e e e e e

B —— —— m—m mm e e e e e e e

B0: B0 —— —= —= —= —= —— —m o o oo oo o
TO: == == == == == —= —— —-

3 Run the Barometer code with the command below.
./PressureDisplay

NOTE If the file does not exist, enter the command below to recompile the code.

gcc M1_L1_PressureDisplay.c -1 mraa -o PressureDisplay

Pressur
18687.8 mBar

.

c3g R3

ur €

4 Press Ctrl + C to exit the program and disconnect all jumper wires from DIGITAL PRESSURE
SENSOR.
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Test I°C bus using the LMS9DS1TR IMU Accelerometer.

In this section, you are going to connect an I°C device to the U3810A. First the connection will be
verified with Linux command line functions. A program will be run to show the 3-axis acceleration
on the LCD display.

1 Connect the IMU to the J11 pins according to the table below. Note the ground pin is not
adjacent to the other three pins.

From To

J11 (VSENSOR) IMU J1601 (VCC)
J11(SCL) IMU J1601 (SCL)
J11 (SDA) IMU J1607 (SDA)
J11 (GND) IMU J1601 (GND)

U3810A IoT Educational

ez

d 1213
DIGITAL . ANALOG DIGITAL
PRESSURE ) | TEMP
| SENSOR / JSENSOR

The diagram above might appear dark in print outs. Refer to Appendix C — Keysight U3810A
Technical Documents for the searchable PDF to help you locate the locations of the jumpers,
connectors and components.
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2 Run the following command to test the connection. The result should only show Device Ox6b on
the list.

i2cdetect -r -y 1

debianf@beaglebone: ~/LabCode/M1-L15 iZcdetect -r -v 1
o 1 2 3 4 5 & T 8 9 a b o d e £

|:||:|- —_—— m,m mm e e e
10 == == == == —m —m mm mm e e e —— —— l& -
e J
308 —— —— —m —m —m mm mm o -
&D- _—— e e e e e e e i i e e i —m —— ——

B: == —m— mm e e mm e —m —— —— —— —— —— ——

60: —— —= == == == —— == == —— —— —— §b —= —= —— ——
TO: —— == —— —— —— —— —— ——

3 Run the Accelerometer code with this command.
./AccelDisplay

NOTE If the file does not exist, enter the command below to recompile the code.

gcc M1_L1_AccelDisplay.c -lmraa -o AccelDisplay

4 Tilt the board and notice the change 1.0 is equal to 1 g or 9.8m/s?due to the earth’s gravity.

U3B10A IoT Educational Kit

1B A Y &
LB.13 -A, 19 8,598

LU LT

5 Press Ctrl + C to exit the program and disconnect all jumper wires.
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Test the PWM functions with the RGB LED.

In this section, you are going to the RGB LED to three different PWM outputs. The PWM outputs
will cycle to display the different colors and intensities that can be generated by the RGB LED.

1 Connect the RGB TRI-COLOR LED J45 according to the table below.

From To

RGB TRI-COLOR LED J45 (R) BeagleBone P8 pin 13
RGB TRI-COLOR LED J45 (G) J9 (*5)

RGB TRI-COLOR LED J45 (B) J9 (*6)

it Yt

! 3 %
' " ' ‘
| !

_; BeagleBone P8

Tri Color LED

{

The diagram above might appear dark in print outs. Refer to Appendix C — Keysight U3810A
Technical Documents for the searchable PDF to help you locate the locations of the jumpers,

connectors and components.
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2 Connect a wire from the BeagleBone P8 pin 13 to the R of the TRI-COLOR LED.

R
Ve ,
Qe o8,

»
"~
-

PLeeav
1 od0e

w

BeagleBone P8 pin 13

vog

U e W W e e e e
SO IO T OO T v v wae

ST R
@9

8

onestrm™

clent A “\‘
A n
oy 101012

The diagram above might appear dark in print outs. Refer to Appendix C — Keysight U3810A
Technical Documents for the searchable PDF to help you locate the locations of the jumpers,
connectors and components.

For the location of BeagleBone P8 pin13, refer to Appendix D — BeagleBone Pinouts.
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3 Next connect a wire from the *5 pin of J9 to the G of the TRI-COLOR LED.
4 Connect a wire from the *6 pin of J9 to the B of the TRI-COLOR LED.

cienl 4 "
(2]
agy 101012

KEYSIGHT

w3se- 2650t
TECHNOLOGIES ' %

The diagram above might appear dark in print outs. Refer to Appendix C — Keysight U3810A
Technical Documents for the searchable PDF to help you locate the locations of the jumpers,
connectors and components.

5 Run the program and observe the different colors on the TRI-COLOR LED. Note this program
has a special exit routine to reset the PWM pins back to the default mode.

./RGB_LED_PWM

NOTE If the file does not exist, enter the command below to compile the code.

gcc M1_L1_RGB_LED_PWM.c -1 mraa -o RGB_LED_PWM

6 Press Ctrl + C to exit the program and disconnect all jumper wires.
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Test the XBee module via BeagleBone Serial Port

1
2

Enter minicom -D /dev/ttyS1 -b 9600 to open a minicom terminal to /dev/ttyS1.

To test the presence of the module, type +++ to get the module into command mode. This will
also print back “OK”

Press <CTRL-A> and then x to exit the minicom.

debian@beaglebone:~$ minicom -D /dev/ttyS1l -b 9600

Welcome to minicom 2.7

OPTIONS: I18n
Compiled on Apr 22 2017, 09:14:19.
Port /dev/ttyS1l, 20:30:08

Press CTRL-A Z for help on special keys
+++

OK

Test the LoRa module via BeagleBone Serial Port

1

5

Open a terminal to /dev/ttyS2 using 57600 baud by entering. minicom -D /dev/ttyS2 -b
57600

With the terminal open, enter a Control-a and the then character e. This will turn on the echo.

The LoRa module requires both a Carriage Return and Line Feed at the end of any command.
To clear out the buffer, press Enter and then a Control-j. You may see “invalid_param”

To verify the radio version type sys get ver <enter><CTRL-j>

debian@beaglebone:~$ minicom -D /dev/ttyS2 -b 57600
Welcome to minicom 2.7

OPTIONS: I18n

Compiled on Apr 22 2017, 09:14:19.

Port /dev/ttyS2, 19:59:29

Press CTRL-A Z for help on special keys

invalid_param
sys get ver

RN2903 1.0.3 Aug 8 2017 15:11:09

Press <CTRL-a> and then x to exit minicom.
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Maintenance

Electrostatic Discharge (ESD) Precautions

Almost all electrical components can be damaged by electrostatic discharge (ESD) during handling.
Component damage can occur at electrostatic discharge voltages as low as 50 V.

The following guidelines will help prevent ESD damage during use and service operations:
— Disassemble products only in a static-free work area.

— Use a conductive work area to reduce static charges.

— Use a conductive wrist strap to reduce static charge accumulation.

— Minimize handling.

— Keep replacement parts in original static-free packaging.

— Remove all plastic, foam, vinyl, paper, and other static-generating materials from the
immediate work area.

Cleaning

To prevent electrical shock, disconnect the product from AC mains power and disconnect all test
leads before cleaning. Clean the outside of the product using a soft, lint-free, cloth slightly
dampened with water.

Do not use detergent or solvents.
Do not attempt to clean internally.

If needed, contact a Keysight Technologies Sales and Service office to arrange for proper cleaning
to ensure that safety features and performance are maintained.
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Schematic and Characteristics of Sensors and Actuators

Relay Actuator

KI391

RELAY ACTUATOR

Relay Actuator
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- MermanTh LBV - - nyam g]:‘l-|n-
N mﬁg # ,;%‘ e . .-DIE
™ | ey 9 et
- LED 309
had —— o prmsmee |l e _— =
1545183 3 = 1
- ,}D_‘,! wanl | et o
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| SRR 1 ]
APFTIERED S0 0L
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| e ik Frie Smn
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el -’";/ L -HM-LEJ;-H
ﬁ'&._\_ sirtve SOrm [T = || dree
1 ey e WAL= S
| s W T
SMTALVCITOT DT H
Parameter Minimum Maximum Typical Units Condition
vce 4.0 55 5.0 Volts
] 2.0 40 3.0 mA Relay Off
] 55.0 90 71.0 mA Relay On
Vinh 2.1 VCC+0.7 Volts Input to turn off relay
Vinl -0.7 1.8 Volts Input to turn on relay
Operate time 15 ms
Release time 5 ms
Rinitial 50 mQ
Life expectancy 107 ops < 1A contact current
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PWM LPF

L
UIsSois & & 52
R1%3f B R1504

PWM LPFs (fc = 160Hz)

33-50W
18274711
10K R1SCH '\-\.._{ ADSEMIALLT-REELT Risos
4 k! - LHEDA %4
DS-35T0 "““-H__ 1
At
5o O.iu 5OV 4 . BEEs-3511
& 1S 7]
O— yn| 1511835 o
&__P‘:'EE'EH aNEs o @
o= PN DC OUTT = [ o
12 15 PWRI_DC_OUT2 ]
SE000-104HLF :
GHDS 010 5w =l
A ci=m3 £8000FI03HLF
12274711 D1E4-153
10K R1SI2 e ADESIEALZ-REELT  masod GHDS GMDS
2 . L1502 =4
DSEE-3570 ey 1 AR
0.1u SOV 2 . L
1502 ]
Di51-1835 o
GHDS VGFDE
Parameter Minimum Maximum Typical Condition

vcc

lin

Filter

5.0 Volts
80 HA No load
160 Hz 3dB, 1 pole RC

Keysight U3810 Series Getting Started Guide

73



Solid State Relay

Solid-State Relay Actuator
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AFTAEDEEC /_/l BEO00-I03HLF
R14|11£< RED - HIGH EFFICIENCY g e 1 WO TSV ViN=3 3V GhD4
P ‘"‘-\.\_J LGV mmm A W
12V <mmm DAY
15224353 IH= TEEV=3.5umin
) VL= ZwGym . 5yman
SET Fion = .5 ohm bypic ] EMTALVCIGOTORYR
Reiay-S0id Etate 170 D54 VF-5 TOMH] D02s TOFF-0.0002s SMT -
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2 e : I5 ok hane. ok can

\'\\l drive S0ma 2 In || drive

100ma) and VOL= S5

12324383 WER WOC=3 I,
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Parameter Minimum Maximum Typical Units Condition
vcC 4.0 5.5 5.0 Volts
] 20 4.0 3.0 mA Relay Off
lin 50 8.0 6.0 mA Relay On
Vinh 2.1 VCC+0.7 Volts Input to turn off relay
Vinl -0.7 1.8 Volts Input to turn on relay
Operate time 2 65 ms
Release time 2 .08 ms
Rinitial 2.5 .83 Q Each FET (2 FETs may be paralleled)
Life expectancy n/a ops No significant degradation with life
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Digital Pressure Sensor

DIGITAL
PRESSURE
/') SENSOR

Digital Pressure Sensor

2-35W
L7 B
o4 1l g7
“"51'35% § a —|_u'1€'f|1-13u? RATH RATOZ
ol 2 o xﬁgga-:mu xﬂsmér:a-m P
FREESS EMER VCCAT E
- E— £ PR ST
PN Ay v — =
GHD | 1251-5815 _
— g o 550001 04HL=
MPLI115A2 : ;
I Intertace Fressurs Sarsor MEME B-LOA }' —I_'”E"”""
adr=0110000360n, fape hole woen deaning 7 Vm«m VGHI:."T
Parameter Minimum Maximum Typical Units Condition
vcC 2.0 3.6 3.3 Volts
] 265 40 HA Relay Off
Vinh 75 Volts
Vinl 3 Volts
gar:;b;ated 50 110 kPa
Noise 19 Parms 1x oversample
2::3::(‘;; 4 y H- kPa
Relative accuracy during pressure
Relative change between 70 to 110 kPa at any
+/-.05 kPa ;
accuracy constant temperature between -10 °C
to 50 °C
Resolution .25 (.0625) 1.5(.3) Pa(m)/LSB
Output data 100 Hz One-shot mode

rate
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Analog Temp Sensor

. s }" | )
8 & \ I
=

c1iol
"

—
Jiel

v /1101
f‘v ores

D hkd wee 5
k3 -

it ANAL DG
. TEMP
- SENSOR

Analog Temperature Sensor

ZE-50W
J_ 101 “ 18274711 J10
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Condition

Parameter Minimum Maximum Typical
vcC . . 3.3 Volts

lin 80 HA

V Temp range . . 0.75 V Output Voltage -40C, 100C, 25C
Accuracy +/-1 C 25C

V Temp 5+.01/C V Vout=.5V +.01V/C
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Digital Temp Sensor

Digital Temperature Sensor

Full up resisiors on &R board,

Sgesnv not piaced here
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1ok o iok 1227-3601 R
onpz  UMTSALCMORE EE000-104HLF
ackdr=Cr00H 000D GNO2
{;‘EHD} v
Parameter Minimum Maximum Typical Condition

VCC 2.8 5.5 33 Volts

lin 5 .28 mA 1°C inactive

Output 5 C/LSB 9-bits 2s complement

Accuracy -2 2 5 C Typ from 0 to 50C, Max -25 to 100C
V Temp .5+.01/C \% Vout= .5V +.01V/C
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Inertial Measurement Unit
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Inertial Measurement Unit (IMU)
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Parameter Minimum Maximum Typical Units Condition
vcC . 3.3 Volts

] b/4 mA accel+mag/gyro

100 Hz One-shot mode
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IMU Characteristics from the LSM9DS1 datasheet:

@ Vdd = 2.2V, T = 25 °C unless otherwise noted'®

Table 3. Sensor characteristics

Symbol Parameter Test conditions Min. | Typ." | Max. | Unit
+2
- +4
LAFS | aeuremen range = g
+16
+4
M ES Magnetic +8 gauss
- measurement range +12
+16
+245
G FS Angular rate 2500 dps
- measurement range
#2000
Linear acceleration FS =12 g 0.061
. _|Linear acceleration FS =+4 g 0122
LA_So |Linear acceleration sensitivity Linear acceleration FS = 28 g 0243 mgLSB
Linear acceleration FS=+16 g 0.732
Magnetic FS = +4 gauss 0.14
M_GN |Magnetic sensitivity Magnetic FS = +8 gauss 029 mgauss/
Magnetic FS = +12 gauss 0.43 LsB
Magnetic FS = 16 gauss 0.58
Angular rate FS = £245 dps 8.75
G_So [Angular rate sensitivity Angular rate FS = £500 dps 17.50 nldspﬂts.f
Angular rate FS = £2000 dps T0
L ryon [ e e ]S =200 20 g
M_TyOff |Zero-gauss level ¥ FS = +4 gauss +1 gauss
G_Tyof |ngular rate FS = +2000 dps +30 dps
typical zero-rate level (4
M_DF |Magnetic disturbance field Zero-gauss offset starts to degrade 50 gauss
Top Operating temperature range =40 +85 C
1. Typical specifications are not guaranteed
2. Typical zero-g level offset value after soldering
3. Typical zero-gauss level value after test and timming
4. Typical zero rate level offset value after MSL3 preconditioning
a. The product is factory calibrated at 2.2 V. The operaticnal power supply range is from 1.9 WV to 3.6 V.
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Current Sensor
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Figure 11. Input Common-Mode Voltage vs. OQutput Voltage,
Dual Supply, Vi=+5V,G=5

Current Sensor Pouwer from USB (and VOUTS when jumpers are installed)
e
= s
. ]
v e (o
Instrumentation Amplifiers; haad
. Output
lin > welf .
] -
z @ el = ol
Input + E e L.,,_ B . s
: }f’w }ﬁm = N
- - -
o 1A max! =%,
1 i
P |0Ut<7wum max 1A max RFI Suppression o=
Power —r pmp—
e 200/20/2/ 2 Ohm Sense Resistor

(select shunt by removing resistors right-to-ieft)

45V 10 -4.5V Inverter

Parameter Minimum Maximum Typical Units Condition

VCC 4.75 5.25 5 Volts

IcC 4 mA Powered by 5VDC from USB

Rin (shunt) 2 Q All 4 shunt resistors in place
zz:::z:z:g g : 200 100 V/A All 4 shunt resistors in place
Sensitivity G = 5 333 V/A Rinin pa(allel with 10 (Req =66.7mQ) and all 4
Sensitivity G = 500 33.3 shunt resistors in place

Input voltage range -4.5 3.95 -48t04.2 % For [Vout| < .5V (see graph above)
VosG=5 100 100 W G =5 (re input, no adjust)

Vos G =500 100 G =500 (re input, adjustable)
TCVos 1 2 uv/Cc Vout = .5V +.01V/C

BWG=5 250

BW G = 500 10 KHz -3d8

VINnoise G =5 33

VINnoise G = 500 25 pvrms
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(e) Ten)

Parameter
DCDC Input
DCDC Output
MPPC Operating
Point range
Charger Input

Charger Output

Charger Output

Minimum Maximum Typical Units Condition

2.4 25 Volts Fixed or high efficiency Burst mode
3.7/5/M Volts Selectable

2.4 16 Volts Set with potentiometer R1904

2.7 25 Volts One-shot mode

Selectable

33/42/98  Volts For charging 2xNiMH/1xLiPo/Tx NiMH
25/100/250  mA Selectable

Current should be < C (mA-hr.)/10
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DC/DC Converter / Charger Jumper setting:

JP1901 JP1902 JP1903 JP1904  JP1906 JP1923 JP1924 JP1925
Inductor
RUN/STOP  MODE Current  Vout Charge Vehg NTC
Limi Current
imit
Position In place RUN FIXED g60ma  emoved  Removed  Removed 7o

(5.0V) (2.5mA) (4.2V)

DC/DC Converter / Charger Jumpers drawing:

8

® ©

DC/DC CONVERTER CHARGER

Buck-Boost DC/DC Converter Accessory (left) interconnect jumper P1906 Charger Accessory (right)

JP1901T  JP1902 JP1903 JP1904  JP1906 P1906 JP1921 JP1922 JP1923 JP1924 JP1925

be/pe - pe/be DC/DC Inductor o e DOBC Charger Input Charge Charger oy rge NTC
Input Run Mode Current Vout to Current Current Output Voltage Settin
Current Stop Limit Charger Current 9 g
Position  [RINeEIeE] Up Down Up Open5 0V in place in place Up in place Open 4.2V Down
P RUN BURST 660ma Down11y  MP P 100ma P Down 9.8V w/oNTC
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XBEE /Multi Radio Module
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XB1 Transceiver

Parameter Minimum  Maximum  Typical Units Condition
vcc 2.1 36 3 Volts CR2032 Coin Cell
BAT input 2.7 25 Volts 3.3V supply “OR” function with USB power
ICC Transmit 40
CC Receive 15 mA +3.3V,+8dBm 135 mA @ +3.3V, +19 dBm
Digital Comms gSLBJ/Ugg;] 0 Auto-selects if USB connected, else CPU
RF Connector RP-SMA Reverse-Polarity SMA (female)
(female)

. ISM 2.4 - .

Operating frequency 9 4835 GHz Cable-only, does not transmit OTA
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LoRa Radio Module
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3-Way RF Power Splitter
with 30dB Loss

Parameter Minimum Maximum Typical Units Condition

vcC 2.1 36 3 Volts CR2032 Coin Cell

BAT input 2.7 25 Volts 3.3V supply “OR” function with USB power
:gg ITJ&"S""t 2889 mA +3.3V, +8 dBm 135 mA @ +33V, +19 dBm
Digital Comms USB/U3810 CPU Auto-selects if USB connected, else CPU

RF Connector RP-SMA(female) Reverse-Polarity SMA (female)

Operating 433.050 434.790 MHy Selectable, cable‘—only, does not transmit OTA,
frequency 863.000 870.000 12dB attenuator in 863 band
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Power Splitter

R2432 §
R2433 »»

rzaxa |

e e
R2401 R2e02
Pucey g Pe—  P— —)
-25. —

-

Faamy
12502423
1420801811
(—— ConnedneRF SMA Flug Edge-mount ST S0-08m 15GHE
. -
3-Way RF Power Splitter
. R2231
with 30dB Loss = e 5o
1502047 =
DEE-3522 = SME-assF L
= E |
iE canza
reEe T
=03
R2433 EMI-Ehieid Frame 1.54;
Tt SHIELD-3 1@ 2118
>
T §
52 T
iz
a2 R2a R2402 RM
353 12 52 =3
P FIa02
! DestTis Dss23505 ot 8s5Tise
1 ] 0s03 . .
12504287 B i T m;gfs‘ 12504287
CONREVEMADGE D2 Eeman o — T osse-ly CONREVEMAZILOS2
W omioze Venoas 7 anpa+ o2 anpa+y
Parameter Minimum Maximum Typical ()

Impedance

30 B35, 2560 EMT Stesi Fra-tin plated Tinish formaton panding

Power

Attenuation 27 31 30 dB Any port to any other port
RP-
Ports 1
RF Connector SMA(female) PortSZ and 3
SMA(male) 0
Operating frequency DC 10 GHz Cable-only, does not transmit OTA
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Updating Lab Code

You may update to a newer version of Lab Code by updating the entire BeagleBone image as shown
in Appendix A or you may update only the LabCode directories as shown here:

The LabCode.tar.gz file in the home directory of the Keysight BeagleBone contains all the programs,
files, and configuration files for the U3810A Labware. This file can be used the refresh all the files in
the LabCode directory. Also using the update feature, a new revision of the lab code and BeagleBone
configuration. The LabCode.tar.gz file has a signature file, checksum.sig, associated with this to
ensure authenticity of the code.

.

[ LabCodeReset -u

e )

[ Is there checksum file available?

N‘

[ {Pop out message)

b ign,
L Check signature “WARNING : The LabCode.tar.gz has not been signed”

| | |

(Question) [Question)
"Do you want to continue? "Do you want to continue?

No Yes No
Refresh LabCode | )
End
n Update Revision | End |

1 Download the Keysight Lab Code and Signature file: LabCode.tar.gz and

LabCodeSignature.tar.gz.
This image is a component of the purchased courseware. You can download the image together

with the courseware using this process:
a. Use the existing Keysight Entitlement Certificate

b. Login into Keysight Software Manager at: https://ksm.software keysight.com/

c. Follow the instructions to download the latest Lab Code files along with the courseware.

Refresh LabCode
Update Revision

2 Using WinSCP Copy the LabCode.tar.gz and LabCodeSignature.tar.gz to the Debian Home
directory.
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5.C0S TE-E- a0 e debian -E-F- 8@ Q2 B Findfies | %5
@ Upload ~ L’ Edit ~ % Ef Properties lj? New ~ = D') New ~
C\Temp\LabCode_Update\ /home/debian/
Name h Size Type Name Size Rights Owner
] : : ¥ TWXT-XT-X root
ij_LabCode.tar‘gz P B WinZip File Desktop TWXT-XT-X debian
3 LabCodeSignature.tar.gz 46 KB WinZip File bin TWXT-XT-X debian
wgonfig A debian
Drag the files.across
m 9 debian
.cache debian
ocal debian
vim WXT-XT-X debian
LabCode TWXT-XT-X debian
KS_Files TWXT-XT-X debian
gnupg Wx------ debian
|1 xsessionrc 1KB  rw-r--r-- debian
L1 .gitconfig 1KB  rw-r--r-- debian
LabCodeResetsh 2KB  rwxr-xr-x debian
|1 .viminfo 10KB  rw----—--- debian
L] .minirc.dfi 1KB  rw-r--r-- debian
_; LabCode.tar.gz 66,216 KB rw-r--r-- debian
|| checksum 1KB  rw-r--r-- debian
Iﬁ checksum.sig 1KB rw-r--r-- debian
L1 .bash_history 8KB rw------—- debian
3 LabCodeSignature.tar.gz 46 KB rw-r--r-- debian
< >
64.7 MB of 64.7 MB in 2 of 2 0B of 647 MB in 0 of 21
a scp 0:16:52

Login to the BeagleBone via PuTTY using either the RNDIS or serial connection.

4 To extract out the signature files from LabCodeSignatute.tar.gz, use the command tar -xzf
LabCodeSignature.tar.gz.

5 To update the Lab Code to the latest revision, use the command ./LabCodeReset.sh -u This will
refresh the code, and set the environmental variables to reflect the new revision code.

6 To ensure the code is authentic, check the signature. This will use the public.key, checksum.sig
and LabCode.tar.gz to verify authenticity.

7 For the update process the script will ask for the sudo password. This is to update the system
parameters.

8 After the update is complete, a reboot is suggested. This will load in all the latest system
parameters into the running sessions.
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debian@beaglebone:~$ ./LabCodeReset.sh -u

The LabCode.tar.gz has been signed.

Checking on the signature

gpg: assuming signed data in 'checksum’

gpg: Signature made Mon 27 Jul 2020 01:24:21 PM UTC

gpg: using RSA key ©11F5B903A1BFE765E4EDCAF7C92DD7FO5CABDAE
gpg: Good signature from "Copyright Keysight Technologies 2020" [ultimate]
Checking on SHA256 hash ...

LabCode.tar.gz: 0K

Do you want to proceed to refresh the code? (y/n)

Updating Keysight Revisions
[sudo] password for debian:
Reboot is suggested
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Troubleshooting

Does not Power Up (No Display)
1 Check the USB Cable.
2 Measure the voltage.

3 Try different port.

Display Lights Up but No Message
1 Verify Keysight Software is installed.
2 2cdetect -r -y 2 should show the following. The display should show up as device 3e.
debian@beaglebone:~$ i2cdetect -r -y 2
@ 1 2 3 456 7 8 9 ab cdef

00: e e e e e e e ek e e an -
10: == == == == m= mm mm M= = mm mm o mm mm e -

20: == == == == mm mm e e e e e e e = = mm

BO: —- == == S= oo oo o om ol o ol oo oo - 3e --

T

50: 50 -- -- -- UU UU UU UU -- -= == == == == -- --

60: == == == == == == == == mm mm e e e e me e

70: == - - - a- a- a- a-

3 Reload start up scripts.
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USB Serial Driver Installation Problem

The warning below indicates that the driver was not automatically installed by Windows. Right-click
the device and select Update driver.

» [ MNetwork adapters
v R¥ Other devices
E |_—|'";_|3-|xllc‘l:lllﬁl:|'r
» [ Print queus Update driver o

» [} Processors Disable device

> W7 Security de Uninstall device

» B Software di

> U] Sound, vids Scan for hardware changes

> & Storage col

Properties
» W System dew pe

You can also download the driver from FTDI website (https://www.ftdichip.com/Drivers/D2XX.htm)
and run the setup file “CDM21228_Setup.exe”. The table below lists the currently Supported D2XX
Drivers.

Processor Architecture

Operating  Release  x86 x64
System Date (32-bit)  (64-bit)

ALY SH4 Comments

WHQL Certified. Includes VCP and D2XX.

. N 2017-08- Available as a setup executable
Windows 30 21228 21208 - i ) Read the Release Notes and Installation «
Guides.
1.4.8 ARMv5
soft-float
148
148 ARMV5. MIPS32 If unsure which ARM version to use,
soft-float uClibc  soft-float
compare the output
of readelf and file commands on a system
_ 2018-06- 1.4.8 ARMvE 1.4.8 binary with the content of
Linux 29 148 148 hard-float(suits  MIPS32 release/build/libftd2xx.txt in each package.
Raspberry Pi) hard-float ReadMe
1.4.8 ARMv7 1.4.8 MIPS @ Video Install Guide
hard-float openwrt-
uclibe
1.4.8 ARMv8
hard-float
If using a device with standard FTDI vendor
and product identifiers, install D2xxHelper to
prevent OS X 10.11 (EL Capitan) claiming the
Mac OS X 2017-03- device as a serial port (locking out D2XX
10.4 Tiger or 03 - 1.4.4 - - - programs).
later ReadMe

g Video Install Guide
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https://www.ftdichip.com/Drivers/D2XX.htm
https://www.ftdichip.com/Drivers/CDM/CDM%20v2.12.28%20WHQL%20Certified.zip
https://www.ftdichip.com/Drivers/CDM/CDM%20v2.12.28%20WHQL%20Certified.zip
https://www.ftdichip.com/Drivers/CDM/CDM21228_Setup.zip
https://www.ftdichip.com/Drivers/CDM/CDM%202%2012%2028%20Release%20Info.rtf
https://www.ftdichip.com/Support/Documents/InstallGuides.htm
https://www.ftdichip.com/Support/Documents/InstallGuides.htm
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-i386-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-x86_64-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-arm-v5-sf-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-arm-v5-sf-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-arm-uclibc-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-arm-uclibc-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-arm-v6-hf-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-arm-v6-hf-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-arm-v7-hf-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-arm-v7-hf-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-arm-v8-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-arm-v8-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-mips-eglibc-sf-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-mips-eglibc-sf-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-mips-eglibc-sf-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-mips-eglibc-hf-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-mips-eglibc-hf-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-mips-eglibc-hf-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-mips-openwrt-uclibc-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-mips-openwrt-uclibc-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/libftd2xx-mips-openwrt-uclibc-1.4.8.gz
https://www.ftdichip.com/Drivers/D2XX/Linux/ReadMe-linux.txt
https://www.ftdichip.com/Drivers/D2XX/Linux/ReadMe-linux.txt
https://www.ftdichip.com/Drivers/D2XX/Linux/ReadMe-linux.txt
https://youtu.be/jynlynjOOek
https://www.ftdichip.com/Drivers/D2XX/MacOSX/D2XX1.4.4.dmg
https://www.ftdichip.com/Drivers/D2XX/MacOSX/D2xxHelper_v2.0.0.pkg
https://www.ftdichip.com/Drivers/D2XX/MacOSX/ReadMe.rtf
https://www.ftdichip.com/Drivers/D2XX/MacOSX/ReadMe.rtf
https://www.ftdichip.com/Drivers/D2XX/MacOSX/ReadMe.rtf
https://youtu.be/Ir2PVz1870E

USB RNDIS Problems

Follow the steps below to troubleshoot this error message.

contact your device vendor.

Cannot Complete the Device Driver
Installation Wizard

Emors were encountered while installing the saoftware for your
devices. See the Status column for more details.

: Sometimes it helps to run this wizard again. f that doesn't work,

Diriver Name Status 2

¥ Linux Developer Commu... Install failed

x BeagleBone COM Driver...  Install failed

x BeagleBone COM Driver...  Install failed W
<Back [ Fnsh | | Cancsl

1 Go to Device Manager. If you see the Remote NDIS Compatible Device under Network Adapters,
Windows has automatically detected the RNDIS Device and installed its adapter. Your computer
is updated and ready for use. You may ignore or disable the CDC ECM (right-click and select

disable).

v B Network adapters
@ Bluetooth Device (Personal Area Network)
@ Bluetooth Device (RFCOMM Protocol TDI)

ﬁ' Cisco AnyConnect Secure Mobility Client Virtual Miniport Adapter for Windows x64

@ Intel(R) Dual Band Wireless-N 7265
Intel(R) Ethernet Connection (3 I21§-LM
Remote NDIS Compatible Device
iniport (
& WAN Miniport (IP)
& WAN Miniport (IPv6)
& WAN Miniport (L2TP)
¥ WAN Miniport (Network Monitor)
& WAN Miniport (PPPOE)
& WAN Miniport (PPTP)
& WAN Miniport (SSTP)
~ R7 Other devices
B4 CDCECM
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If instead you see the RNDIS listed in the Other devices category with the Property Manufacturer:
Unknown, you will need to load the Microsoft version of the RNDIS Device Driver. You may also
need to reload the driver if you change USB ports.

v [F Metwork adapters
! Bluetooth Device (Personal Area Network)
! Bluetooth Device (RFCOMM Protocol TDI)
@ Cisco AnyConnect Secure Mohility Client Virtual Miniport Adapter for Windows x84
! Intel(R) Dual Band Wireless-M 7263
! Intel(R) Ethernet Connection (3) [218-LM

w lﬁ) Other devices
l@) MAP Server
E RMNDIS ®

> [@ Portable Devices

v B Ports (COM & LPT)
ﬁ Standard Senal over Bluetooth link (COM10)
ﬁ Standard Senal over Bluetooth link (COMS)
ﬁ USE Serial Device (COM4)

2 Right-click the RNDIS device and select Update Driver Software.
w p Other devices

l® MAP Server

m R
> @ Porta Update Driver Software...
v & Ports Disable

St Uninstall

& st

ﬁ u Scan for hardware changes
» =1 Print P .
> ﬁ Proce | S

3 Select the Browse my computer for driver software option:

How do you want to search for driver software?

—> Search automatically for updated driver software

Windows will search your computer and the Internet for the latest driver software

for your device, unless you've disabled this feature in your device installation
settings.

e—> Browse my computer for driver software
Locate and install driver seftware manually.

Keysight U3810 Series Getting Started Guide 92



4 Select the Network Adapters device type.

v [ Network adapters

I? Intel(R) Dual Ban
I? Intel(R) Ethernet
v E? Other devices
E? MAP Server
Bi RNDIS
> @ Portable Devices
v i Ports (COM &LPT)
ﬁ Standard Serial o)
ﬁ Standard Serial o
ﬁ USB Serial Device
» = Print queues
» n Processors
> 07 Security devices
» [3 Sensors
» B Software devices
» W Sound, video and gal
» S Storage controllers
> E3 System devices
v i Universal Serial Bus
ﬁ Generic SuperSps
i Generic SuperSps

Genarir CinarSn,

Select your device's type from the list below.

Common hardware types:

ﬂ Mice and other pointing devices -
H Miracast display devices

H Mobile devices

Modem;

[ Menitors

ll Multifunction adapters

ﬁ Multi-port serial adapters

8 Network Client

. Network Pretocol

E?Network Service

Non-Plug and Play drivers

w

5 Click Microsoft > USB RNDIS Adapter as shown below.

~ [ Network adapters
! Bluetooth Devici
! Bluetooth Devici
% Cisco AnyConni
! Intel(R) Dual Ban|
! Intel(R) Ethernet

~ p Other devices
p MAP Server
Bi RNDIS

3 [ Portable Devices

~ @ Ports (COM & LPT)
ﬁ Standard Serial o)
ﬁ Standard Serial o)
§ USB Serial Device

> ™= Print queues

> m Processors

» B9 Security devices

5 [ Sensors

> l Software devices

> ﬂ Sound, video and gal

> & Storage controllers

5 Em System devices

» i Universal Serial Bus

i Generic SuperSpd
i Generic SuperSpd

Select the device driver you want to install for this hardware.

Select the manufacturer and model of your hardware device and then click Next. If you have a
. disk that contains the driver you want to install, click Have Disk.

Manufacturer A (| Model 2
Mellanox Technologies Ltd. Remote NDIS Compatible Device
Microchip Technology Inc. [=] Surface Ethernet Adapter
Microsoft
Mntarala In- b
> e W

This driver is digitally signed.

Tell me why driver signing is important

B Generic SunerGnd

6 A warning might appear and click Yes to bypass. Upon the successful installation of the driver, you
should see the new driver in the Device Manager tree.

v [ Metwork adapters
? Bluetooth Device (Personal Area Metwork)
I? Bluetooth Device (RFCOMM Protocol TDI)
% Cisco AnyConnect Secure Mobility Client Virtual Miniport Adapter for Windows x64
? Intel(R) Dual Band Wireless-M 7265
? Intel(R) Ethernet Connection (3] 1218-LM
[ USB RNDIS Adapter

v EE' Other devices
iz' MAP Server

> @ Portable Devices

v i Ports (COM & LPT)
ﬁ Standard Serial over Bluetooth link (COM10)
ﬁ Standard Serial over Bluetooth link (COMS)
ﬁ USEB Serial Device (COM4)
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Typical Boot Process Review

1 Connect a Micro USB to J15 of the U310A system.

2 Open a PuTTY terminal to the serial port found using the device manager.
3 Connect using 115200 Baud.
4

Pres the Reset button and observe the boot process on the PuTTY terminal. The output should
look something like this

The typical console and PuTTY monitor and reboot while observing the console.

U-Boot SPL 2018.03-00002-gac9cce7c6a (Apr 05 2018 - 13:07:46 -0500)
Trying to boot from MMC2

Loading Environment from EXT4... Card did not respond to voltage
select!

** Bad device mmc @ **

Failed (-5)

Note the SD Card is not present, will cause this error message.
This is the correct response.

U-Boot 2018.03-00002-gac9cce7c6a (Apr 05 2018 - 13:07:46 -0500), Build:
jenkins-github_Bootloader-Builder-47

CPU : AM335X-GP rev 2.1

I2C: ready

DRAM: 512 MiB

No match for driver 'omap_hsmmc'

No match for driver 'omap_hsmmc'

Some drivers were not found

Reset Source: Global external warm reset has occurred.
Reset Source: Power-on reset has occurred.

RTC 32KCLK Source: External.

MMC: OMAP SD/MMC: ©, OMAP SD/MMC: 1

Loading Environment from EXT4... Card did not respond to voltage
select!

** Bad device mmc @ **

Failed (-5)

Board: BeagleBone Black

<ethaddr> not set. Validating first E-fuse MAC
BeagleBone Black:

Model: SeeedStudio BeagleBone Green Wireless:
BeagleBone: cape eeprom: i2c_probe: 0x54:

BeagleBone: cape eeprom: i2c_probe: 0x55:

BeagleBone: cape eeprom: i2c_probe: 0x56:

BeagleBone: found invalid cape eeprom: i2c_probe: 0x57:
Net: etho: MII MODE

Could not get PHY for cpsw: addr ©

cpsw, usb_ether

Press SPACE to abort autoboot in 2 seconds
board_name=[A335BNLT] ...

board_rev=[GW1A] ...

Card did not respond to voltage select!

Card did not respond to voltage select!
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Card did not respond to voltage select!
gpio: pin 56 (gpio 56) value is ©

gpio: pin 55 (gpio 55) value is ©

gpio: pin 54 (gpio 54) value is ©

gpio: pin 53 (gpio 53) value is 1

Card did not respond to voltage select!
Card did not respond to voltage select!
switch to partitions #@, OK
mmcl(part @) is current device
Scanning mmc 1:1...

gpio: pin 56 (gpio 56) value is
gpio: pin 55 (gpio 55) value is
gpio: pin 54 (gpio 54) value is
gpio: pin 53 (gpio 53) value is
switch to partitions #0, OK
mmcl(part @) is current device
gpio: pin 54 (gpio 54) value is 1

Checking for: /uEnv.txt ...

Checking for: /boot.scr ...

Checking for: /boot/boot.scr ...

Checking for: /boot/uEnv.txt ...

gpio: pin 55 (gpio 55) value is 1

2267 bytes read in 15 ms (147.5 KiB/s)

Loaded environment from /boot/uEnv.txt

Checking if uname_r is set in /boot/uEnv.txt...

gpio: pin 56 (gpio 56) value is 1

Running uname_boot ...

loading /boot/vmlinuz-4.14.49-ti-r54 ...

10453504 bytes read in 676 ms (14.7 MiB/s)

uboot_overlays: [uboot_base_dtb=am335x-bonegreen-wireless-uboot-
univ.dtb] ...

uboot_overlays: [uboot_base_dtb=am335x-boneblack-uboot.dtb] ...

RPOOO

uboot_overlays: Switching too: dtb=am335x-boneblack-uboot.dtb ...

loading /boot/dtbs/4.14.49-ti-r54/am335x-boneblack-uboot.dtb ...
57952 bytes read in 36 ms (1.5 MiB/s)

uboot_overlays: [fdt_buffer=0x60000] ...

uboot_overlays: loading /lib/firmware/BB-UART1-00A0.dtbo ...
1075 bytes read in 55 ms (18.6 KiB/s)

uboot_overlays: loading /lib/firmware/BB-UART2-00A0.dtbo ...
1075 bytes read in 240 ms (3.9 KiB/s)

uboot_overlays: loading /lib/firmware/BB-I2C1-00A0.dtbo ...
1152 bytes read in 251 ms (3.9 KiB/s)

uboot_overlays: loading /lib/firmware/BB-PWM1-00A0.dtbo ...
1409 bytes read in 228 ms (5.9 KiB/s)

uboot_overlays: loading /lib/firmware/BB-BONE-eMMC1-01-00A0.dtbo ...

1440 bytes read in 325 ms (3.9 KiB/s)

uboot_overlays: loading /lib/firmware/BB-BBGW-WL1835-00A0.dtbo ...

4839 bytes read in 115 ms (41 KiB/s)

uboot_overlays: loading /lib/firmware/BB-ADC-00A0.dtbo ...

711 bytes read in 121 ms (4.9 KiB/s)

uboot_overlays: loading /lib/firmware/AM335X-PRU-RPROC-4-14-TI-
00A0.dtbo ...

3513 bytes read in 314 ms (10.7 KiB/s)

uboot_overlays: add [enable_uboot_cape_universal=1] to /boot/uEnv.txt

to enable...
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loading /boot/initrd.img-4.14.49-ti-r54 ...
4034122 bytes read in 271 ms (14.2 MiB/s)
debug: [console=tty00,115200n8 bone_capemgr.uboot_capemgr_enabled=1
root=/dev/mmcblklpl ro rootfstype=ext4 rootwait coherent_pool=1M
net.ifnames=0 quiet] ...
debug: [bootz 0x82000000 ©x88080000:3d8ed4a 88000000] ...
## Flattened Device Tree blob at 88000000
Booting using the fdt blob at 0x88000000
Loading Ramdisk to 8fc27000, end 8ffffeda ... OK
reserving fdt memory region: addr=88000000 size=70000
Loading Device Tree to 8fbb400o, end 8fc26fff ... OK
Starting kernel ...
[ 0.000814] timer_probe: no matching timers found
[ 0.546264] dmi: Firmware registration failed.
[ 1.935757] wkup_m3_ipc 44e11324.wkup_m3_ipc: could not get rproc
handle
[ 1.334985] omap_voltage_late_init: Voltage driver support not added
Debian GNU/Linux 9 beaglebone ttySe
BeagleBoard.org Debian Image 2018-06-17
U3810A Version 2.50
Support/FAQ: http://elinux.org/Beagleboard:BeagleBoneBlack_Debian
default username:password is [debian:temppwd]
beaglebone login:

Debugging I°C Devices

1 i2cdetect -r -y 1

Debugging SPI'and ADC
1 Measure and verify VSENSOR and +5SYS supplies

Debugging GPIO

1 mraa-gpio list
2 lookin /sys/class/gpio
3 Mention 1 second turnaround for status change.

Debugging PWM

1 /sys/class/pwm See if there is pwmchipO and pwmchip?2.

2 ¢ echo ‘@’ > /sys/class/pwm/pwmchip® should result in seeing the
/sys/class/pwm/pwm-0:0 directory

3 Inthat directory echoing various values will affect PWM output on GPb.
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Managing Disk Usage

df -h will give the usage of the different mounted partitions. The */’ partition is the primary. This
image has a high usage of the available space.

debian@beaglebone:~$ df -h

Filesystem Size Used Avail Use% Mounted on
udev 215M @ 215M 0% /dev

tmpfs 49M 8.5M 40M 18% /run
/dev/mmcblklpl 3.5G 2.7G 582M 83% /

tmpfs 242M 0 242M 0% /dev/shm

tmpfs 5.6M @ 5.0M 0% /run/lock
tmpfs 242M @ 242M 0% /sys/fs/cgroup
dmnia O~ AN N AN no/ limiiin 1iimnva I1annn

1 df-h. will give the space of the partition in the current directory.

debian@beaglebone:~$ df -h .
Filesystem Size Used Avail Use% Mounted on
/dev/mmcblklpl 3.5G 2.7G 582M 83% /

2 du -sh *will give the disk usage of the files and directories in the current directory.

debian@beaglebone:~$ du -sh *
4.0K bin
3.5M LabCode

3 sudo du -sh /* will give the usage of all the root directories in the image. (ignore any cannot
access files)

debian@beaglebone:~$ sudo du -sh /*
4.0K /bbb-uEnv.txt

9.4M /bin
26M /boot
0 /dev
5.2M /etc

3.6M /home

4.0K /ID.txt

215M /1ib

16K /lost+found
4.0K /media

4.0K /mnt

4.0K /nfs-uEnv.txt

207M /opt
(%] /proc
2.9M /root
8.5M /run
6.4M /sbin
4.,0K /srv
(%] /sys
48K /tmp
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Troubleshooting Bluetooth® and Wi-Fi

A way to enable or disable Bluetooth® or Wi-Fi is with rfkill:

Command Descriptions Linux Commands

Disable Wi-Fi rfkill block wifi

Enable Wi-Fi rfkill unblock wifi
Disable Bluetooth® rfkill block bluetooth
Enable Bluetooth® rfkill unblock bluetooth

By default, both Wi-Fi and Bluetooth® are enabled. If you disable (block) you must re-enable
(unblock) before powering down or rebooting Linux.
Bluetooth® Disabled

An improper sequence may disable Bluetooth®in such a way that unblock will not re-enable it. If
Bluetooth® cannot be enabled by the normal process:

1 Runhciconfig -a. This should result in a listing like this

debian@beaglebone:~$ hciconfig -a

hcie: Type: Primary Bus: UART
BD Address: FO:45:DA:3B:6C:EQ ACL MTU: 1021:6 SCO MTU: 180:4
UP RUNNING
RX bytes:746 acl:@ sco:0 events:49 errors:0
TX bytes:3441 acl:0 sco:0 commands:49 errors:0Q
Features: oxff Oxfe @x2d Oxfe Oxdb Oxff ©x7b 0x87
Packet type: DM1 DM3 DM5 DH1 DH3 DH5 HV1 HV2 HV3
Link policy: RSWITCH HOLD SNIFF
Link mode: SLAVE ACCEPT
Name: 'beaglebone'’
Class: 0x480000
Service Classes: Capturing, Telephony
Device Class: Miscellaneous,
HCI Version: 4.1 (0x7) Revision: 0x0
LMP Version: 4.1 (©x7) Subversion: @xac7c
Manufacturer: Texas Instruments Inc. (13)

debian@beaglebone:~$
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If nothing is returned, there a known and common problem that the rfkill command blocking
Bluetooth was run, and it was not unblocked before reboot. The way to fix this state is to
manually edit the rfkill file and enable it. Edit the file /var/1ib/systemd/rfkill/
platform-481a6000.serial:bluetooth with root permissions—this will require the use of the
nano editor'” since the file will not be visible on WinSCP. This file has one character in it make
sure itis a “0” (Zero) A “1” (One) in this file will disable Bluetooth and cannot be enabled by the
rfkill unblock command if the device is not active. A Reboot is required after changing this file

GNU nano 2.7.4 File: platform-481a6000.serial:blustooth Modified

Get Help (& Write Cut Where I=s Cut Text Y Justify Cur Pos
Exit @ Fcad File Replace Uncut Textgel To Spell Go To Line
2 Ifthe hciconfig -a command shows the Bluetooth is down. Check the rfkill status using
rfkill list all

debian@beaglebone:~$ hciconfig -a
hcio: Type: Primary Bus: UART
BD Address: FO:45:DA:3B:6C:E@ ACL MTU: 1021:6 SCO MTU: 180:4
DOWN
RX bytes:1037 acl:0 sco:0 events:53 errors:0
TX bytes:3461 acl:0 sco:0 commands:53 errors:0
Features: oxff oOxfe 0x2d Oxfe Oxdb oxff ©x7b ©x87
Packet type: DM1 DM3 DM5 DH1 DH3 DH5 HV1 HV2 HV3
Link policy: RSWITCH HOLD SNIFF
Link mode: SLAVE ACCEPT

debian@beaglebone:~$ rfkill list all
0: hcio: Bluetooth

Soft blocked: yes

Hard blocked: no
1: phy@: Wireless LAN

Soft blocked: no

Hard blocked: no

3 Toremove a blocked state, use the rfkill unblock bluetooth command
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Wi-Fi Disabled

An improper sequence may disable Wi-Fi in such a way that it looks permanently disabled.

debian@beaglebone:~/temp/LabCode$ connmanctl
Error /net/connman/technology/wifi: No carrier
connmanctl>exit

debian@beaglebone:~$ rfkill list all
0: hcio@: Bluetooth

Soft blocked: no

Hard blocked: no
1: phy@: Wireless LAN

Soft blocked: yes

Hard blocked: no

1 If the Wi-Fi was blocked by the rfkill command without a reboot, rfkill unblock wifi will restore it.
However, if there was a reboot or power down, after unblocking an additional reboot will be
required.

2 If the wireless is turned off in the /boot/uEnv.txt, then it will not show up as a technology
available in the connmanctl control system.

debian@beaglebone:~/temp$ connmanctl

Error getting VPN connections: The name net.connman.vpn was not provided
by any connmanctl> scan wifi

Error /net/connman/technology/wifi: Method "Scan" with signature "" on
interface "net.connman.Technology" doesn't exist

connmanctl> technologies
/net/connman/technology/ethernet
Name = Wired
Type = ethernet
Powered = True
Connected = False
Tethering = False
connmanctl>

3 Use cat to examine /boot/uEnv.txt and make sure the disable wireless has a “#” in front of the
line. This is the normal configuration for the disable section of the uEnv.txt file. If necessary, use
the nano editor!” to make the change

###Disable auto loading of virtual capes (emmc/video/wireless/adc)
#tdisable_uboot_overlay_emmc=1

#disable_uboot_overlay video=1

disable_uboot_overlay_audio=1

#tdisable_uboot_overlay wireless=1

#tdisable_uboot_overlay_adc=1

#Hit#

m It is important to always execute the command rfkill unblock wlan after
completing the procedure in which you used the command rfkill block wlan.
This must always be done before your BeagleBone CPU is shutdown or rebooted.

The same is true for bluetooth.
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Debugging Zigbee Connections

1 To verify that two or more Zigbee modules are communicating with each other using the same
wireless network, click Discover radio nodes in the same network button in the XCTU software.

Name: Sensor X

Function: ZIGBEE TH Reg
ZB Port: COMS9 - 9600/8/N/1/N - AT &
MAC: 0013A2004154CF8B v

Discover radio is available in all API configurations. (Network working mode is not available in
NOTE
Transparent Mode [0]).

2 A pop-up window titled Discovering remote devices will appear and list the Zigbee modules
discovered in the same network. Make sure that the other Zigbee module is listed.

¢ ¢ I

n Radio Modules Discovering remote devices... 4
o A | Search finished. 1 new device(s) found )
Function: ZIGBEE TH Reg |
ZB Port: COM12 - 9600/8/N/1/N - AT E
MAC: 0013A20040D7EA0B 1 new device(s) found £3 Stop
Name: Sensor New remote devices discovered:
Function: ZIGBEE TH Reg
Port: COMS - 9600/8/N/1/N - AT %) Name: Gateway
MAC: 0013A2004154CF88 ZB  MACAddress: 0013A20040D7EA0B
—
"
Select all Unselect all

Cancel Add selected devices
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a Onthe “Discovered” Sensor node Zigbee module, verify that:
i  The MAC Address of the Gateway Zigbee module found matches your Gateway
Zigbee module MAC address.
ii ~ The Gateway Zigbee module has the coordinator icon to indicate that it is a
coordinator.

Name: Gateway
B | MAC Address: 0013A20040D7EAOB

M

b Click the Cancel button after verification.
¢ On the “Discovered” Gateway Zigbee module, verify that:
i.  The MAC Address of the Sensor node Zigbee module found matches your Sensor
node Zigbee module MAC address.
ii.  The Sensor node Zigbee module has the router icon to indicate that it is a router.

Name: Sensor
MAC Address: 0013A2004154CF8B

d Click the Cancel button after verification.

NOTE Sometimes the [ and @ icons do not automatically refresh. If this happens, you can try

-~
reloading the profile, refreshing by Reading the device Read or reWriteing the CE Role
i CE Device Role Form Network [1] Y | 9 9.

Do not worry if the above does not work. Simply proceed. If the next steps work, then there is
no problem.

Rarely after previously successful connection is established, the Zigbee connection may not
reconnect. If this is the case, try temporarily reversing the CE Device Role of the two devices in
place, complete the connection, and then reversing again.

Click the sensor node Zigbee.

Change to the Consoles working mode (top-right corner).

5 Click Open to establish communication with the sensor node Zigbee.

w" B S S ;’;';'ameﬁg
ol 3 rames:
12 Detach

6 Click the gateway Zigbee which should be in Console Mode and click Open to establish
communication. Both Zigbee modules can now communicate directly.
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7 Type something in the Console log of either the gateway or sensor node Zigbee, and then do it
again with the other module. You should see the same message appear in the other Zigbee
module. This verifies that both Zigbee modules are communicating with each other.

HINT: No Console Log? Ensure AP API Enable parameter is set to Transparent Mode [0] on both
XBees.

Sensor node Zigbee console:

- NN - =0 K] E)

@ Racio Modules @D @ - € | B sensor-o013ae00e1673749

Mame: Sensor o ‘f
R Function: ZIGBEE TH Reg '\ ﬁli El ‘ ® @® O Tx Bytes: 17
:?é Port: COM -..N - AT (2] a DTR RTS BRK Rx Bytes: 0
H- ose  Record Detach
: MAC: 0013A2..673749 o
Console lo9 00000

Name: Gateway »

Function: ZIGBEE TH Reg N Hello I am Sensor I 48 65 BC 6C 6F 20 49 2@ 61 6D 2@ 53 65 BE 73 6F 72
ZB

Port: COM12..M- AT
MAC: 0013A2..DTEADB v

Gateway Zigbee console

EM&— Ece MY KD

m Radio Modules @ @ 9 """ 49 Galeway 0013A20040D7EADB
Name: Sensor ‘
Function: ZIGBEE TH Reg N HII (o] jose]| & C ONe! T Bytes: 0
Port: COMY -..N - AT R RTS BRK Rx Bytes: 17
ZB ort Close  Record Detach
MAC: 0013A2..673748
Conscle log e @ @ o

Name: Gateway
R Function: ZIGBEE TH Reg

x

1)

v
(]
Port: COM12 ..M - AT @
V]

Hello I am Sensor 48 85 6C BC BF 20 49 20 61 BD 28 53 b5 BE 73 BF 72

MAC: 0013A2...DTEADB

NOTE If the Zigbee modules are not able to communicate to each other, assure that:

- All the settings are set correctly as per the instructions.
- The value for Zigbee Stack Profile (ZS) is the same for both Zigbee modules.

- Assure that the PAN ID (ID) and Scan Channel (SC) of the sensor node Zigbee is set to
the OP and SC of the gateway Zigbee.

- Rarely after previously successful connection is established, the Zigbee connection
may not reconnect. If this is the case, try temporarily reversing the CE Device Role of
the two devices in place, complete the connection, and then reversing again.

If the above steps do not work, the XBee firmware may need to be updated and made
consistent for all Zigbee transceivers.
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8 In XCTU click each Zigbee module (XBee3 + XB1 or XB2 Transceiver board) and the Configuration
working mode icon.

9 At the top of the Configuration working mode window, assure the latest firmware revision, 1005
or newer:

- Product family: XB3-24
- Function set: Digi XBee3 Zigbee 3.0 TH
- Firmware version: 1005

10 If necessary, update all XBee3s to this or a newer revision using Update or Tools if Recovery is
required.

. . . v
~ € | 1 Radio Configuration [Gateway -
XCTU  Working Modes Tools® Help
|:E='-'£| Frames Generator Alt+Shift+G
o [IEIIE Y3 F
y& .“ é + Q [ Frames Interpreter Alt+Shift+]
. L - ) —
@ Read Wite Default |Updat Radio Modules XBee Recovery Alt+Shift+Xe
2a rite aul a
o E. @ Load Console Session  Alt+Shift+L
Product fal‘l"IIly ¥B3-24 % Range Test Alt+Shift+R
T Firmware Explorer Alt+ShiftsFe
—_— R At =

11 Begin again at the top of this section.
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Service and Repair

Preparing the Unit for Repair or Replacement

If the Troubleshooting steps above do not resolve the issue, either the BeagleBone CPU or the
U3810A main board (or a snap-off accessory) is defective and should be repaired or replaced. The
BeagleBone CPU and the U3810A main board must be separated and repaired or replaced
separately. If you are not certain which unit is defective, first try replacing your BeagleBone CPU with
a known good unit. Refer to Appendix F - Assembly and Disassembly.

For repair or replacement of any U3810A or any BeagleBone CPU provided by Keysight (label
includes U3811A) see Obtaining Repair Service below.

For BeagleBone CPUs not supplied by Keysight, please see https://beagleboard.org/support/

Types of Service Available

If your product fails during the warranty period, Keysight Technologies will repair or replace it under
the terms of your warranty. After your warranty expires, Keysight offers repair services at competitive
prices.

Obtaining Repair Service (Worldwide)

To obtain service for your product, contact your nearest Keysight Technologies Service Center at
www.keysight.com/find/contactus. They will arrange to have your unit repaired or replaced and can
provide warranty or repair-cost information where applicable. Ask the Keysight Technologies Service
Center for shipping instructions. Keysight recommends that you retain the original shipping carton
for return shipments.

Repackaging for Shipment
To ship the unit to Keysight for service or repair:
— Separate the U3810A main board and the BeagleBone CPU.

— Send only the defective U3810A or the U3811A (Keysight-provided BeagleBone CPU) unit. If
both units need repair, prepare each unit separately.

— Attach a tag to the unit identifying the owner and indicating the required service or repair.
Include the model number and full serial number.

— Place the unit in its original container with appropriate packaging material.
— Secure the container with strong tape or metal bands.

- If the original shipping container is unavailable, use a container that will ensure at least 10 cm (4
in.) of compressible packaging material around the entire product. Use static-free packaging
materials.

Keysight suggests that you always insure shipments.
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Appendix A - Initialize BeagleBone with Keysight U3810A Image

In this section, a new or used BeagleBone CPU will be placed in or returned to a known state (you
may wish to retain your last state if you are continuing using the same BeagleBone from a previous
course). The Embedded Multimedia Card (eMMC) will be flashed for the latest update and configured
for the overlay style required by U3810A, and for disabling itself after the boot and overlay style
loaders run.

1 Your BeagleBone will need to be connected to the U3810A board (a USB to TTL serial cable may
also be used).

2 Download the (Optional) Keysight BeagleBone Initialization Image:
Keysight_BB_image.img.xz
This image is a component of the purchased courseware. You can download the image together
with the courseware using this process:

a.
b.

C.

Obtain the Keysight Entitlement Certificate
Login into Keysight Software Manager at: https://ksm.software.keysight.com/

Follow the instructions to redeem the Keysight Entitlement Certificate and download the
image along with the courseware.

3 This file contains the image needed to initialize the BeagleBone to a known state. You can use
balenaEtcher on a Windows based PC to do this. On Mac or Linux, you can use dd (Disk
Duplicate) command to put the image on the SD Card. With this SD card, it will copy the
contents to the BeagleBone eMMC flash.

This executable image contains:

Debian Linux
the Keysight-developed U3810A configuration
Keysight developed lab code

4 For Windows-based systems; download and install Etcher (might be balenaEtcher) from
https://etcher.io/, then use Etcher to copy the downloaded image to a micro SD Card.

© Etcher - X

© — A

bone-debi._.gb.img.xz SDHC Card
Flash!

ETCHER a resin.io
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5 For Linux or Mac based systems; start a command window and run the following commands line
by line:

Af -h m— Find the SD device

sudo umount /dev/sd(SDCARD)*

. . Extract the img file if it has a .xz extension
tar xf bone-debian..imgxz g

sudo dd if = done-debian..img of = /dev/sd(SDCARD) bs = 1M

m This SD Card will erase all the contents and programs on the BeagleBone eMMC and
write a fresh image used for these labs. Copy any contents off the BeagleBone before

inserting the SD card and powering up the BeagleBone.

6 Insert SD card with image into BeagleBone card slot.

SD Card Correctly Inserted SD Card Not Incorrectly Inserted

7 Connect a USB cable from your PC to J15 of the U3810A. When the JP55 is in place, you may
need to press PWR BTN B7 to power on BeagleBone CPU.
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When JP1 is in place, do not connect the USB cables to both the BeagleBone and J15
at the same time. This will interconnect the two USB power supply source and may
cause contention. Anomalous behavior may result.
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8 Observe that the four LEDs on BeagleBone (USRO, USRT, USR2, and USR3) will be in running
state (scanning) during the firmware initialization. Once done (approximately 10 minutes), they
will all be turned OFF.

Do not power off the BeagleBone while the update is running. It may corrupt the
eMMC and possibly render the BeagleBone useless. If the SD Card is left in and

powered on, it will start a new initialization cycle. Wait for any power cycle to finish
before disconnecting power.
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Uninitialized BeagleBone devices

You will only need to perform this when the BeagleBone LEDs do not scan and turn off after 10
minutes (only for Un-initialized BeagleBones and older Debian images).

For some un-initialized BeagleBones or BeagleBones loaded with older Debian images, the USER
button on the BeagleBone will need to be pressed and held until the four blue status lights all
illuminate to install the image.

With the SDcard installed, press and hold the USER button as power is applied to the BeagleBone
by connected the USB cable to your computer. Release the button when the four LEDs illuminate.

Insert the SD
card here

Press and Hold
the USER button

Hold until all four
LEDs (USRO, USRT,
USR2, and USR3)
light up.

IMPORTANT - Remove the SD card while the BeagleBone is powered off. No LEDs should be

active on the BeagleBone board. The SD card can be set aside and no longer needed for these
labs.

9 Press the PWR BTN to power up the BeagleBone and verify the new image by connecting with
PuTTY and observing the revision in the login notes.
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Appendix B - Cloud 9 IDE Usage

Over the RNDIS connection, the Cloud9 IDE can be seen by opening a web browser to
http://192.168.7.2. The default page or the last saved state for the IDE should come up. The page
has three major sections which are the file navigator, text editor, and the console window.

& doud? - Goudd

3 CcC O

Cloud9 Fie Edt Find View Goto Run Tools Window Preview © Run

»> i bin . : ‘ ‘
I File Navigator M1_L1_OyroscopeD
et Text Editor

Workspece

» B M1-AL

> MR

v i M1
. compdeCode.sh
& 111 AccelDeplay.c
8 M1 AcceTestOmplay.c
8 M1 ADTempDisplay <
8 M1 ATempDisplay.c
& M1_L1_BettonTest.c
. M1_L1_GyroscopeDusplay.c
& M1_L1_LCDAnmation.c
8 M1 PressureDisplay .«
8 M1 L1 Ry Testc
& M1_L1_RGB_LED_PWM.c
& M1t THe36ie
,;‘ mraa_beagiebone_pinmap h

> B M2

» fm M13

> m M1L4

» Bm M1S

> im M6

» i M1

> e beal Command Line
> e Console Window

» 22
» 2
» B M24
» B M24s
» M6
> 2
» M2
» im0

BNOWVEWN -

bash - "beaglebone”™

debiangbeaglebone: /var/1ib/cloudss i

At the present time, only .js and .php files run using the debugger mode.
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1 Open afile in the editor and double-click M1_L1_GyroscopeDisplay.c file in the File Navigator.

Cloud9 File Edit Find WView Goto Run
* i bin
* @ Desktop
¥ [ LabCode
> m M1-A1
> m M1-AZ
v i M1-11
B compileCode.sh
& M1_L1_AccelDisplay.c
&) M1_L1_AccelTestDisplay.c
1‘ M1_L1_ADTempDisplay.c
&} M1 L1 ATempDisplay.c
&} M1_L1_ButtonTest.c
1‘ M1_L1_GyroscopeDisplay.c
&} Mi_L1_LCDAnimation.c
1‘ M1_L1_PressureDisplay.c
&} M1 L1 RelayTest.c
&} Mi_L1_RGB LED PWM.c
& M1_L1_TMP36.C
- mraa_beaglebone_pinmap.h
> im M1-12
> im M1-L3
> im Mi-L4
> m M1-L5

Workspace

The Editor window should now show the file below. This is a very intuitive text editor that uses the
conventional Ctrl + C to copy and Ctrl + V to paste. Once the file has been modified, go to the
console window to compile it.

B M1_L1_GyroscopeD

BB~ O Ll b
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2 Run the following command in the console window to change to the directory that you are
working in.

cd ~/LabCode/M1-L1

3 Run the following command in the console window to compile the C code.

gcc M1_L1_GyroscopeDisplay.c -1 mraa -o Gyro

bash - "beaglebone”

debian@beaglebone: fvar/1lib/cloud®% cd ~/LabCode/M1-L1
debian@beaglebone :~fLablode/M1-L1% gcc M1_L1 GyroscopeDisplay.c -1 mraa -o Gyro
debian@beaglebone :~fLabCode/M1-1L1% I

4 Enter ./Gyro to run the code.
The Cloud9 IDE is secured so that it can only be accessed via the RNDIS port on 192.168.7.2.

5 In order to enable other network access, you will need to edit this file with the sudo command
nginx server.blacklist. This file is located at /etc/nginx/server.blacklist.

a

To add other networks, add the networks to the allow section. This file will need to be edited
with sudo command.

sudo nano /etc/nginx/server.blacklist

sudo - “beaglebone”

GHU nano 2.7.4

allow 192.168.7.8/24; #Allow normal RNDIS Cunnectinnl
deny all; # Deny all others - Unsafe to have wide open.

Once the file has been edited, write it out and exit the editor.

sudo - "beaglebone”™

GNU nano 2.7.4

allow 192.168.7.8/24; #Allow normal RNDIS Connection
allow 192.168.10.8/24; #Adding other network
deny all; # Deny all others - Unsafe to have wide open.

To allow the new network access the nginx service will need to be restarted. To do this, run
the command sudo service nginx restart. Access from other web browsers on the
specified network can be made. That is, as long as the BeagleBone is connected to that
network. Web browsers form different network locations will all see the same Cloud9 IDE.
That is the information entered and display is the same. This works well for collaboration on
problems. An instructor can open a browser window on a student IDE and help debug the
problem.

m It is strongly discouraged to enable all networks access to the Could9 IDE. It bypasses the
login credentials.
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Appendix C - Keysight U3810A Technical Documents

The most up-to-date copies of the following two documents are on your BeagleBone image in the
LabCode folder.

Board Diagram (Searchable PDF)

This is a searchable PDF of the U3810A board diagram. Use this document to locate jumpers,
connectors and components on the board.

U3810-66501 Board
Diagram.pdf

Schematic (Searchable PDF)

This is a searchable PDF of the U3810A schematic. Use this document to understand the electrical
connections of the components and parts on the board.

U3810-66501
Schematic.pdf
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Appendix D - BeagleBone Pinouts

UART4_RXD 11
UART4_TXD 13
GPIO_48 1S5
SPIO_CSO 17

GPIO_49 23
GPIO_117 25
GPIO_115 27

GPIO_20 a1
43
as

No@O®anN kD

14
16
18
20
22
24
26
28
30
32
34
36
38
40
a2
a4
46

GPIO_60

SPIO_D1

UARTI1_TXD
UARTI1_RXD

GPIO_122

== D

AVAILABLE DIGITAL

Source: https://seeeddoc.github.io/Beaglebone_green_wireless/
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GPIO_66
GPIO_69
GPIO_45

GPIO_47
GPIO_27

b
o

a2
a4
46

GPIO_67
GPIO_68
GPIO_44
GPIO_26
GPIO_46
GPIO_65

GPIO_61
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Appendix E - Update, Upgrade, and Download Linux Packages

The Debian system can be used to add packages or update packages to a newer revision.

Your CPU will need to be connected to the internet via WLAN in order to perform the following
downloads. Refer to Configure BeagleBone to connect to WLAN network for the instructions.

1 If you are continuing this lab from previous lab session;

a. Make sure your U3810A jumper settings are set up according to Set Up the U3810A
System.

b. Connect your PC to the BeagleBone with a USB cable. Refer to Set Up Secure Shell
(SSH) Communication.

c. Establish a secure shell communication with the BeagleBone. Refer to Set Up SSH
connection.

2 Run the following commands to update the Debian Linux Package Caches in the BeagleBone.
cd ~

sudo apt update

debian@beaglebone:~$ sudo apt update

[sudo] password for debian:

Ign:1 http://deb.debian.org/debian stretch InRelease

Get:2 http://deb.debian.org/debian stretch-updates InRelease [91.0 kB]
Get:3 http://deb.debian.org/debian-security stretch/updates InRelease
[94.3 kB]

Get:12 http://repos.rcn-ee.com/debian stretch/main armhf Packages [1,037

kB]

Get:13 http://deb.debian.org/debian stretch/non-free armhf Packages [59.7
kB]

Fetched 8,863 kB in 41s (215 kB/s)

Reading package lists... Done

3 Run the following command to see if there is a package with “Network Mapper” words.

apt-cache search Network Mapper

debian@beaglebone:~$ sudo apt-cache search Network Mapper
ndiff - The Network Mapper - result compare utility

nmap - The Network Mapper

zenmap - The Network Mapper Front End
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4 Run the following command to install the Network Mapper program. You will need this for Module
1Llab 7.

sudo apt install nmap

debian@beaglebone:~$ sudo apt install nmap

Reading package lists... Done

Building dependency tree

Reading state information... Done

nmap is already the newest version (7.40-1).

@ upgraded, 0 newly installed, © to remove and 202 not upgraded.

It is possible to upgrade the packages and operating system to the latest available revision.
However, this can cause unexpected behavior of the system. New packages may not have the same
functionality as the older packages. If a particular package needs to be upgraded, use the
command sudo apt upgrade <package>. For example:

debian@beaglebone:~$ sudo apt upgrade nmap
[sudo] password for debian:

Reading package lists... Done

Building dependency tree

Reading state information... Done

nmap is already the newest version (7.40-1).

5 Forafull upgrade of all packages, sudo apt upgrade , with no package specified. This
download may require a significant amount of time and can require extra space. Look carefully at
the upgrade messages before starting the process.

debian@beaglebone:~$ sudo apt upgrade

Reading package lists... Done

Building dependency tree

Reading state information... Done

Calculating upgrade... Done

The following packages will be upgraded:
bb-cape-overlays bb-customizations bonel@l doc-beaglebone-getting-

started
e2fslibs e2fsprogs file git git-core git-man libarchivel3 libcomerr2
libcpupowerl libexpatl libexpatl-dev libmagic-mgc libmagicl libsasl2-2
libsasl2-modules-db 1libss2 1libssl1.0.2 1ibssl1l.1 linux-cpupower
linux-libc-dev openssl sudo tzdata

27 upgraded, © newly installed, @ to remove and @ not upgraded.

Need to get 262 MB of archives.

After this operation, 9,734 kB of additional disk space will be used.

Do you want to continue? [Y/n]
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Appendix F - Cloning a repository from GitHub to Install MRAA

In this section how to update and install Debian packages needed for MRAA installation. Then cloning
an existing repository from GitHub to a local directory. Repeat all steps to Connect to WLAN if the
system is not connected to the internet through Wi-Fi.

1 Enter the following line to download the required packages for the system.

sudo apt-get install build-essential python-dev cmake automake libpcre3
libpcre3-dev byacc flex swig3.0

2 Execute the following command to clone the entire mraa GitHub repository into the U3810A
system.

git clone https://github.com/eclipse/mraa.git

debian@beaglebone:~$ git clone https://github.com/eclipse/mraa.git
Cloning into 'mraa’...

remote: Counting objects: 11859, done.

remote: Compressing objects: 100% (54/54), done.

remote: Total 11859 (delta 50), reused 73 (delta 41), pack-reused 11757
Receiving objects: 100% (11859/11859), 3.25 MiB | 589.00 KiB/s, done.
Resolving deltas: 100% (8306/8306), done.

debian@beaglebone:~$

3 Execute the following command to check whether a mraa repository has been successfully
downloaded.

cd mraa
1s

debian@beaglebone:~$ cd mraa
debian@beaglebone:~/mraa$ 1ls

api docker-compose.yaml DoxygenLayout.xml jsstub tools
cmake docs doxyport README . md
CMakelLists.txt Doxyfile.in examples scripts
CONTRIBUTING.md Doxyfile.java.in imraa src

COPYING doxygen2jsdoc include tests

debian@beaglebone:~/mraa$

4 Once the packages are loaded, create a build area and descent into it.

debian@beaglebone:~$ cd mraa
debian@beaglebone:~/mraa$ mkdir build
debian@beaglebone:~/mraa$ cd build
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5 Type cmake -D CMAKE_INSTALL_PREFIX=/usr .. .. to create the files to compile

debian@beaglebone:~/mraa/build$ cmake -D CMAKE_INSTALL_PREFIX=/usr ..
-- The C compiler identification is GNU 6.3.0

-- The CXX compiler identification is GNU 6.3.0

-- Check for working C compiler: /usr/bin/cc

-- Configuring done

-- Generating done

-- Build files have been written to: /home/debian/mraa/build
debian@beaglebone:~/mraa/build$

6 If there are no errors, it is ready for the next step which is to compile the files. There may be some
warning messages during the compile, ignore them. To compile, type make and it may take a few
minutes to compile.

debian@beaglebone:~/mraa/build$ make

Scanning dependencies of target mraa

[ 1%] Building C object src/CMakeFiles/mraa.dir/mraa.c.o

2%] Building C object src/CMakeFiles/mraa.dir/gpio/gpio.c.o

3%] Building C object src/CMakeFiles/mraa.dir/gpio/gpio_chardev.c.o
4%] Building C object src/CMakeFiles/mraa.dir/i2c/i2c.c.o

5%] Building C object src/CMakeFiles/mraa.dir/pwm/pwm.c.o

[l W W |

[ 97%] Built target mraa-i2c

Scanning dependencies of target mraa-uart

[ 98%] Building C object tools/CMakeFiles/mraa-uart.dir/mraa-uart.c.o
[100%] Linking C executable mraa-uart

[100%] Built target mraa-uart

debian@beaglebone:~/mraa/build$

Do not continue if there are errors in the make. Warnings are allowed.

7 Toinstall what was built the older revision of the code will need to be removed. To do this it is an
apt-get uninstall of the mraa files done in Task Te Step 2. Type sudo apt-get remove
libmraal libmraa-dev mraa-tools

8 Install the build with elevated privileges sudo make install. This will place all the executables
and link libraries in the correct locations.
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9  Check the build by typing mraa-gpio list. The result should look something like this

01
02
03
04
05
06
07
08
09
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52

GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO

GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO

debian@beaglebone:~$ mraa-gpio list
GND:
GND:
MMC1_D6:
MMC1_D7:
MMC1_D2:
MMC1_D3:
GPIO66:
GPIO67:
GPIO069:
GPIO68:
GPIOA45:
GPIO44:
GPIO23:
GPIO026:
GPIO47:
GPIO46:
GPIO027:
GPIO65:
GPIO22:
MMC1_CMD:
MMC1_CLK:
MMC1_D5:
MMC_D4:
MMC_D1:
MMC1_D@o:
GPIO61:
GPIO86:
GPIO88:
GPIO087:
GPIO89:
GPIO10:
GPIO11:
GPIO9:
GPIO81:
GPIO8:
GPIO80:
GPIO78:
GPIO079:
GPIO76:
GPIO77:
GPIO74:
GPIO75:
GPIO72:
GPIO73:
GPIO70:
GPIO71:
GND:
GND:
3.3V:
3.3V:
5V:

5V:

PWM

PWM

PWM

PWM
UART
UART

PWM
PWM
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53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92

5Vv:

5V:

PWR:
RESET:
GPIO30:
GPIO60:
GPIO31:
GPIO50:
GPIO48:
GPIO51:
I2C1SCL:
I2C1SDA:
I2C2SCL:
I2C2SDA:
GPIO3:
EHRPWMOA :
GPIO49:
GPIO15:
GPIO117:
GPIO14:
GPIO115:
GPIO113:
GPIO111:
GPIO112:
GPIOl1l10:
VDD_ADC:
AIN4:
GND_ADC:
AING6:
AINS:
AIN2:
AIN3:
AINO:
AIN1:
GPIO20:
GPIO7:
GND:
GND:
GND:
GND:
debian@beaglebone:~$

GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
I2C

I2C

I2C

I2C

GPIO
PWM

GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO

AIO

AIO
AIO
AIO
AIO
AIO
AIO
GPIO
GPIO

UART

UART
PWM

PWM

SPI
SPI

SPI

UART

UART

SPI
SPI
SPI
SPI

PWM  UART
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Appendix G - Restore U3810A startup files

1 If you are continuing this lab from previous lab session;

a Make sure your U3810A jumper settings are set up according to Set Up the U3810A System.

b Connect your PC to the BeagleBone with a USB cable. Refer to Set Up Secure Shell (SSH)
Communication.

c Establish a secure shell communication with the BeagleBone. Refer to Set Up SSH
connection.

2 Run the following command to unzip the Startup Scripts from its ZIP archive.
cd ~/LabCode

tar -xzf startup_scripts.gz

3 Execute the following command to change your working directory to the startup directory.

cd startup_scripts

4 Execute the following command to run the autodisplay.sh script. This will reset your U3810A
startup to the factory state.

sudo ./autodisplay.sh
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Appendix H -

1

10

U3810A Image Build from Scratch

Download the latest IoT image from http://beagleboard.org/latest-images. The LXQT image may
not have enough space to hold all the packages and software required.

Burn the image onto a SD card using Belena Etcher as described in Appendix A - Initialize
BeagleBone with Keysight U3810A Image. In this case, use the downloaded image from the
BeagleBone.org site.

For a new BeagleBone, the eMMC needs to be initialized with newer firmware. Use the procedure
in Uninitialized BeagleBone devices.

This will boot from the SD card login as debian
Connect to the internet using Wi-Fi or bridge PC connection via RNDIS.
Turn off the tether mode. (Tether mode leaves a wide open access point. This should be disabled)

Edit /etc/default/bb-wl18xx Change TEATHER_ENABLED=no and USE_CONNMAN_TEATHER=n0

# TETHER_ENABLED: Whether or not to run the /usr/bin/bb-wll18xx-tether
daemon; set to no to disable.
TETHER_ENABLED=no

# USE_CONNMAN_TETHER: Whether or not to just use connman tether inteface;
set to no to disable.
USE_CONNMAN_TETHER=no

Download the required packages for the system, enter the following line.

sudo apt install build-essential python-dev cmake automake libpcre3
libpcre3-dev byacc flex python-pip nmap paho-mqtt gspread oauth2client
bluepy debsums mosquitto mosquitto-clients libglib2.0

Install the required Python Packages required for the system. sudo pip install paho-mqtt
gspread oauth2client bluepy

There is one NPM package that needs to be installed: sudo npm install node-rest-client.
Execute the following command to clone the entire mraa GitHub repository into the U3810A
system.

git clone https://github.com/eclipse/mraa.git

debian@beaglebone:~$ git clone https://github.com/eclipse/mraa.git
Cloning into 'mraa’...

remote: Counting objects: 11859, done.

remote: Compressing objects: 100% (54/54), done.

remote: Total 11859 (delta 50), reused 73 (delta 41), pack-reused 11757
Receiving objects: 100% (11859/11859), 3.25 MiB | 589.00 KiB/s, done.
Resolving deltas: 100% (8306/8306), done.

debian@beaglebone:~$

Keysight U3810 Series Getting Started Guide 122



http://beagleboard.org/latest-images

11 Execute the following commands to check whether a mraa repository has been successfully
downloaded.

cd mraa

1s

debian@beaglebone:~$ cd mraa

debian@beaglebone:~/mraa$ 1ls

api docker-compose.yaml DoxygenLayout.xml jsstub tools
cmake docs doxyport README . md
CMakelLists.txt  Doxyfile.in examples scripts
CONTRIBUTING.md Doxyfile.java.in imraa src

COPYING doxygen2jsdoc include tests

debian@beaglebone:~/mraa$

Once the packages are loaded, create a build area and descent into it.

debian@beaglebone:~$ cd mraa
debian@beaglebone:~/mraa$ mkdir build
debian@beaglebone:~/mraa$ cd build

12 Create the files for compilation by typing cmake -D CMAKE_INSTALL_PREFIX=/usr ..

debian@beaglebone:~/mraa/build$ cmake -D CMAKE_INSTALL_PREFIX=/usr ..
-- The C compiler identification is GNU 6.3.0
-- The CXX compiler identification is GNU 6.3.0

-- Check for working C compiler: /usr/bin/cc

-- Configuring done
-- Generating done
-- Build files have been written to: /home/debian/mraa/build

debian@beaglebone:~/mraa/build$

If there are no errors, it is ready for the next step which is to compile the files. There may be some
warning messages during the compile, ignore them.

Keysight U3810 Series Getting Started Guide 123



13 Type make and it may take a few minutes to compile.

debian@beaglebone:~/mraa/build$ make
Scanning dependencies of target mraa
1%] Building C object src/CMakeFiles/mraa.dir/mraa.c.o
2%] Building C object src/CMakeFiles/mraa.dir/gpio/gpio.c.o

[
[
[ 3%] Building C object src/CMakeFiles/mraa.dir/gpio/gpio_chardev.c.o
[ 4%] Building C object src/CMakeFiles/mraa.dir/i2c/i2c.c.o

[

5%] Building C object src/CMakeFiles/mraa.dir/pwm/pwm.c.o

[ 97%] Built target mraa-i2c

Scanning dependencies of target mraa-uart

[ 98%] Building C object tools/CMakeFiles/mraa-uart.dir/mraa-uart.c.o
[100%] Linking C executable mraa-uart

[1e0%] Built target mraa-uart

debian@beaglebone:~/mraa/build$

m Do not continue if there are errors in the make. Warnings are allowed.

If there is an install from an apt install process, the older revision of the code will need to be
removed. To do this it is an apt remove of the mraa files done. Type in sudo apt remove
libmraal libmraa-dev mraa-tools
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14 Type sudo make install to install the mraa system into the BeagleBone.

15 Type mraa-gpio list to check the build.

01
02
03
04
05
06
07
08
09
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51

GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO

GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO

debian@beaglebone:~$ mraa-gpio list
GND:
GND:
MMC1_D6:
MMC1_D7:
MMC1_D2:
MMC1_D3:
GPIO66:
GPIO67:
GPIO69:
GPIO68:
GPIOA45:
GPIO44:
GPIO23:
GPIO26:
GPIO47:
GPIO46:
GPIO27:
GPIO65:
GPIO22:
MMC1_CMD:
MMC1_CLK:
MMC1_D5:
MMC_D4:
MMC_D1:
MMC1_DO:
GPIO61:
GPIO86:
GPIOS8S:
GPI087:
GPIO89:
GPIO10:
GPIO11:
GPIO9:
GPIO81:
GPIOS8:
GPIO80:
GPIO78:
GPIO79:
GPIO76:
GPIO77:
GPIO74:
GPIO75:
GPIO72:
GPIO73:
GPIO70:
GPIO71:
GND:
GND:

PWM

PWM

PWM

PWM
UART
UART

PWM
PWM
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52 5V:

53 5Vv:

54 5Vv:

55 PWR:

56 RESET:

57 GPIO30: GPIO UART
58 GPIO60: GPIO

59 GPIO31: GPIO UART
60 GPIO50: GPIO PWM
61 GPIO48: GPIO

62 GPIO51: GPIO PWM
63 I2C1SCL: I2C SPI
64 I2C1SDA: I2C SPI
65 I2C2SCL: I2C

66 I2C2SDA: I2C

67 GPIO3: GPIO SPI PWM UART
68 EHRPWMOA: PWM

69 GPIO49: GPIO

70 GPIO15: GPIO UART
71 GPIO117: GPIO

72 GPIO14: GPIO UART
73 GPIO115: GPIO

74 GPIO113: GPIO SPI
75 GPIO111: GPIO SPI
76 GPIO112: GPIO SPI
77 GPIO110: GPIO SPI
78 VDD_ADC:

79 AIN4: AIO

80 GND_ADC:

81 AIN6: AIO

82 AIN5: AIO

83 AIN2: AIO

84 AIN3: AIO

85 AINO: AIO

86 AIN1: AIO

87 GPI020: GPIO

88 GPIO7: GPIO

89 GND:

90 GND:

91 GND:

92 GND:
debian@beaglebone:~$

16 Edit the BeagleBone Overlay file in /boot/uEnv.txt. The key overlays changes are highlighted.

not change the uname_r as that is linked to an image

Do

# Docs: http://elinux.org/Beagleboard:U-boot_partitioning layout 2.0
# Keysight U3810A Image Version 3.64 Feb 3rd 2020

#This version of uEnv.txt enables UART1, UART2, I2C1, PWM1, PWM2 and
allows

#MRAA Pins 74 - 77 to be used as SPI

uname_r=4.14.108-ti-r115
#uuid=
#dtb=
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###U-Boot Overlays#iit

###Documentation: http://elinux.org/Beagleboard:BeagleBoneBlack_Debian#U-
Boot_Overlays

###Master Enable

enable_uboot_overlays=1

#it#

###Overide capes with eeprom

uboot_overlay addr@=/1ib/firmware/BB-UART1-00A0.dtbo

uboot_overlay addrl=/lib/firmware/BB-UART2-00A0.dtbo
uboot_overlay_addr2=/1ib/firmware/BB-I2C1-00A0.dtbo
uboot_overlay_addr3=/1ib/firmware/BB-PWM1-00A0.dtbo
uboot_overlay_addr4=/1ib/firmware/BB-PWM2-00A0.dtbo

#Hi#

###Additional custom capes
#tuboot_overlay_addr4=/1ib/firmware/<filed>.dtbo
#tuboot_overlay_addr5=/1ib/firmware/<file5>.dtbo
#uboot_overlay_addr6=/1lib/firmware/<file6>.dtbo

#uboot_overlay addr7=/1ib/firmware/<file7>.dtbo

H#H#

###Custom Cape

#dtb_overlay=/1ib/firmware/<file8>.dtbo

#Hi#

##t#tDisable auto loading of virtual capes (emmc/video/wireless/adc)
#disable_uboot_overlay emmc=1

#tdisable_uboot_overlay video=1

disable_uboot_overlay_audio=1

#disable_uboot_overlay wireless=1

#disable_uboot_overlay adc=1

##

###PRUSS OPTIONS

###pru_rproc (4.4.x-ti kernel)

#uboot_overlay pru=/lib/firmware/AM335X-PRU-RPROC-4-4-TI-00A0.dtbo
##tttpru_rproc (4.14.x-ti kernel)
uboot_overlay_pru=/lib/firmware/AM335X-PRU-RPROC-4-14-TI-00A0.dtbo
###pru_rproc (4.19.x-ti kernel)
#uboot_overlay_pru=/1lib/firmware/AM335X-PRU-RPROC-4-19-TI-00A0.dtbo
#tttpru_uio (4.4.x-ti, 4.14.x-ti, 4.19.x-ti & mainline/bone kernel)
#uboot_overlay pru=/lib/firmware/AM335X-PRU-UIO-00A0.dtbo

#it#

###Cape Universal Enable

enable_uboot_cape_universala=1

H#HHH#

###Debug: disable uboot autoload of Cape
#tdisable_uboot_overlay addril=1

#tdisable_uboot_overlay_addr2=1

#disable_uboot_overlay addr3=1

#H#

###U-Boot fdt tweaks... (60000 = 384KB)

#uboot_fdt_buffer=0x60000

###U-Boot Overlays#iit

cmdline=coherent_pool=1M net.ifnames=0 rng_core.default_quality=100 quiet

#In the event of edid real failures, uncomment this next line:
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#t#tenable Generic eMMC Flasher:
##make sure, these tools are installed: dosfstools rsync
#tcmdline=init=/opt/scripts/tools/eMMC/init-eMMC-flasher-v3.sh

#Use an overlayfs on top of a read-only root filesystem:
#cmdline=coherent_pool=1M net.ifnames=0 rng_core.default_quality=100
quiet overlayroot=tmpfs

#cmdline=coherent_pool=1M net.ifnames=0 rng_core.default_quality=100
quiet video=HDMI-A-1:1024x768@60e

17 Areboot is required to test the overlays. If there is an older version of the operating system, the
USR button as describe in the Uninitialized BeagleBone devices procedure

18 On reboot examine the devices in /dev. There should be three 12C devices, a pwm device, ttySO
ttyS1, ttyS2 and no spi devices.

apm_bios
autofs
bc_example
block
btrfs-control
bus

char
console
cpu_dma_latency
cuse

disk

dri

fd

full

fuse
gpiochip@
gpiochipl
gpiochip2
gpiochip3
hwrng

i2c-0

i2c-1

i2c-2
iio:device®
initctl
input

debian@beaglebone:~$ 1ls /dev

kmem

kmsg

log
loop-control
mapper

mem
memory_bandwidth
mmcblkl
mmcblklbooto
mmcblklbootl
mmcblklpl
mmcblklrpmb
mqueue

net
network_latency
network_throughput
null

ppp

ptmx

pts

pwm

random

rfkill

rtc

rtco

shm

snapshot tty27

snd tty28
stderr tty29
stdin tty3

stdout tty30
tty tty31
ttyo tty32
ttyl tty33
tty10 tty34
tty11 tty35
tty12 tty36
tty13 tty37
ttyl4d tty38
tty15 tty39
tty16 ttyd

tty17 tty4o
tty18 ttyal
tty19 tty42
tty2 tty43
tty20 ttys4
tty21 tty4s
tty22 tty46
tty23 ttya7
tty24 tty4s
tty25 tty49
tty26 tty5

tty50e
tty51
tty52
tty53
tty54
tty55
tty56
tty57
tty58
tty59
tty6
tty60
tty6l
tty62
tty63
tty7
tty8
ttyo
ttyGSe
ttyoo
ttyol
tty02
tty03
ttySe
ttyS1
ttyS2

ttyS3
ttyS4
ttyS5
ubi_ctrl
uhid
uinput
urandom
VCS

vcsl
vCcs2
vcs3
vcs4
vcs5
vcs6
vcsa
vcsal
vcsa2
vcsa3s
vcsad
vcsab
vCcsab
vhci
watchdog
watchdoge
watchdogl
zero

In /sys/class/pwm, there should be pwmchipO and pwmchip?2.

debian@beaglebone:~$ 1s /sys/class/pwm
pwm-0:0 pwm-0:1 pwm-2:0 pwm-2:1 pwmchip® pwmchip2

19 To communicate with the serial devices minicom needs to be installed and set up. With the
Beaglebone connected to the internet, install minicom by using the command: sudo apt

install minicom
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20 Now that minicom has been installed, there are two set up items. The default has hardware
control and no echo. Both of these features need to be enabled.

21 To enable these features, a terminal needs to be open. For this ttyS1 can be used. To open
minicom run the command: minicom -D /dev/ttyS1 -b 9600

A terminal screen should come up like the figure below:

Welcome to minicom 2.7
OPTIONS: I18n

Compiled on Apr 22 2017, 09:14:19.
Port /dev/ttyS1

Press CTRL-A Z for help on special keys

22 To get into the minicom options menu mode, press Ctrl + A and then 0. Use the arrow keys to
move to the Serial port setup selection.

Welcomse to minicom 2.7

OPTICHS: Il8n

Compiled on Apr 22 2017, 05:14:19.
Port Sdev/tty5l

Press CIRL-& Z for help on special keys

+————- [configuration] -——----- +
| Filenames and paths
| File transfer protocols

|
|
Serial port setup |
Modem and dialing |
Screen and keyvboard |
Save setup as drfl |
Save setup as.. |
Exit

CTEL-& Z for help | 9600 8N1 | WOR | Minicom 2.7 | VI102 | Online 0:2 | tty5l
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23 Press the Enter, a new menu will come up. Press the F key to turn off hardware control.

;WElcome o minicom 2.7

P TI4-——— e e +
Comp| A - Serial Device r fdev/ttysl |
Port| B - Lockfile Location : Jfvar/lock |
F | C - Callin Program |
Pres| D - Callout Program : |
| E - Bps/Par/Bits : 9S00 BNl |

F - Hardware Flow Control : No |

& - Software Flow Control : No |

|

|

Change which setting?

| Screen and keyboard

| Save setup as dfl |
| |
| |

Save setup as..
Exit

CTEL-A Z for help S600 BN1 | WOR | Minicom 2.7 | VT102 | Online 0:2

24 Press the Enter key to exit the Serial port set up menu. Use the arrow key to select Screen and
keyboard. For the ttyS1 and ttyS2 devices do not echo back the characters typed in, enable the
local echo by using the q key to enable echo.

Welcome o mind——-———-——————————-- [Screen and kevboard] ------—-——-———-—--—= +
| & - Command key 1is HE-Y |
OPTICHS: Il8n | B - Backspace key sends : BS |
Compiled on Ap| © - 5tatus line is 1 enakled |
Port fdev/ttyS| D - Alarm sound : Yes |
| E - Foreground Color [(menu): WHITE |
Press CTRL-A Z| F - Background Color (menu): BLACEK |
| G - Foreground Color (term): WHITE |
+++0K +-] H - Background Color (term): BLACK |
+++0K | | I - Foreground Color (stat): WHITE |
| | J - Background Color (stat): BLACK |
| | K — History Buffer Size r 2000 |
| L - Macros file I LMAacros |
| M - Edit Macros |
| H - Macros enabled 1 Yes |
| {0 - Character conversion |
| P - Add linefeed : No |
+ 0 - Local echo : Yes |
R - Line Wrap : Ho |
5 - Hex Display : Ho |
T - Add carriage return : Ho |

——Change which setting? (Esc to exit) il CtvSl

25 Use Enter key to leave the Screen and keyboard menu. To save the settings use the arrow keys to
select the save setup ad dft. Press the Enter key and the defaults settings will be the setting from
this session.
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26 If the devices all show up it is time to install the U3810A code. Acquire the latest LabCode.tar.gz
and LabCodeSignature.tar.gz from Keysight. Download this as well as the LabCodeReset.gz file
to the Debian home directory.

|

LabCodeReset.gz

27 Extract the LabCodeReset.sh file by using the tar -xzf LabCodeReset.gz command and also
extract the signature files by using the tar -xzf LabCodeSignature.tar.gz command

28 Execute the file by entering . /LabCodeReset.sh -u This will ask for the root password for it to
install the latest revision of the LabCode.

debian@beaglebone:~/Desktop$ ./LabCodeReset.sh -u

The LabCode.tar.gz has been signed.

Checking on the signature

gpg: assuming signed data in ‘checksum’

gpg: Signature made Mon 27 Jul 2020 01:24:21 PM UTC

gpsg: using RSA key E89C4532A5DB38EBE14CF510F55535C5FA4EBL16E
gpg: Good signature from "Copyright Keysight Technologies 2020" [ultimate]
Checking on SHA256 hash ...

LabCode.tar.gz: OK

Do you want to continue? (y/n) y

Erasing LabCode

Refreshing LabCode

LabCode/

.KS_Files/boot/uEnv.txt
Updating Keysight Revisions
[sudo] password for debian:

Reboot is suggested

29 Before rebooting, follow the directions in Appendix D. Restoring U3810A startup files for setting
up the startup scripts.

30 Reboot the system one more time. Once again If there is an older version of the operating
system, the USR button as describe in the Uninitialized BeagleBone devices procedure.

31 On reboot test the LabCode and hardware interaction. Follow the Hardware Verification for
U3810A section to test the system.

32 If everything is working, any entries into the connmanctl Wi-Fi Access Point table should be
deleted. Connmanctl stores this information in plain text and can be read by anyone receiving a
copy of the image. To delete the access point information sudo rm -Rf /var/lib/connman/wifi*
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33 To clean up any compiled files or extra files execute ./LabCodeReset.sh from the debian home

“ ,»

directory. Select the “y” option to delete the code before refreshing.

debian@beaglebone:~/Desktop$ ./LabCodeReset.sh

The LabCode.tar.gz has been signed.

Checking on the signature

gpg: assuming signed data in 'checksum’

gpg: Signature made Mon 27 Jul 2020 01:24:21 PM UTC

gpg: using RSA key E89C4532A5DB38EBE14CF510F55535C5FA4EB16E
gpg: Good signature from "Copyright Keysight Technologies 2020" [ultimate]
Checking on SHA256 hash ...

LabCode.tar.gz: OK

Do you want to continue? (y/n) y

Erasing LabCode

Refreshing LabCode

LabCode/

LabCode/M2-L1b/

LabCode/M2-L1b/M2-L1-E7_Led.c

LabCode/M2-L1b/Xbee Profiles/

LabCode/M2-L1b/Xbee Profiles/M2_L1 T7_END_DEVICE.xpro
LabCode/M2-L1b/Xbee Profiles/M2_L1_T7_ROUTER.Xxpro
LabCode/M2-L1b/Xbee Profiles/M2_L1_T7_COORDINATOR.Xxpro
LabCode/M2-L1b/mraa_beaglebone_pinmap.h

LabCode/M3-L7/M3_L7_Temp_Post_MQTT.py
LabCode/M3-L7/M3_L7_T4_sleepwake.c
LabCode/M3-L7/M3_L7_LCD_Fun.py
.KS_Files/

.KS_Files/etc/

.KS_Files/etc/issue
.KS_Files/etc/environment
.KS_Files/etc/motd
.KS_Files/Version.txt
.KS_Files/boot/
.KS_Files/boot/.uEnv.txt.swp
.KS_Files/boot/uEnv.txt
debian@beaglebone:~$

34 To turn the SD card into a version that will flash the code to the eMMC, change the last line of
/boot/uEnv.txt to remove the “#”.

#t#tenable Generic eMMC Flasher:

##make sure, these tools are installed: dosfstools rsync
#tcmdline=init=/opt/scripts/tools/eMMC/init-eMMC-flasher-v3.sh
# Change to Line without comment symbol

cmdline=init=/opt/scripts/tools/eMMC/init-eMMC-flasher-v3.sh
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35 The SD card is now ready to test by burring the image to a BeagleBone. Follow the directions in
Appendix A - Initialize BeagleBone with Keysight U3810A Image with this SD card in place of the
Keysight image. Start at step 4.
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Appendix | - Assembly and Disassembly
Assembly of BeagleBone Green Wireless (BBGW)

BBGW Assembly (For U3810A Shipped
without BBGW)

* Remove the screws marked in red using a Philips or Posidrive screwdriver

BBGW Assembly (For U3810A Shipped
without BBGW)

KEYSIGHT

* Remove the U3810A board and put it aside
*  The BBGW will be placed on the standoffs which are marked in red
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BBGW Assembly (For U3810A Shipped
without BBGW)

* Place BBGW on the standoffs
* Install the plastic screws provided at the holes marked in red using a Philips or Posidrive screwdriver

BBGW Assembly (For U3810A Shipped
without BBGW)

* Align the 46pin connector and the 6pin connector on the U3810A board with the ones on the BBGW
* Slowly press down on the areas marked in red to engage the connectors

BBGW Assembly (For U3810A Shipped
without BBGW)

o v % Q%

* Re-install all the plastic screws at the areas marked in red using a Philips or Posidrive screwdriver
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Disassembly
BBGW Dis-assembly

* Remove the screws marked in red using a Philips or Posidrive screwdriver
BBGW Dis-assembly
S, B S

BT Vg { ey

« Lift the U3810A board up slowly at the two areas highlighted in red. (Note: Lifting only on one side may
damage the connector pins)

BBGW Dis-assembly

* Remove the U3810A board and put it aside.
* Remove the screws marked in red using a Philips or Posidrive screwdriver
*  The BBGW can now be replaced
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