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The ultra-wideband (UWB) communications technology development started at the end of the 
1990s and got a boost in 2002 when the Federal Communications Commission (FCC) published 
new regulations for the commercial market. Soon after, the Institute of Electrical and Electronics 
Engineers (IEEE) 802.15 working group specifies wireless personal area network (WPAN) standards. 
Task groups (TG) in IEEE 802.15 leverage UWB technologies for 802.15.3 high-rate and 802.15.4 for 
low-rate communication applications. Key technologies include multiband orthogonal frequency 
division multiplexing (MB-OFDM) and pulsed direct sequence UWB (DS-UWB).

Today, these technologies are still widely used in the wireless industry, such as IEEE 802.11ad/ay using 
MB-OFDM for a multiple gigabit wireless system and IEEE 802.15.4/4z using pulsed DS-UWB for indoor 
positioning, ranging, and security applications. Among these technologies, the applications and 
signal characteristics of IEEE 802.15.4 high-rate pulse repetition frequency (HRP) UWB are the most 
different from other UWB standards and are adopted by major mobile phone makers. This white paper 
focuses on the test requirements, challenges, and solutions associated with IEEE 802.15.4 HRP UWB.

What is Ultra-Wideband?
UWB is a radio signal with an instantaneous bandwidth of greater than 500 MHz or a fractional 
occupied bandwidth (Bf) greater than 0.2. Figure 1 shows the upper frequency fH and lower frequency 
fL points that are 10 dB below the highest power spectral density of the signal.

Bf = B / fC 

Where B = fH - fL and fC = (fH + fL) / 2

UWB is an underlay technology, and 
therefore interference testing is a significant 
challenge. The key requirement for a UWB 
radio is the need for a broad, flat power 
spectrum within the chosen frequency 
range and below specified power spectral 
density (PSD) levels.

Figure 1. Power spectral density
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About HRP UWB Signals
The IEEE 802.15.4 standard defines the physical layer (PHY) and medium access control (MAC) 
sublayer for low-rate wireless networks. It focuses on low-cost, low-power consumption, and low-
speed ubiquitous communication between devices. Many IoT wireless alliances and consortiums 
leverage the PHY and MAC sublayer defined in the IEEE 802.15.4 standard, such as ZigBee, WiSUN, 
and FiRa. In addition, the standard also provides modes that allow for precision ranging capability.

To address different usability scenarios, the standard defines multiple radio formats for the PHY, such as 
offset quadrature phase-shift keying (O-QPSK), binary phase-shift keying (BPSK), Gaussian frequency-
shift keying (GFSK), frequency-shift keying (FSK), minimum shift keying (MSK), chirp spread spectrum 
(CSS), high-rate pulse frequency (HRP) UWB, and orthogonal frequency division multiplexing (OFDM). 

Different from the others, the HRP UWB PHY uses a combination of burst position modulation (BPM) 
and binary phase-shift keying (BPSK) to modulate symbols. Each symbol is composed of an active 
burst of UWB pulses, and the variable-length bursts support various data rates. Figure 2 shows the 
time domain and frequency domain of an IEEE 802.15.4 HRP UWB signal.

Figure 2. An IEEE 802.15.4 HRP 
UWB signal

RF Test Requirements
The design, integration, and testing of HRP UWB radio devices at low power levels require test 
solutions to generate and analyze wide bandwidth signals and low system noise levels. In addition, 
the verification and calibration of the components used for time of flight (ToF) and angle of arrival 
(AoA) measurements require a test system that allows precise time measurements.
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Test challenges

A common chipset currently on the market uses a high band frequency from 6 GHz to 10 GHz. It 
also requires a wide bandwidth as the minimum bandwidth requirement is 500 MHz. HRP UWB 
transmitters or receivers need to conform to the RF requirements defined in Chapter 15.4 of IEEE 
802.15.4 standards. The standards include definitions for the operating band, channel assignment, 
baseband impulse response, transmit mask, receiver maximum input power, energy detection 
(ED), link quality indicator (LQI), and clear channel assessment (CCA) measurements. Table 1 is a 
summary of RF requirements for HRP UWB defined in 802.15.4-2020. 

Table 1. HRP UWB RF requirements defined in 802.15.4-2020

802.15.4-2020 Test case Test requirements

15.4.1 Operating frequency bands CH0 is mandatory for sub-GHz 

CH3/9 is mandatory for the low/high band

15.4.2 Channel assignment Support at least two complex channels for one of the 
mandatory bands

15.4.3 Regulatory compliance The maximum output power spectral density (PSD) must 
comply with regulatory requirements (FCC: < -41.3 dBm / MHz 
from 3 to 10 GHz)

15.4.4 Baseband impulse response The correlated main lobe width is > 0.2 ns. The side lobe cross-
correlation magnitude is < 0.3.

15.4.5 Transmit PSD mask Less than -10 dB relative to the maximum spectral density of 
the signal for 0.65/Tp < |f - fc| < 0.8/ Tp 

Less than -18 dB for |f - fc| > 0.8/ Tp

Tp is the inverse of the chip frequency

15.4.6 Chip rate clock and chip 
carrier alignment

The chip clock error must be within ± 20 × 10-6

15.4.9 Transmit center frequency 
tolerance

The measured frequency error must be within ± 20 × 10-6

15.4.10 Receiver maximum input 
level

Input level shall be ≥ -45 dBm / MHz and PER < 1%

15.4.11 Receiver energy detection (ED) Detect a range of 40 dB with an accuracy of ± 6 dB

15.4.12 Link quality indicator (LQI) Identify at least eight unique values from lowest to the highest 
quality

15.4.13 Clear channel assessment 
(CCA)

Support ED or carrier sense
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Transmitter measurements

Sections 15.4.1 and 15.4.2 defines frequency bands and channels. For the sub-gigahertz band, 
channel 0 is the mandatory channel. For the low band and high band,  channels 3 and 9 are the 
mandatory channels, respectively. Table 2 illustrates the UWB band groups, channel assignments, 
center frequencies, and bandwidths. Figure 3 shows the transmitter test setups.

Table 2. 802.15.4 UWB frequency and channel assignments

Band group Channel number Center frequency (MHz) Bandwidth (MHz) Mandatory / optional

0 (Sub-GHz band) 0 499.2 499.2 Mandatory

1 (Low band) 1 3494.4 499.2 Optional

2 3993.6 499.2 Optional

3 4492.8 499.2 Mandatory

4 3993.6 1331.2 Optional

2 (High band) 5 6489.6 499.2 Optional

6 6988.8 499.2 Optional

7 6489.6 1081.6 Optional

8 7488.0 499.2 Optional

9 7987.2 499.2 Mandatory

10 8486.4 499.2 Optional

11 7987.2 1331.2 Optional

12 8985.6 499.2 Optional

13 9484.8 499.2 Optional

14 9484.0 499.2 Optional

15 9484.8 1354.97 Optional
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Figure 3. RF transmitter measurement setups using the N9032B PXA X-series signal analyzer

Regulatory compliance

To market a UWB product, regulatory approval for relevant target regions is required and must pass 
IEEE Section 15.4.3 regulatory compliance test. For example, manufacturers must meet European 
Telecommunications Standards Institute (ETSI) EN 302 605 for the European market, Federal 
Communications Commission (FCC) Part 15 for the United States, and Association of Radio Industries 
and Businesses (ARIB) STD-T91 for Japan. 

Baseband impulse response

Section 15.4.4 specifies pulse shape in the time domain that ensures interoperability and 
performance. The transmitted pulse cross-correlates with a reference pulse, a root raised cosine 
pulse with a roll-off factor of 0.5. Figure 4 illustrates impulse response measurements. For the main 
lobe width (Tw), the magnitude of the cross-correlation function ≥ 0.8, is less than 0.5 ns for a channel 
bandwidth of 499.2 MHz, 0.2 ns for wider bandwidths. The maximum magnitude of any side lobe 
(marker 1) is < 0.3. 
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Figure 4. The HRP UWB 
impulse response measurement 
using Keysight PathWave 
vector signal analysis (VSA) 
software solution

Figure 5. The HRP UWB 
transmits the power spectral 
density mask measurements 
using the PathWave VSA 
software solution

Transmit PSD mask

IEEE Section 15.4.5 defines transmit PSD masks. The mask uses pulse period (Tp ) to specify the 
frequency ranges. The transmit spectrum is < 10 dB relative to the maximum PSD of the signal for 
0.65 / Tp < |f - fc| < 0.8/Tp and -18 dB for |f - fc| > 0.8 / Tp. The setups for this measurement should use a 
1 MHz resolution bandwidth and a 1 kHz video bandwidth on the signal analyzer. 

Figure 5 shows a measured HRP UWB signal at channel 1 with bandwidth 499.2 MHz and the pulse 
period (Tp) is 2 ns. The frequency ranges of the transmit mask are at 325 MHz < |f - fc| < 400 MHz and 
|f - fc| > 400 MHz and the relative levels at -10 dB and -18 dB. The peak PSD level is at 3,501.9 MHz 
(marker 1).
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Chip rate clock and chip carrier alignment

The error between the standard chip clock (499.2 MHz) and the signal chip clock is the average for 
all repetitions of the symbol in the SYNC portion of SHR except for the first and last repetition. 

Section 15.4.6 specifies chip rate clock and chip carrier alignment. The chip clock error has an 
accuracy of ± 20 × 10-6. The PathWave VSA software reports the chip clock error in parts per million 
(ppm) in the summary table, as shown on the left side of Figure 4.

In addition, the center frequency of transmitted energy has an accuracy of ± 20 × 10-6. The setups for 
this measurement should set the resolution bandwidth to 1 MHz and the video bandwidth to 1 kHz on 
the signal analyzer. 

Transmit center frequency tolerance

Transmitted HRP UWB signal center frequency has an accuracy of ± 20 × 10-6. The frequency error is the 
difference between the VSA center frequency and the UWB signal center frequency. The PathWave VSA 
software reports the frequency error in the summary table, as shown on the left side of Figure 4.

Receiver measurements

The HRP UWB PHY has a receiver maximum input level greater than or equal to -45 dBm / MHz and 
a packet error rate (PER) of < 1%. You can measure the input level at antenna terminals without any 
interference. Figure 6 shows the receiver’s test setup.

Figure 6. Receiver sensitivity measurement 
setups using M9384B VXG signal generator
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Receiver energy detection

The receiver energy detection measurement is for a channel selection algorithm. It estimates 
received signal power and average over eight symbols periods. The minimum energy detection value 
should indicate received power less than 10 dB above the lowest receiver sensitivity and spanned by 
at least 40 dB with an accuracy of ± 6 dB.

Link quality indicator 

The link quality indicator measurement is a characterization of the signal strength or quality of a 
received packet. The implementation of this measurement can be either receiver energy detection, a 
signal-to-noise ratio (SNR) estimation, or a combination of both. The measurement identifies at least 
eight unique values from lowest to highest quality compliant signals detectable by the receiver.

Clear channel assessment 

The clear channel assessment (CCA) is part of the physical layer management service. Using the carrier-
sense multiple access with the collision avoidance (CSMA/CA) mechanism, the media access control 
requests the physical layer to perform a CCA to ensure that the channel is not in use by any other device. 
You can use the result of the carrier sensor to decide whether a frequency channel should be available or 
busy. An HRP UWB device should implement one of the CCA modes specified in the standard.
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HRP UWB ranging

A variety of wireless communications systems provide indoor positioning ranging, such as Wi-Fi, 
Bluetooth®, RFID, and UWB. They are using different positioning methods for indoor ranging, including 
received signal strength indication (RSSI), angle of arrival (AoA), angle of departure (AoD), remote 
coupling, and time of flight (ToF), also called the time of arrival. Table 3 shows key attributes and 
techniques for each wireless standard.

Table 3. Common indoor positioning technologies

The 802.15.4z amendment has updated the PHY and MAC layers of the technology for high precision, 
secure-ranging applications. The HRP UWB ranging system is based on ToF measurements to provide 
reliable and robust ranging timestamps to measure the distance between devices accurately.

Two-way ranging

The HRP UWB uses the ToF measurements for single-sided two-way ranging (SS-TWR). Figure 7 
shows the SS-TWR scheme. The ranging marker (RMARKER) is the location of the first chip after the 
start of the frame delimiter and is a timestamp used for calculating ToF. Device A sends a frame to 
Device B and receives a reply from Device B. Device B needs to communicate its reply time Treply to 
Device A. 

Wireless 
systems

Wi-Fi Bluetooth RFID HRP UWB

Standard IEEE 802.11az Bluetooth 4.0 / 5.1 EPC / ISO IEEE 802.15.4/4z

Technique RSSI AoA or AoD Remote coupling AoA or ToF

Frequency 2.4, 5, 7 GHz 2.4 GHz 12.5 kHz to 5.8 GHz Sub-GHz 3.1 to 4.8 GHz 

6 to 10.6 GHz

Modulation OFDM GFSK ASK, 2-FSK, OOK BPM and BPSK

Range < 150 meters < 75 meters < 1 meter < 100 meters

Accuracy < 15 meters < 1 meter (BT 5.1) 

< 8 meters (BT 4.0)

Presence detection 
only

< 30 cm

Power 
consumption

Medium Low Passive powered Low / medium
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Device A can calculate the estimated time of flight Tprop by the following formula:

Tprop = (Tround - Treply) / 2

Similarly, the double-sided two-way ranging (DS-TWR) requires Device B to initiate the same process. 
Figure 8 illustrates the DS-TWR procedure. It improves accuracy when clock synchronization between 
the two devices is not available. Both devices measure the time between packets. You can estimate 
the propagation time with all four measured times by the equation below.

Tprop =  (Tround1  * Tround2  - Treply1  * Treply2)

(Tround1+Tround2+Treply1+Treply2)

Figure 7. Single-sided two-way ranging

Figure 8. Double-sided two-way ranging
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Figure 9 illustrates the test setups for ToF measurements and the test procedures as follows. 

1. The device under test (DUT) initiates a ranging procedure.

2. Keysight M9415A VXT PXI vector transceiver receives the packet from the DUT, and 
PathWave 89600 vector signal analysis (VSA) software starts recording. 

3. The M9415A VXT PXI vector transceiver will transmit a reply packet back to the DUT. Both 
the DUT and M9415A VXT’s input will receive the reply packet. Once the DUT receives the 
reply packet, it will send the second packet.

4. The DUT will send the last packet that contains the data payload and the measured timing 
measurement parameters.

5. The PathWave 89600 VSA stops the recording and makes timing measurements of the 
first three packets (two from the DUT and one from the M9415A VXT) and decodes the data 
from the last packet.

Figure 9. Test setups using the M9415A VXT vector transceiver for ToF measurements
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Angle of arrival (AoA)

AoA is related to the position of the target node. Each angle translates into a time difference between 
the arrival of the signals to array antennas. For example, Figure 10 shows that the simplest antenna 
array is the uniform linear array. 

Figure 11 shows how to use a high-precision delay line to simulate propagation delay for one of the 
test channels to validate the AoA for the high-rate pulse frequency of the UWB device.

Figure 10. Uniform linear array of antennas

The time delay between the arrival of 
the signals to the consecutive antenna is 
given by :

t=(d sinφ)/c

where t is the time delay, d is the distance 
between antennas, φ is AoA, and c is the 
speed of light.

Figure 11. Test setups with the M9415A VXT vector transceiver for AoA measurements
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Test Solutions
The HRP UWB operates across wide frequency bands ranging from 3.1 to 10.6 GHz with the very low-
power transmission of short pulses. Many wireless communication standards such as cellular networks, 
IoT devices, and Wi-Fi networks operate in the same frequency spectrums. Device manufacturers need 
to verify that neither co-channel nor adjacent-channel interference will adversely impact their designs. 

This situation presents challenges to device designers as design and verification testing becomes 
more complex, time-consuming, and expensive. In addition, HRP UWB devices use sensitive 
receivers and highly efficient power amplifiers requiring wideband signal generators and signal 
analyzers to validate the performance of the transmitter and receiver. Table 4 is the Keysight test 
solution for HRP UWB.

Table 4. Keysight wideband signal analyzers and signal generators

Signal generation

Keysight’s PathWave signal generation for IoT provides advanced capabilities to address applications 
defined in IEEE 802.15.4 for ZigBee® O-QPSK / BPSK, 802.15.4 for SUN FSK and SUN OFDM, LoRa CSS, 
ITU-T G.9959 for Z-Wave FSK / GFSK, and IEEE 802.15.4/4z HRP UWB. 

You can configure the high-rate pulse frequency ultra-wideband mode, header, and PHY service data unit 
(PSDU) for generating the desired waveform by selecting the 802.15.4 physical layer specification as shown 
in Figure 12. In addition, you can also add impairments and multipath to the waveform and shape the pulse 
with filters to generate and download the waveform into the Keysight signal generators.

Signal analyzer Signal generator Vector transceiver1

Model N9042B UXA N9040B UXA N9032B UXA M9384B VXG M9415A VXT

Frequency 
(GHz)

26.5, 44, 50 13.6, 26.5, 44, 
50

13.6, 26.5 14, 20, 31.8, 44 12

RF bandwidth 
(GHz)

1, 1.5, 2, 4 1 1, 1.5, 2 1, 2 0.8, 1.2

Software PathWave vector signal analysis for IoT modulation analysis (89601BHTC) 

PathWave signal generation for IoT waveform signal creation (N7610C)

1 Vector transceiver integrates a vector signal generator and a vector signal analyzer in a three-slot PXIe module.
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Figure 12. PathWave signal 
generation software for 
802.15.4 HRP UWB

Figure 13. PathWave vector 
signal analysis for 802.14.5 
HRP UWB

Signal analysis

The PathWave vector signal analysis software solution provides comprehensive analysis capabilities 
in the frequency, time, and modulation domains for signals based on IEEE 802.15.4/4z standards. 
The software configures the result traces of spectrum, acquisition time, HRP UWB-specific, signal 
quality traces, and tables so engineers can identify overall signal characteristics and troubleshoot 
intermittent error peaks or repeated synchronization failures as shown in Figure 13.
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Accelerate HRP UWB Design and Testing
New UWB technology, based on IEEE 802.15.4 HRP UWB standards, is quickly gaining market adoption 
by enabling new applications such as real-time spatial context to mobile devices, advanced ranging, and 
location-based services as well as seamless and secure point-to-point (peer-to-peer) services. Demand 
for UWB technology, driven primarily by smartphones, industrial internet of things (IIoT), and automobiles, 
creates market opportunities in real-time location systems and secure communication applications.

With high precision and ranging capabilities, HRP UWB uses ultra-wide bandwidth and shaped 
pulses. HRP UWB devices need to meet RF test requirements specified in IEEE 802.15.4 and 
regulatory compliance tests to ensure interoperability and performance. Keysight offers a flexible 
suite of signal generation tools that reduce the time you spend on signal simulation and powerful 
analysis tools to understand the structure and quality of the transmitted HRP UWB signal.
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Further Reading
For more information about the M9415A VXT PXI vector transceiver, please visit the link below.

https://www.keysight.com/find/m9415A

Resources
• Wireless LAN at 60 GHz – IEEE 802.11ad Explained – Application note 

• 802.15.4 HRP UWB Analysis PathWave Vector Signal Analysis – Technical overview

• N7610C Signal Studio for IoT – Technical overview

• IEEE Standard for Low-Rate Wireless Networks – IEEE Std 802.15.4™-2020

Bluetooth® and the Bluetooth® logos are registered trademarks owned by Bluetooth SIG, Inc., and any use of such marks by Keysight 
Technologies is under license.

Keysight enables innovators to push the boundaries of engineering by quickly solving 
design, emulation, and test challenges to create the best product experiences. Start your 
innovation journey at www.keysight.com.

This information is subject to change without notice. © Keysight Technologies, 2021 - 2023, 
Published in USA, March 20, 2023, 7121-1110.EN
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