CASE STUDY

Waseda University Combats Hardware
Trojans by Monitoring Abnormalities
in Current Waveforms
The Internet of Things (IoT) is rapidly evolving. It’s not just about smartphones,
tablets, and laptops. Virtually everything is potentially smart — lighting, home
appliances, cars, and even buildings. Over the past decade, innovations have
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The Organization
Because Japanese semiconductor manufacturers often outsource the production
of parts and circuits, they are vulnerable to hardware Trojans. There is a risk that a
company supplying these parts can embed a fraudulent circuit.
These threats are why Professor Nozomu Togawa, faculty of science and
engineering at Waseda University, Tokyo, Japan, is working on developing
technologies to prevent this issue from occurring.
“One of the ways to detect hardware Trojans is by monitoring and looking for
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abnormalities in device power consumption,” he stated. “Another method is to
record statistics such as memory usage or CPU loads from outside the system to
check for abnormalities that suggest the existence of a hardware Trojan.”
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The Key Issues
Hardware Trojans are a significant concern to the overall security of any electronic
system. Trojans are a malicious modification of circuitry designed to alter the
intended behavior of the system. They can change the functionality of the target
device, downgrade its performance, leak sensitive information, and physically
destroy or alter a device’s configuration.
Trojans are tiny components embedded into electronic circuits that are impossible
to detect with the naked eye. Smart IoT products for the home and other uses are
particularly vulnerable, as they include embedded circuits that can be rewritten
— making it easy for a user to install a fraudulent program. To protect computers
and IoT devices from hardware Trojans, engineers need a process to access the
hardware itself.
Unfortunately, the solution typically used today for this purpose only analyzes

”
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able to accurately
characterize and analyze
the circuitry.
Professor Nozomu Togawa
Waseda University,
Tokyo, Japan

100 ms of logged data. This period is too brief to detect abnormalities. What’s
required is a solution that can analyze the captured waveforms and compare the
characteristics and differences of the circuits that make up the hardware Trojan.

The Solution
To solve his dilemma, Professor Togawa turned to the Keysight CX3300 Series device
current waveform analyzer and CX3300APPC current waveform analytics software.
In data logger mode, the CX3300 Series analyzer has the following features:
• Up to 200-MHz bandwidth, wide current ranges from 150 pA to 100 A, wide
14-bit/16-bit dynamic range, and deep memory depth up to 256 Mpts/ch.
• Waveform analytics that classify triggered segments by similarity for further
analysis.
• Waveform playback that quickly loads and plays back data.
• Waveform trend analyzer that visualizes statistical trends and locates anomalies or
inflection points.
The waveform analytics feature automatically extracts characteristics from the data
log, identifies anomalies, and classifies the results into four waveforms. The software
then displays all four waveforms on the upper left corner of the hardware screen. The
corresponding number in the waveform depicts the number of times each waveform
appears, as shown in Figure 1.
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In this example, a green waveform appeared 11,777 times (Figure 1), while a red
waveform appeared eight times (Figure 2).

Figure 1. Waveform analytics feature automatically classifies the results into four waveforms

Figure 2. Red waveform behaves differently and takes less time to settle

When compared to the green waveform, the red waveform behaves differently and takes
less time to settle. The difference in the waveform indicates that the security integrated
circuit is functioning during the microcomputer’s operation. The green trace depicts a
current waveform with the security circuitry operating correctly, while the red trace is the
current waveform without the security circuitry operating.
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The Results
Professor Togawa’s use of the current profiler and data logging capability of the
CX3300 Series device current waveform analyzer and CX3300APPC current waveform
analytics software significantly decreased the time required to analyze electronic
circuits for hardware Trojans. He was able to capture and analyze up to 60 seconds
of logged data, enabling 600 times more measurements for analysis. And, he
performed that analysis and identification of abnormal waveforms in just a fraction
of the time. What would have normally taken him several days to accomplish, was
reduced to mere hours.
With cybersecurity issues on the rise, Professor Togawa’s ongoing research effort will
enable new IoT device designs to include robust security measures.
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