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Trend Micro + Keysight – Scalable 
Resilient Network Defense 
Teaming to Detect Vulnerabilities 
It’s hard to defend what you can’t see. Trend Micro and Keysight are partnering to 
deliver scalable and resilient security defense for your network. The combination of 
TrendMicro’s intrusion prevention solutions (IPS) and advanced threat protection with 
Keysight’s visibility solutions provides an effective way to maximize your security.  

Trend Micro uses network packet data to detect and stop threats. And Keysight 
provides the full network visibility that is needed. Keysight eliminates the blinds spots 
cause by encryption, cloud, and virtual East-West traffic. Armed with the right data, 
Trend Micro provides integrated detection and prevention of known, unknown and 
undisclosed threats. 

Trend Micro: Network Defense 
Trend Micro Network Defense solutions provide a blend of cross-generational 
techniques that apply the right technology at the right time. Trend Micro™ Tipping 
Point™ IPS and Deep Discovery™ advanced threat protection work closely together to 
deliver integrated detection and prevention of threats.  

Trend Micro™ TippingPoint™ — Uses a combination of technologies such as deep 
packet inspection, threat reputation and machine learning to detect and block known 
threats at wire speed.  

Trend Micro™ Deep Discovery™ — Detects unknown threats moving inbound, 
outbound, or laterally across the network by monitoring all ports and over 100 
protocols, turning the unknown into known and shares the threat information with a host 
of security tools including TippingPoint.  

Network Defense solutions are connected through real-time sharing of threat 
intelligence, centralized threat insights, and automated remediation. Trend Micro™ 
Connected Threat Defense™ provides threat information that’s shared across all Trend 
Micro solutions and any other complementary third-party security and incident response 
tools for coordinated policy optimization. 
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Keysight: Network Visibility 
Keysight’s Network Visibility solutions provide complete visibility into physical and virtual networks and 
optimize security and monitoring tools performance. Keysight ensures that each monitoring tool gets 
exactly the right data needed for analysis.  

Keysight Bypass Switch, network Tap and CloudLens Tap products access traffic from anywhere in your 
network and then deliver it to a Network Packet Broker (NPB) where it is aggregated, groomed and 
delivered to Trend Micro Network Defense products for inspection and protection. Keysight NPBs can 
simultaneously deliver traffic to both active inline tools such as Trend Micro TippingPoint, and well as 
out of band Breach Detection tools such as Trend Micro Deep Discovery.  

At the same time, the Keysight NPB can deliver traffic to other specialized tools such as Web 
Application Firewall (WAF) or Network Performance Monitoring (NPM) solutions, protecting your legacy 
tool investment. Out-of-band monitoring Traffic can be filtered, de-duplicated and decrypted to maximize 
useful utilization and return on investment of any tool.  

For inline tools that can block threats, Keysight Bypass Switches & NPBs use automatic heartbeat 
health checks to ensure desired network connectivity is maintained when Trend Micro IPS is temporarily 
out of service for maintenance or other reasons. Keysight NPBs also support inline and out of band load 
balancing to ensure scalability. 

 

 

Figure 1. The Trend Micro Network Defense solution enables you to preserve the integrity of your network while 
ensuring your data, communications, intellectual property, and other intangible assets 
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Learn more at: www.keysight.com 
For more information on Keysight Technologies’ products, applications, or services,  
please contact your local Keysight office. The complete list is available at:  
www.keysight.com/find/contactus 

 

Benefits 
• Efficient data collection solution for inline IPS and out of band Breach Detection solutions  

• Automatically maintains continuous connectivity, in case of tool maintenance or other outage  

• Scales capacity of security solution through inline and out of band load balancing  

• Delivers only relevant traffic to each tool, thus maximizing utility & return on investment  

About Keysight 
Keysight delivers advanced design and validation solutions that help accelerate innovation to connect 
and secure the world. Keysight’s dedication to speed and precision extends to software-driven insights 
and analytics that bring tomorrow’s technology products to market faster across the development 
lifecycle, in design simulation, prototype validation, automated software testing, manufacturing analysis, 
and network performance optimization and visibility in enterprise, service provider and cloud 
environments. Our customers span the worldwide communications and industrial ecosystems, 
aerospace, and defense, automotive, energy, semiconductor, and general electronics. Keysight 
generated revenues of $4.2B in fiscal year 2020. For more information about Keysight Technologies 
(NYSE: KEYS), visit us at www.keysight.com  

About Trend Micro 
Trend Micro, a global cybersecurity leader, helps make the world safe for exchanging digital information. 
Fueled by decades of security expertise, global threat research, and continuous innovation, Trend 
Micro’s cybersecurity platform protects hundreds of thousands of organizations and millions of 
individuals across clouds, networks, devices, and endpoints. As a leader in cloud and enterprise 
cybersecurity, the platform delivers a powerful range of advanced threat defense techniques optimized 
for environments like AWS, Microsoft, and Google, and central visibility for better, faster detection and 
response. With 7,000 employees across 65 countries, Trend Micro enables organizations to simplify and 
secure their connected world. www.TrendMicro.com       
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