
An Executive Brief for 
Network Security Investments
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Implementing network security 
resilience is one of the few things 
that you can do that will: 

• Protect company brand value
• Decrease operational costs
• Preserve your company

valuation
• Decrease the possibility and

potential costs of a security
breach

• Decrease executives’ risk of
personal liability (not covered
under the corporate insurance)

A financial analysis of a typical 
network demonstrates that spending 
on a resilient security architecture 
is actually an investment, not a 
cost.  While security resilience 
components can eliminate potential 
security breach costs, additional 
value exists in lowering CAPEX and 
OPEX expenditures and in protecting 
the company brand valuation.

The proper types of security 
improvements can not only reduce 
your breach chances, but could 
reduce the actual costs of a breach 
that you would otherwise incur. 
As the following chart shows, this 
reduction can be as much as 73%.
Depending upon the size and scope 
of a security attack, the alternative 
could be the following:

• Remediation costs for a breach
can become very expensive and
could put the company out of
business

• Brand damage can affect
stockholder sentiment for the
business, causing stock price
fluctuation, negative changes
to company valuation, SEC
investigations, and regulatory
compliance investigations

• Brand damage that affects the
company and leadership

Did you know that 
improving network 
security is an easy way 
to protect and increase 
shareholder value while 
mitigating corporate 
risk? 



• Create a resilient architecture:
includes breach recognition
and prevention by incorporating
a visibility plane to create the
lowest possible risk

• Create a defensive architecture:
focus is on adding security
products, which creates a low to
medium risk

• Meet regulatory compliance:
delivers minimal prevention and
creates a medium to high risk

• Best effort:
delivers the lowest prevention
and creates the highest risk

The solution is to invest wisely in your corporate security. When evaluating security architectures, there are essentially 
four fundamental approaches to network security investments that can offer varying degrees of risk levels: 

Create Resilient Architecture
Incorporate visibility plane / lowest possible risk

Create Defensive Architecture
Add security products / low to medium risk

Meet Regulatory Compliance
Minimal prevention / medium to high risk

Best Effort
Lowest prevention / highest risk

Fundamental Approaches to Network Security Investments
Create Varying Degrees of Risk 



The preferred approach is a resilient architecture. 
The goal of the resilient architecture approach 
is to quickly stop all threats (attacks and 
breaches) and to recover from those attacks 
as fast as possible. This approach combines 
defensive architecture approach components 
(firewalls, intrusion prevention systems, security 
processes, etc.) with a visibility architecture 
(taps, packet brokers, and monitoring tools) and 
with security resilience components (load testing, 
effectiveness testing, cyber range training, 
etc.). The goal of stopping all threats may not 
always be achievable, but this approach should 
typically result in fewer breaches and less severe 
breaches (if they do happen). To be effective, 
the resilient architecture approach relies on the 
integrated visibility and security architecture. You 
can’t just purchase a few individual products and 
hope it stops everything.

In financial liability terms, this approach should 
typically result in a 60% to 80% cost reduction 
for every security breach, depending upon 
several factors of course, and it presents 
the lowest risk option that is possible. If the 
architecture has been designed correctly, then 
you should be able to minimize revenue losses 
and the risk of encountering significant fines (if 
any). This is because the fee structure for fines 
typically depends upon the number of records 
exposed and the due-diligence displayed in trying 
to make sure that the network is secure. 

For the C-suite, a breach of the corporate 
network could translate to concerns of “breach 
of fiduciary responsibility” and whether the SEC 
and FTC might decide that they, the C-suite, did 
not provide adequate and reasonable “fail-safes” 
to avoid the exposure of PII. Issues with the SEC 
and FTC could even lead to issues with creditors, 
putting the company in more peril. 

While most companies will not make the nightly 
news for security breaches, they are generally 
accountable to the SEC, FTC, and various other 
federal, international, local, and state agencies. 
Neither the CEO nor CFO will enjoy the next 
board meeting after showing ‘material weakness’ 
via breach or audit, as this is a liability issue 
that can directly impact the company’s viability. 
A solid security and visibility architecture 
investment will give the CFO and CEO more 
confidence when reporting to the board of 
directors about company security and data 
integrity.

As part of this study, we have assigned financial 
value to network security initiatives to create a 
solid financial benefit for the capital investment 
and operational expenses, as well as opportunity 
costs for inaction. This allows the investment 
to be judged upon its merits and contribution. 
However, the fundamental assumption is that 
the analysis be complete and accurate – simply 
using convenient data won’t provide the requisite 
accuracy. 

To accomplish this, the financial analysis was 
constructed as follows:

1. Create a cost/benefit analysis specific to your
company

2. Create an NPV business case around that
cost/benefit analysis

This financial analysis includes anticipated 
network attack and breach costs along with the 
typical security product capital expenditures and 
ongoing operations costs. Breach costs include:  
remediation, fines, and potential lawsuits 
regarding the release of customer and employee 
personally identifiable information (PII), personal 
and corporate liability, intellectual property loss, 

and brand damage. The analysis relies heavily on 
an estimated cost per breach of $5.85M which 
comes from the Ponemon 2014 Cost of a Breach 
Study: Global Analysis report. The Ponemon 
Institute further states that the average annual 
cost of cyber crime in the United States can be 
estimated as $12.7M (according to their 2014 
Global Report on the Cost of Cyber Crime) and 
the average time to find the breach was 170 days.

The cost/benefit portion of this financial analysis 
includes the following items:

• Technology purchase costs (CAPEX) –
equipment, training, installation, etc.

• Technology maintenance costs (OPEX) –
personnel, annual license costs, etc.

• Return on investment (ROI) – expected
savings, revenue savings/protection, etc.

• Other – quantify other costs and benefits

For an example Fortune 1000 enterprise, the 
net present value came out to be $11.8M. This 
included cumulative costs of $25.2M and 
cumulative benefits of $37.2M, based upon the 
Ponemon and Ixia research. 



An annual breakdown of the 
financial benefit shows that the 
contribution can be broken into 
three categories:

• Basic (defensive) security
architecture contributions
$6.413M

• Visibility architecture
contributions = $6.502M

• Resilient security approach
contributions = $5.311M

The financial analysis shows that 
a minimal investment of $1.78M 
yielded an NPV of $11.8M over 
three years. Alternatively, the 
annual cost for a cyber crime in the 
United States could have resulted 
in a $12.7M cost to the company. 
By actually investing in security 
improvements, this example shows 
that the company not only reduced 
the costs of a breach, but also 
reduced the chances of a breach 
and improved company value by 
$11.8M. As an added bonus, the 
payback period for this investment 
is only 6.4 months. Even if the book 
value benefit for a network security 
investment is eliminated to create 
an ultra-conservative approach, the 
payback period for this investment 
is still less than one year.

Detailed Results

Category Initial Year 1 Year 2 Year 3

Basic Security Architecture Costs $1,501,480 $19,840 $19,840 $19,840

Visibility Architecture Costs $259,440 $107,384 $107,384 $107,384

Security Resilience Costs $20,000 $50,000 $50,000 $50,000

Estimated Security Breach Costs - $7,620,000 $7,620,000 $7,620,000

Total Costs $1,780,920 $7,797,224 $7,797,224 $7,797,224

Security Architecture Benefits $8,288,000 $9,307,000 $9,307,000 $9,307,000

Visibility Architecture Benefits - $328,990 $328,990 $328,990

Total Benefits (Present Value) $8,288,000 $9,635,990 $9,635,990 $9,635,990

Interest Rate 2.70%

Number of years 3

Cumulative PV $37,195,970

NPV $11,786,721

Rate of Return 49.28%

Payback Period (Months) 6.4

Payback Period  
(Months, Ultra-Conservative)

11.6

Security Architecture Component Benefit Summary Chart



Key conclusions reached in this 
document include the following:

• You can reduce the $12.7M
average annual costs for
security breaches by up to 73%.
Annual estimated costs are
based the Ponemon Institute
$5.85M per breach (in the
USA) and the probability of
experiencing a security breach.

• A representative example
of a $1.8M resilient security
investment can result in a net
present value (NPV) of $11.8M
with a payback period of 6.4
months. Even with an overly
conservative approach that
neglects any company value for
a secure network, the payback
period is less than one year.

• The rate of return on a
representative resilient security
investment is 49%

• Resilient security investments
can prevent a reduction in
company book value by up to
10% of the company’s annual
sales revenue

• You can reduce part of your
OPEX costs, specifically
corporate network mean time to
repair (MTTR) intervals, by up to
80%

• Testing of security products
can result in security vendor
discounts up to 30%, although
the real value is in having the
correct vendor information up
front to prevent costly decisions

• You can eliminate potential
priority 1 network faults,
resulting in average savings of
$280K (per potential fault)

These conclusions are reached 
through the combination of a basic 
security architecture, visibility 
architecture, and security resilience 
components. When combined 
with a life-cycle approach to 
securing your network, these three 
components maximize network 
security benefits while minimizing 
costs and risk potentials. Very few 
company investment options that 
you consider will achieve as fast 
a payback as a properly designed 
network security architecture. 
Conduct your own financial analysis 
and see for yourself.

Note – For a full copy of the business 
justification for network security, 
please see the full whitepaper An 
Executive Business Case for Network 
Security.
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