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What is SBOM

-

Software Bill Of Material (SBOM) is a detailed list or
inventory of all the components, both open-source and
proprietary, used in a software product or application.

Product SBOM
Package Size 32 MB

SBOM Quality Grade-A

“Open-Source Components 2
“3rd party Components

137 (93%)

T 10(7%)

Each item in the SBOM provides details like the
component name, version, license, and origin.

Security Profile

"CISAKEV CVEs

“Critical and High CVEs

Exploiu Maturity

Life-Cycle Status
Current Support Ends

Components at End of Life

Governance / IP

GPL-family Licenses

9

©
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SBOMs are essential for understanding the
entire software supply chain and ensuring
security and compliance.
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European

Cyber Resilience Act

» The EU Cyber Resilience Act (CRA) establishes mandatory cybersecurity
obligations for products with digital elements.

* Many of these requirements require accurate SBOM management.

* Most of these requirements come from Regulation (EU) 2024/2847,
particularly Annex | — Essential Cybersecurity Requirements and Articles 13
and 14.

» Deadlines: September 2026 and December 2027

* |dentify and document software components by generating a machine-readable
SBOM

* Track third-party software dependencies (at least top-level components)
* Make the SBOM available to market surveillance authorities upon request

* Identify, document, monitor, and remediate vulnerabilities throughout the product
lifecycle

* Report actively exploited vulnerabilities

* Do not place a new product on the market with known exploitable vulnerabilities.
KEYSIGHT



Keysight SBOM Manager

KEYSIGHT
SBOM MANAGER

® o

SBOM GENERATOR SBOM STUDIO SBOM CONSUMER

Target: Producers and Consumers Target: Producers, i.e., NEMs, Target: Consumers, i.e.
— Anyone with access to binary Medical, automotive and Industrial Enterprises, Service Pr’ovid’ers
firmware/software device manufacturers, Software Lee. Telem e CovE e
vendors ’
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Identify and document software components by generating a machine-readable SBOM

Accuracy Matters

» The SBOM must reflect the software components in the shipped product, not just what appears in the build or
development environment.

» Every declared component introduces potential liability, particularly due to vulnerability monitoring and reporting
obligations.

Tooling Limitations

» Many existing SBOM tools struggle with accuracy and coverage.
» False positives introduce unnecessary liability and vulnerability management effort.
* False negatives result in missed vulnerabilities and lack of visibility into the software supply chain.

Compliance-Ready SBOMs

« SBOMs must include the minimum required elements and be delivered in machine-readable formats.
» Several frameworks could potentially be used to define minimum SBOM elements, including NTIA (2021), the CISA
Draft (2025), and BSI TR-03183.

« SBOMs must include at least top-level components.
« Common formats include SPDX and CycloneDX.

KEYSIGHT



Detects what is actually present in the shipped
product and can help verify SBOM data from

other sources

Q Does not need access to the build process

@ Provides visibility without an active development
environment, such as legacy firmware artifacts

May find hidden dependencies missed by
other SBOM generation tools

©/ Applicable to both Device Producers and
Device Consumers

KEYSIGHT




N eXt-G e n B i n a ry TRANSFORM YOUR BINARY

SBOM Detection with Keysight SBOM Generator Scnocioe o

Keysight has developed a next-generation Analyzed SBOM
detection engine

Our binary SBOM extraction technology, goes beyond W -
signature-based approaches - )
It leverages a scalable, fast, and patent-pending method “\55

based on:
« Binary similarity analysis
* Code emulation

ANV KEYSIGHT
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OpenSSL (1.1.1¢c)
Maven-core (3.0)

Apache Log4j (2.4.11)
Jackson-databind (2.12.6.1)

Next-Gen Binary

SBOM Detection with Keysight
SBOM Generator

It supports detection of several open source and closed

Xz (5.6.1)
source components

Bind (3.0)
Libcurl (7.85.0)

The detection engine is highly customizable to fit your
organization’s needs

Our backend infrastructure is being enhanced to support
scalable component databases and future growth



Upload binary file for analysis

— Manufacturer* ' Supplier*®
Keysight x | ’F Keysight x
— Component Type* . — Name*
Firmware x ‘ TestFirmware
— Version*
1.2
— Namespace I ~CPE

By consenting to the scan, you acknowledge that binary composition analysis (BCA) may be considered reverse
engineering of the binary file and affirm that you have the right to perform this analysis.

Uploading File
Name Size Progress Status Actions
TestFirmware_1.2.1.zip 6.58 MB A [u]

[ Close




) Feb 13, 2026 © 32s

I
= Import SBOM

2~ Download CycloneDX

L Download CycloneDX Complete
¥ Weakness Report

# File cleanup status

& Archive Scan

@ miniupnpd (2.1.20191006)
& mtd-utils (2.1.4)

& ncurses (6.3.20220423)
& ndiscé (1.0.6)

B nettle (2.7.1)

®@ nghttp2 (1.31.1)

[ node-forge (0.10.0)

®@ ntfs-3g (2022.5.17)

L

LIl L

(HEINEINE

"bom-ref™: "6979d0%ea41d5f81e37all84d",
"components”™: [
{
"bom-ref™: "6979d0876218e9f6eS962e64a",
"hashes™: [
{
"alg™: "SHA-256",
"content”: "bldc3feata3a37b7545cceS50b60c711e3095bcedBSE3459aci91170all2853aa"
}
1,
"name": "/192e36c92763486d81cd04278c70fd48 . extracted/E448EC/squashfs-roct/usr/bin/h2load”,
*typa": “Eile®
}
1,
*cpeE*: “cpe:2.3:a:nghttp2:nghttp2:1.31 1% ;¥ X ko ko ko kW,
"licenses™: |
{
"license™: {
bt V<l T g
}
}
1,
"manufacturer”: {
"name”: "nghttp2”
Yo
"name”: "nghttp2”,
"supplier™: {
"name”: "nghttp2”
Yo
"type”: "library”,
*version®: *1.31.1"

Files (1)
Name Types
h2load (e unknown |

|0 /192e36c92763486d81cd04278¢70fd48 extracted/E448EC/squashfs-root/usr/bin/h2load
b1dc3feaba3a37b7545cce50b60c711e3095bced85f3459ac091170a012853aa



SBOM Import

SBOM Autocorrection 0SS License Autocorrection

Ignore Files Ignore Zero Version Components
- Data Validation
Ignore Nonexistent CPEs &5 )

PROCESSING FILE

() File was successfully validated

) File was successfully normalized

@ A
General Info Analysis Engine
SBOM Type: CycloneDX Engine: keysight-sbom-
File Format: JSON generator
Spec version: 1.6 Vendor: Keysight

Quality Analysis €
General Validation
NTIA Minimal SBOM Elements

Software Details
Name: zoom

Version: 10

Type: application

Package manager: generic

-



SBOM Quality Analysis €

COMMITTED
£ Jan 30, 2026 14:12:58

2, zahra.khani@keysight.com

PUBLISHED
3 Jan 30, 2026 14:13:02

2, zahra.khani@keysight.com

Quality Analysis Exception

Quality Analysis

Compliance

General Validation

(100 o
NTIA Minimal SBOM Elements m Q

Data Validation

@0

i

@D

m~DE

0
B 1769782378_AL.Test1_1.1.cdx.json &,
4 )\
CPE does not exist
Component Name Details IL:]
shared-mime-info Nonexistent CPE

[

Close

] &, Download

1 O MrTMmIrmuIT I i TTIIo-

NTIA Minimal SBOM Elements

 SBOM has assembly tools
& SBOM has assembly time

@ 1of 123 components missing
supplier name

 10of 123 components missing
author name

© 123 of 123 components have
name

38 of 123 components missing
version

& Relationships
* Has level 1 relationships
» Has level 2 relationships

& Components Unique Id



SBOM Quality Analysis @

COMMITTED
£ Jan 30,2026 14:12:58

2., zahra.khani@keysight.com

PUBLISHED
£ Jan 30,2026 14:13:02

g, zahra.khani@keysight.com

SBOM Creator

Quality Analysis

BSI TR-03183

Compliance

Details

The SBOM creator information is
incomplete. Either a contact email
or a URL for the manufacturer is
required.

Component Creator

Component Name Details

[ Close

BSI TR-03183 v.2.1.0

Required
< SBOM Formats
« compliant

“ Vulnerabilities
« compliant

) Creator of the SBOM
» not compliant
@ Timestamp
» compliant
% Component Creator
« 69 of 124 components are not
compliant
@ Component Name
« 124 of 124 components are
compliant
@ Filename of the Component
» 124 of 124 components are
compliant
% Component Version
« 2 of 124 components are not
compliant
“ Dependencies on Other
Components
» 124 of 124 components are
compliant
% Distribution licenses
» 124 of 124 components are not

4



Make the SBOM available to market surveillance authorities upon request

Market surveillance authorities can use SBOMs to:

« Verify compliance with CRA software transparency requirements
Independently analyze software components used in products
Monitor vulnerabilities affecting those components
|ldentify known or actively exploited vulnerabilities in deployed products
Validate that manufacturers detect, report, and remediate vulnerabilities within required

timelines
« They may also collaborate with organizations such as ENISA to support large-scale
vulnerability monitoring and compliance tracking across products in the EU market

Manufacturers must ensure that SBOMs are:

» Accurate — Fewer false positives mean less liability

» Up-to-date for released product versions
 Available in machine-readable formats

KEYSIGHT



@ Keysight Studio Demo

View Users
Download

ok Ot SBOM CycloneDX .
‘%‘%’ Info  Settings Name Role VEX CycloneDX
SBOM SPDX
o e | sbom |
£ S— SBOM SPDX 3.0.1
o o
B o | szrammami=s |
o & Ea 11.6) (FullsBOM) (Operstions) (BSI Compliant)
=dx.json |0 87
1) & - 2b80c0e040f625940cc609355d7127bad 2357449 |0
I (FU“SBOM:‘ (Operations ) (BSI Not Compliant )
2 1772713017_testdevicel1.1.spdx.json |0 87

H 507273d8e8184dff69b836b6a82309a1d879c496428cfc9957 7fe20eb534df28 |0

bd998227 & | G | (SPDX-3.0.1) (:Full SBOM:I Operations l BSI Compliamj"

[ 1772713017 testdevice11.1.spdx.json |0 83

H ade64c3e740810bb9d4elfafd4caf590ch2ef7840e59fc8f1d3018093b3f040b |0

ANV KEYSIGHT



Identify, document, monitor, and remediate vulnerabilities throughout the product lifecycle

Manufacturers must be able to:

« |[dentify vulnerabilities affecting software components used in their products including open-source projects
 Continuously monitor newly disclosed vulnerabilities impacting those components

* Document vulnerabilities and remediation actions

* Remediate vulnerabilities without undue delay, including through security updates or mitigations

Key Challenges

* Many vulnerabilities originate from third-party and open-source components embedded in firmware or software.

» Without accurate component visibility, manufacturers may miss vulnerabilities affecting their products.

» Modern products often include large software stacks (full OS images, containers, multiple software layers), resulting in
large numbers of reported vulnerabilities.

« Many reported vulnerabilities may already be patched, mitigated, or not reachable in the deployed product, making
impact assessment difficult and time-consuming.

Effective compliance requires:

« Accurate visibility into software components
 Accurate vulnerability correlation

 Continuous vulnerability monitoring
» Reachability analysis to determine whether vulnerabilities actually affect the product
 Clear documentation and traceability of vulnerability handling and remediation actions

KEYSIGHT



Report actively exploited vulnerabilities

When reporting is required

» Manufacturers must report actively exploited vulnerabilities and severe incidents affecting product security once they become
aware of them.
» “Awareness” occurs when the manufacturer has reasonable certainty after an initial assessment.

Who must be notified

» Simultaneous notification to the designated national CSIRT and European Union Agency for Cybersecurity.

Reporting timeline

 Early warning: within 24 hours of becoming aware

* Detailed notification: within 72 hours

* Final report:
« within 14 days after mitigation is available (for exploited vulnerabilities)
+ or 1 month after the 72-hour notification (for severe incidents)

User communication

» Manufacturers must inform affected users about the vulnerability or incident.
* Disclosure should follow a risk-based approach and may initially be limited to affected users, especially for sensitive
environments.

Progressive reporting

* Notifications must be updated as investigations progress and more technical details become available.

KEYSIGHT



VEX

VEX = Vulnerability Exploitability eXchange

®* Adds context to CVEs in SBOMs

® Indicates if a vulnerability is:
Affected

Not affected — requires justification
Fixed

Under investigation

False Positive

CVE
List

ANV KEYSIGHT

Actionable

Intelligence




AN KEYSIGHT
SBOM Studio SBOM Catalogs

9' Project Catalog Software Catalog Package Catalog Library Catalog Framework Catalog 0S Catalog

@ Keysight Studio Demo

Q, forname use 'AND'/ 'OR' for version use ver=""2 gl: = 5 Details Vulnerabilities Dependency Lookup Country of Origin 5

3ubuntu3.1) a

1 1ubuntu0.2) B Olibnghttp2-14 <> @roed @ onvexed
(1.16-2ubuntu0.2) (6]3]!] b4 T —
kA wak @6 Q Qi1 [u X zvim g 20 "

rj 1(1.5.9-9.2ubu n

L'_) -heimdal (7.5.0+dfsg-1) ﬂn

3 (1.16-2ubuntud.2) (6 ]3]

o)

2ubuntu0 2) [6]3]!] Q, Search vulnerabilities Show Excluded

dfsg-1ubuntu1.10) (2] 1]

@ 4 45+dfsg-1ubuntu1.10) (2] 1] n @ OCVE-2023-44487 © ® (75cvss ©) (o4% £pss) (KEV) (< # Top 25) (Patched in: 1.30.0-1ubumtui+esm2) (3 - @
2ubuntu3.1) A
R i3 g {5 Published: Oct 10,2023 [Z] The HTTP/2 protocol allows a denial of service (server resource consumption) because request cancellation can reset many streams quic
@ e & = £ Updated: Nov 7, 2025
1-1ubuntu Ed s B
6.1-1ubuntu1.18.04) ED s . o C
@ libnettlet (3.4 1-0ubuntu0.18.04 1 8 o Description Threat Intelligence
g I'Tghmiz'” (1.30|.(;-1}::?r11m1) & 2 a8 The HTTP%2F2 protocol allows a denial of service (server resource Summary
op iy ubuntuu. 1) A k _
@ libpam-cap (12 B B SO ) S e rlg e S on Gl e TR RS SRNcy; e HTTP/2 protocol vulnerability allowing denial of service (server resource
exploited in the wild in August through October 2023. consumption) through rapid request cancellation.
J
2 J
p
L A
i i ~ e @ VEX Exploit Indicators v
2-8ubuntu1 2) (1) B ‘ & ZahraKnani {3 Dec 17,2025 14:12
9.1-5build1)
(6]1]!] : LNVD)
[} Not Affected Code Not Present :
B Ri € (L https://security.netapp.com/advisory/ntap-20240621-0006/
@ Workaround Available
Tubuntu1~18.04.1) B2
-2build2) n \
© libsemanage-common (2.7-2build2)
@© libsemanage1 (2.7-2build2) (1] 4 . 5
® i IO CWE-400 (< £ MITRE Top 25) Known Affected Software Configurations
@ 2.31.1-0.4ubuntu3 7 (il (1] ;
: 3 -
(2 .‘.A Sy smemmm Uncontrolled Resource Consumption 0 cpe:2.3:aietf:hitp:2.0:x 4+ +xx




Reducing Vulnerability False Positives and False Negatives

-

.

Enrich SBOM data with multiple vulnerability and threat intelligence sources and prioritizing
authoritative sources whenever available instead of relying solely on the NVD.

~N

J

Up to (excluding) 0.6.0

Up to (including) 0.6.0

ANV KEYSIGHT
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Details Vulnerabilities Dependency Lookup Country of Origin
€ xmldom </> @ vExed @ Not VEXed
Wus @7 Yos 25 @ Oz/151 Qi Lim [Revizw J so M
Q, Ssearch vulnerabilities Hide Excluded
a IDCVE-2022-39353 © @ (55cvss©) (1%Epss) @Top10) (€ £ Top 25) (2 -
v
£ Published: Nov 2, 2022 [Z] xmldom is a pure JavaScript W3C standard-based (XML DOM Level 2 Core) ‘'DOMParser’ and “XMLSerializer’ module. xmidom parses XML thatis n

5] Updated: Nov 21, 2024

) DCVE-2021-32796 © 0) (0% Epss) @Top10) (2 | —p

| [5 published: Jul 27,2021 [E] xmidom is an open source pure JavaScript W3C standard-based (XML DOM Level 2 Core) DOMParser and XMLSerializer module. xmidom versions
5] Updated: Nov 21, 2024

Excluded

a DCVE-2022-37616 © (s.8cvss@) (1%epss) (Fixed in: 0.7.6@) (2
v

] Published: Oct 11,2022 [Z] A prototype pollution vulnerability exists in the function copy in dom.js in the xmldom (published as @xmldom/xmidom) package before 0.8.3 for Node.js via the p varia

m 5] Updated: Nov 21, 2024



Eliminating Noise from Patched Vulnerabilities

-

s/ Excluding Already Patched Vulnerabilities from the results

.

Details Vulnerabilities Dependency Lookup Country of Origin

0 Ilbnghttp2—14 <> @ vexed @ Not VEXed

Wk @6 /] Q219 [Yaa12x [[Rravim L2 ‘ M

Q, Search vulnerabilities Hide Excluded m

Excluded
IBDCVE-2018-1000168 (7.5cvss ©) (4% EPss) (@ Top 10) (C £ Top 25) (Patched in: 1.30.0-Tubuntu1) (5
~
5 Published: May 8,2018 [Z] nghttp2 version >= 1.10.0 and nghttp2 = 1.31.1.
5] Updated: Jun 9, 2025
~
. . v
Description O CWE-20 @ 0OWASPTop10) (C £ MITRE Top 25)
nghttp2 version >= 1.10.0 and nghttp2 <= v1.31.0 contains an Improper Input va
Validation CWE-20 vulnerability in ALTSVC frame handling that can resultin Improper Input Validation
segmentation fault leading to denial of service. This attack appears to be exploitable Weakness Abstract
via network client. This vulnerability appears to have been fixed in >= 1.31.1. Class
J Descriptior

The product receives input or data, but it does not validate or incorrectly validates ...

Excluded Info
O CWE-476

NULL Pointer Dereference

ANV KEYSIGHT
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Advanced CVE Reachability Analysis & Automated VEX

/

-

Automatically identify unreachable CVEs and generate VEX statements, saving hundreds of
hours otherwise spent evaluating vulnerability reachability and manually producing VEX.

J

Vulnerabilities
Critical

[ 33
& High
-1 Medium
[ 267 |

BB License policy violation
B3 Affected by KEV vulnerability

ANV KEYSIGHT

Details Vulnerzbilities

Dependency Lookup

Linux Kernel

26.8)

Q, Search
a IOCVE-2014-2523 (10cvss Q) (4% erss) (@ Top 10) (€ £ Top

3 Published: Mar 24, 2014 [E net/netfilter/nf_conntrack_proto_dccp.cin
& Updated: Apr 12,2025

IBCVE-2015-8812 (5.8cvss @) (4% EPSS) (Fixedin: 3.2.78 @) [
3 Published: Apr 27,2016 [E drivers/infiniband/hw/cxgb3/iwch_cm.c in
3 Updated: Apr 12, 2025

IODCVE-2015-3331 (33cvss©) (a%EPss) (€ £ Top 25) (Fixed

{3 Published: May 27,2015 [E] The _driver_rfc4106_decrypt function in z
£ Updated: Apr 12,2025

IOCVE-2015-4002 (scvss©@) (4% EPSS) (€ £ Top 25) (Fixed in

3 Published: Jun 7,2015 [= drivers/staging/ozwpan/ozusbsvc.c in the
A Undated- Anr 17 2075

D)

CVE-2014-2523
Linux Kemel-2.6.8
@ This VEX was created for firmware TestCVEFiltering 1.1.2

Not Affected ©

Code Not Present ©

Anelysis Response

CanNot Fix @

Subsystem filtering: CVE filtered because it concerns all/some of
these subsystems: NF_CT_PROTO_DCCP. But none of these are
present.

Autiiog

O,

»

22



Details Dependency Lookup

% CRA

Alert Option
KEV
KEV Due Date

EPSS

Malicious

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

You have 13 unread alert reports

Daily Alert: Mar 5, 2026

H |

Daily Alert: Mar 4, 2026

H

Daily Alert: Mar 3, 2026

C EPSS |

Daily Alert: Mar 2, 2026

0o

Daily Alert: Mar 1, 2026
5%
-
High

NEW

NEW

NEW

NEW

NEW

"



Keysight offer for EU CRA Conformity Assessment

How can we help?

Phase 1 — CRA Readiness Phase 2 — CRA Evaluation

Product classification .
Design & process review .
Gap analysis

Output: Compliance plan

AV KEYSIGHT

Documentation review

SBOM vulnerability verification
Security testing & evaluation

Output: Conformity assessment report



Product Classes and Conformity Routes

Default

\/ Conformity to .
O horizontal Self-assessment
standards

CENELEC EN 40000 -2
CENELEC EN 40000 -3
CENELEC EN 40000 -4

Important Class |

Conformity to

vertical standards Self-assessment

ETSIEN 304 617-
304 634

Important Class Il

@/ Module-H QA Third-party

ISO 9001, ISO 17025 conformity
assessment

ETSIEN 304 635-636

CENELEC EN 50765~
50767

Critical

Third-party
O\/ ISO/IEC 18045 certification

EU Cybersecurity
Certification (EUCC)

25




Conclusion

CRA Compliance Requires Early Preparation

» The EU CRA introduces mandatory requirements for SBOM generation, vulnerability management, and incident
reporting.
« Compliance requires both technical capabilities and internal processes across the product lifecycle.

Visibility into Software Components

» Accurate SBOMs provide transparency into open-source and proprietary components within products.
* Binary analysis helps identify what is actually present in shipped software, including hidden dependencies.

From Component Lists to Risk Insight

* Enriching SBOM data with multiple vulnerability intelligence sources improves detection accuracy.
* Filtering patched vulnerabilities and identifying unreachable CVEs helps reduce false positives and prioritize real risks.

Context Matters for Vulnerability Management

+ VEX adds exploitability context to vulnerabilities identified in SBOMs.
« Automated reachability analysis helps determine whether vulnerabilities are truly exploitable in your product.

Start Preparing Now

+ Aligning with CRA requirements takes time and preparation across development, security, and compliance processes.
« Start building your SBOM capabilities early to meet upcoming regulatory deadlines.

» Keysight can support you at every stage with CRA readiness services, conformity assessment and certification, as well
as the SBOM Manager platform to streamline SBOM generation, vulnerability analysis, and VEX management.

ANV KEYSIGHT



Thank you
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