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Software Bill Of Material (SBOM) is a detailed list or 

inventory of all the components, both open-source and 

proprietary, used in a software product or application.

Each item in the SBOM provides details like the 

component name, version, license, and origin.

SBOMs are essential for understanding the 

entire software supply chain and ensuring 

security and compliance.

What is SBOM
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• The EU Cyber Resilience Act (CRA) establishes mandatory cybersecurity 

obligations for products with digital elements.

• Many of these requirements require accurate SBOM management.

• Most of these requirements come from Regulation (EU) 2024/2847, 

particularly Annex I – Essential Cybersecurity Requirements and Articles 13 

and 14.

• Deadlines: September 2026 and December 2027

European

Cyber Resilience Act

KEY REQUIREMENTS RELATED TO SBOM:

• Identify and document software components by generating a machine-readable 

SBOM

• Track third-party software dependencies (at least top-level components)

• Make the SBOM available to market surveillance authorities upon request

• Identify, document, monitor, and remediate vulnerabilities throughout the product 

lifecycle

• Report actively exploited vulnerabilities

• Do not place a new product on the market with known exploitable vulnerabilities.
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Keysight SBOM Manager

KEYSIGHT 
SBOM MANAGER

SBOM GENERATOR
Target: Producers and Consumers 

– Anyone with access to binary 
firmware/software

SBOM STUDIO
Target: Producers, i.e., NEMs, 

Medical, automotive and Industrial 
device manufacturers, Software 

vendors

SBOM CONSUMER
Target: Consumers, i.e., 

Enterprises, Service Providers, 
Labs, Telco and Government
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Identify and document software components by generating a machine-readable SBOM

• The SBOM must reflect the software components in the shipped product, not just what appears in the build or 
development environment.

• Every declared component introduces potential liability, particularly due to vulnerability monitoring and reporting 
obligations.

Accuracy Matters

• Many existing SBOM tools struggle with accuracy and coverage.

• False positives introduce unnecessary liability and vulnerability management effort.

• False negatives result in missed vulnerabilities and lack of visibility into the software supply chain.

Tooling Limitations

• SBOMs must include the minimum required elements and be delivered in machine-readable formats.

• Several frameworks could potentially be used to define minimum SBOM elements, including NTIA (2021), the CISA 
Draft (2025), and BSI TR-03183.

• SBOMs must include at least top-level components.

• Common formats include SPDX and CycloneDX.

Compliance-Ready SBOMs
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Use Cases of Analyzed(Binary) SBOM

Does not need access to the build process

Detects what is actually present in the shipped 

product and can help verify SBOM data from 

other sources

May find hidden dependencies missed by 

other SBOM generation tools

Applicable to both Device Producers and 

Device Consumers

Provides visibility without an active development 

environment, such as legacy firmware artifacts
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Keysight has developed a next-generation Analyzed SBOM

detection engine

Our binary SBOM extraction technology, goes beyond 

signature-based approaches

It leverages a scalable, fast, and patent-pending method 

based on:

• Binary similarity analysis

• Code emulation

TRANSFORM YOUR BINARY 

BLIND SPOTS INTO 

ACTIONABLE SBOMS

Next-Gen Binary
SBOM Detection with Keysight SBOM Generator
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It supports detection of several open source and closed 

source components

The detection engine is highly customizable to fit your 

organization’s needs

Our backend infrastructure is being enhanced to support 

scalable component databases and future growth

Next-Gen Binary
SBOM Detection with Keysight 

SBOM Generator
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Make the SBOM available to market surveillance authorities upon request

• Verify compliance with CRA software transparency requirements

• Independently analyze software components used in products

• Monitor vulnerabilities affecting those components

• Identify known or actively exploited vulnerabilities in deployed products

• Validate that manufacturers detect, report, and remediate vulnerabilities within required 
timelines

• They may also collaborate with organizations such as ENISA to support large-scale 
vulnerability monitoring and compliance tracking across products in the EU market

Market surveillance authorities can use SBOMs to:

• Accurate – Fewer false positives mean less liability

• Up-to-date for released product versions

• Available in machine-readable formats

Manufacturers must ensure that SBOMs are:
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Identify, document, monitor, and remediate vulnerabilities throughout the product lifecycle

• Identify vulnerabilities affecting software components used in their products including open-source projects

• Continuously monitor newly disclosed vulnerabilities impacting those components

• Document vulnerabilities and remediation actions

• Remediate vulnerabilities without undue delay, including through security updates or mitigations

Manufacturers must be able to:

• Many vulnerabilities originate from third-party and open-source components embedded in firmware or software.

• Without accurate component visibility, manufacturers may miss vulnerabilities affecting their products.

• Modern products often include large software stacks (full OS images, containers, multiple software layers), resulting in 
large numbers of reported vulnerabilities.

• Many reported vulnerabilities may already be patched, mitigated, or not reachable in the deployed product, making 
impact assessment difficult and time-consuming.

Key Challenges

• Accurate visibility into software components

• Accurate vulnerability correlation

• Continuous vulnerability monitoring

• Reachability analysis to determine whether vulnerabilities actually affect the product

• Clear documentation and traceability of vulnerability handling and remediation actions

Effective compliance requires:
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Report actively exploited vulnerabilities

• Manufacturers must report actively exploited vulnerabilities and severe incidents affecting product security once they become
aware of them.

• “Awareness” occurs when the manufacturer has reasonable certainty after an initial assessment.

When reporting is required

• Simultaneous notification to the designated national CSIRT and European Union Agency for Cybersecurity.

Who must be notified

• Early warning: within 24 hours of becoming aware

• Detailed notification: within 72 hours

• Final report:

• within 14 days after mitigation is available (for exploited vulnerabilities)

• or 1 month after the 72-hour notification (for severe incidents)

Reporting timeline

• Manufacturers must inform affected users about the vulnerability or incident.

• Disclosure should follow a risk-based approach and may initially be limited to affected users, especially for sensitive 
environments.

User communication

• Notifications must be updated as investigations progress and more technical details become available.

Progressive reporting
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• VEX = Vulnerability Exploitability eXchange

• Adds context to CVEs in SBOMs

• Indicates if a vulnerability is:

Affected

Not affected – requires justification

Fixed

Under investigation

False Positive

VEX
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Reducing Vulnerability False Positives and False Negatives

Enrich SBOM data with multiple vulnerability and threat intelligence sources and prioritizing 

authoritative sources whenever available instead of relying solely on the NVD.
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Eliminating Noise from Patched Vulnerabilities

Excluding Already Patched Vulnerabilities from the results
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Advanced CVE Reachability Analysis & Automated VEX

Automatically identify unreachable CVEs and generate VEX statements, saving hundreds of 

hours otherwise spent evaluating vulnerability reachability and manually producing VEX.
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Phase 1 – CRA Readiness

Product classification

Design & process review

Gap analysis

Output: Compliance plan

Keysight offer for EU CRA Conformity Assessment

Phase 2 – CRA Evaluation

• Documentation review

• SBOM vulnerability verification

• Security testing & evaluation

• Output: Conformity assessment report

How can we help?
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Conclusion

• The EU CRA introduces mandatory requirements for SBOM generation, vulnerability management, and incident 
reporting.

• Compliance requires both technical capabilities and internal processes across the product lifecycle.

CRA Compliance Requires Early Preparation

• Accurate SBOMs provide transparency into open-source and proprietary components within products.

• Binary analysis helps identify what is actually present in shipped software, including hidden dependencies.

Visibility into Software Components

• Enriching SBOM data with multiple vulnerability intelligence sources improves detection accuracy.

• Filtering patched vulnerabilities and identifying unreachable CVEs helps reduce false positives and prioritize real risks.

From Component Lists to Risk Insight

• VEX adds exploitability context to vulnerabilities identified in SBOMs.

• Automated reachability analysis helps determine whether vulnerabilities are truly exploitable in your product.

Context Matters for Vulnerability Management

• Aligning with CRA requirements takes time and preparation across development, security, and compliance processes.

• Start building your SBOM capabilities early to meet upcoming regulatory deadlines.

• Keysight can support you at every stage with CRA readiness services, conformity assessment and certification, as well 
as the SBOM Manager platform to streamline SBOM generation, vulnerability analysis, and VEX management.

Start Preparing Now
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Thank you
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