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W H I T E  P A P E R

IxSecure: 360° Security Protection

By 2020, every person on the planet will be creating 150 GB of new data every 

day.1 Organizations will be leveraging more sensors, generating more traffic, hosting 

more applications in the cloud, and defending against more security incidents. Large 

volumes of data combined with large volumes of attacks require more security tools. 

Each tool needs to be validated and fed the right data to be effective. Accomplishing 

that requires 360° security.

Without proper testing and hardened security, your network becomes open to 

any number of mishaps, whether caused by use of too many tools, improper 

configuration of tools, or cumbersome processes. As more things connect—whether 

mobile devices, virtualized software as a service (SaaS) applications, or Internet of 

Things (IoT) sensors, a security strategy to validate and protect them must follow. 

According to Gartner, more than 5.5 million IoT devices are being connected every 

day,2 and the 2016 PwC Global State of Information Security Survey highlights that 

only 36 percent of enterprises have a security strategy for them.3

1 Marr, Bernard. 2015. “Big Data: 20 Mind-Boggling Facts Everyone Must Read.” Forbes. 
September 30, 2015. https://www.forbes.com/sites/bernardmarr/2015/09/30/big-data-20-
mind-boggling-facts-everyone-must-read/

2 Gartner, press release, November 2015. http://www.gartner.com/newsroom/id/3165317
3 “PwC Global State of Information Security Survey 2016.” PwC. http://www.pwc.com/gx/en/

issues/cyber-security/information-security-survey/data-explorer.html

Without proper testing 
and hardened security, we 
leave ourselves open to 
any number of mishaps, 
whether caused by 
technology itself, or by 
the people and processes 
behind it.

https://www.pwc.com/us/en/services/consulting/cybersecurity/library/information-security-survey.html
https://www.forbes.com/sites/bernardmarr/2015/09/30/big-data-20-mind-boggling-facts-everyone-must-read/
https://www.forbes.com/sites/bernardmarr/2015/09/30/big-data-20-mind-boggling-facts-everyone-must-read/
https://www.gartner.com/en/newsroom/press-releases/2015-11-10-gartner-says-6-billion-connected-things-will-be-in-use-in-2016-up-30-percent-from-2015
https://www.pwc.com/us/en/services/consulting/cybersecurity/library/information-security-survey.html
https://www.pwc.com/us/en/services/consulting/cybersecurity/library/information-security-survey.html
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Protecting the modern organization requires a deeper strategy than simply buying 

security inspection tools, integrating them, and expecting them to comprehensively 

inspect all of your traffic. According to ZK Research, there are more than 32 security 

vendors offering inspection tools, each monitoring critical parts of the security problem.4 

Ensuring that each tool is operating properly, configured properly, and not interfering 

with other tools requires comprehensive security testing. Ensuring that each tool is 

resiliently load balanced, is getting all of the data it needs, and is filtering out known bad 

traffic requires a visibility architecture optimized for security.

Ixia’s IxSecure® architecture provides 360o protection with a security test platform to 

validate before deployment. It also provides a Security Fabric in its visibility products 

that provides resilience and seamless distribution of the right data to the right tools, 

even when encrypted.

Security vs. Productivity
While mobility and IoT devices increase productivity and automation, they need to be 

monitored. Leveraging SaaS applications and virtualized deployments in the data center 

enables faster operations, but lack of visibility to inter-VM traffic can create security blind 

spots. Keeping up with the basics of security is becoming more complicated. More tools 

to manage, more patches to update, more locations, and, of course, more threats to 

defend against with essentially the same sized IT team.

4 ZK Research. “2015 ZK Security Research Survey.”
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According to Verizon’s Data Breach Investigations Report, most hackers are 

opportunistic and look to exploit known vulnerabilities.5 Despite this, businesses are 

not always vigilant about patching and updating. According to a report in Fortune 

Magazine, one Cisco sample audit of existing customers revealed that 106,000 out 

of 115,000 deployed devices (switches and routers) had vulnerabilities because 

their security patches were not up-to-date. Vulnerabilities caused by aging gear with 

outdated software give hackers easy access to corporate networks. Adding to that 

concern, Cisco found that many of the devices had “reached their last day of support,” 

leaving them unable to be updated or patched.6 How can you know for sure if you are 

vulnerable unless you test?

Ultimately, today’s IT organization needs to be focused on three fronts: testing security 

devices and network before deploying new tools; updating patches on existing tools; 

and keeping threats out of the live environment.

IxSecure Tests your Security Strength

Whether you are validating new equipment or network updates to existing equipment, 

testing is a must for pre-production before deployment. IxSecure offers a complete 

Security Testing Platform that spans physical and virtual environments with the ability to 

represent, at scale, realistic data flows mixed in with realistic attacks.

5 Verizon Data Breach Investigations Report 2016. http://www.verizonenterprise.com/verizon-
insights-lab/dbir/

6 Vanian, Jonathan. “5 Takeaways From Cisco’s Big Cybersecurity Report,” Fortune. July 29, 2016. 
http://fortune.com/2016/07/29/cisco-cyber-security-report/
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The more comprehensive your test platform in terms of numbers of threats and application 

flows it can represent, the more realistic the results. Ixia’s BreakingPoint® security test 

environment is used by major network equipment manufacturers and enterprises to 

validate new products and network configurations before they go live. Testing security 

strength in realistic conditions is necessary to provide security confidence.

BreakingPoint can emulate real two-way conversations and transactions exactly as real 

applications would behave in operation. It has the ability to emulate more than 6,000 live 

attacks using more than 37,000 different pieces of malware, distributed denial of service 

(DDoS), and exploits.

Ixia has many examples of customer case studies showing how security testing 

uncovered issues before they could be exploited. One example, a Fortune 1000 financial 

company, used Ixia’s security testing platform to validate the effectiveness of a third-

party vendor’s DDoS cloud mitigation service. While testing, the company found that 

the vendor’s mitigation service was reacting more slowly than advertised. That led to 

another discovery. While the DDoS test was running, the customer realized that two 

of their internal carrier-class routers were misconfigured. Had this happened during 

business hours, it would have prohibited trades from being executed and cost them 

millions of dollars. In this case, one security test resulted in a 10x improvement in DDoS 

protection speed and prevented a P1 service outage.

IxSecure Provides a Security Fabric
Once in operation, the sheer volume of traffic being fed to various security and 

monitoring tools requires more insight than a simple visibility fabric can provide. Ixia 

provides a Security Fabric in its visibility products that goes much deeper. The Security 

Fabric consists of four layers that work together to help make existing security tools and 

teams more effective.

1. The foundational layer provides data access anywhere. This is not a given. For 
instance, many organizations still use SPAN ports, which forces them to only have 
data where they have network switches. But with a security fabric, you can tap into 
data anywhere, using a wide array of physical taps and virtual taps. With these, you 
get complete access to your physical or virtual network traffic.

2. The second layer provides resilience, which sits at the foundation of a robust 
inline security architecture. Resilience means having simple, intuitive flexibility. For 
example, it provides choices to recognize tool outages and to have pre-programmed 
paths around them.

Smart bypass switches offer programmability features that let you route around 
failures, and continuously monitor tool status with the industry’s fastest heartbeats. 
This self-healing capability ensures that one tool outage does not close down an 
entire network. Resilience also means having the confidence to deploy security tools 
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inline and to provide serial and parallel high availability path options. Ixia, the pioneer 
in bypass switches, recommends using external—rather than embedded—bypasses 
for more architecture flexibility. As the bypass has a much lower mean time between 
failures (MTBF) than a network packet broker, for instance, using an external switch 
provides better overall resilience. With a good resilience architecture, serial service 
chaining becomes a fast-reacting, attractive security option.

3. The third layer is data distribution, where context-aware data processing comes in. 
Context awareness identifies where data is coming from and to which tools it should go. 
Ixia Security Fabric™ recognizes applications and also provides rich context. This allows 
you to choose which traffic flows require which level of security analysis. For example, 
if you are a university, you might decide to let all Netflix traffic bypass deep packet 
inspection if it comes from a known Netflix IP address.

Another key feature of context-aware data is data conditioning. If you are tapping into 
multiple network segments, you are likely to have multiple copies of the same data. 
Context-aware data processing de-duplicates packets, ensuring your tools do not get 
flooded with redundant data. Some applications need high-accuracy timestamps on 
packets to correlate events between device logs. To support this, Ixia’s Security Fabric 
inserts a high-accuracy timestamp into every packet at ingress.

Device identification, source geolocation, and even data microbursts—a condition 
where the total bandwidth is temporarily more than your port capacity—are handled in 
the context-aware data processing layer. It ensures no packets are duplicated and none 
is lost. These combined capabilities help identify trusted applications and sources.

Data access anywhere

Security resilience

Context-aware data processing

Security intelligence processing
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4. The fourth layer is security intelligence processing, offering a significant performance 
boost for security tools—offloading tasks that would otherwise consume precious 
security tool processing resources. This layer starts with SSL decryption, allowing 
access to all incoming data—clear or encrypted—and eliminating blind spots.

Since most international compliance rules require strict protection of personal 
information, the security intelligence layer removes sensitive header data and personally 
identifiable information, or PII, such as credit card or social security numbers, before 
passing the data to analysis tools.

The security intelligence layer also provides a powerful threat-intelligence gateway 
function that blocks known bad traffic automatically—without requiring deep packet 
inspection. It even blocks highly obscured zero-day mutations by blocking them at 
their source. Ixia’s Application and Threat Intelligence (ATI) Research Center maintains 
a continuously updated database of proven malicious IP addresses, hijacked IP 
addresses, unregistered IP addresses, botnet controllers, and phishing destinations. 
We use this data to create the realistic threat environments in our security test platform. 
By leveraging that data within the Security Fabric, these confirmed bad IP addresses 
are blocked from ever entering your network. You can even block whole regions or 
countries you do not trust.

The combined layers of the Ixia Security Fabric deliver total access, resilience, and intelligent 

data access that reduces the load on your existing security tools and team. The Security 

Fabric goes well beyond simple visibility, ensuring your tools can be safely deployed inline 

and be fed with highly context-aware data feeds. Implementing the threat-intelligence 

gateway functionality also ensures that unknown malware and zero-day attack mutations 

will be blocked at their source immediately rather than being analyzed one at a time. And 

any bots that may already be on your network will be blocked from communicating out—

automatically. By reducing bad traffic and their associated alerts, Security Fabric makes 

existing security tools and teams more effective.

Application and Threat Intelligence Feeds
Ixia’s ATI Research Center powers our security test platform as well as our Security 

Fabric. The Research Center gets contributions from more than 900 internal engineers 

as well as many outside community-sponsored sources so we can constantly keep up 

with the most current application and threat profiles. Their focus includes:

1. Emulating the latest application protocols and threat characteristics to support our 
test customers.

2. Tracking series of global honeypots, sensors, and web crawlers aimed at attracting 
and characterizing threats.

3. Monitoring the latest updates and trends from vulnerability message boards, 
malicious IP addresses, and big data sources around the globe.

https://www.ixiacom.com/resources/application-and-threat-intelligence-research-center-0
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Application and Threat Intelligence (ATI) Research Center

Ixia Labs protocol/attack simulations 900+ contributing engineers

Networks of 3rd party researchers 6,000+ live attacks and 37,000+ malware

Global honeypots, web crawlers, sensors 340+ application signature families

Big data sources DDoS and botnet attack simulations

In total, the ATI Research Center analyzes billions of IP addresses and URLs and millions 

of pieces of spam. As a result, we can emulate and immediately recognize more than 

340 of the latest application signature families from applications like email, Facebook, 

Skype, Lync, and more. The team can also emulate 3500+ application flows and more 

than 37,000 strikes, including malware, DDoS, zero-day mutations, and other exploits.
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Conclusion
A visibility framework has become a critical part of the modern enterprise’s security 

architecture. A good visibility framework will provide data access, resilience and data 

flow. But what is good enough? Testing your network elements before you go live 

provides you confidence that your security strength can withstand any kind of attack. 

But not all security tests will provide the same level of confidence. You can always go 

with free versions of security tests, but those are by no means comprehensive. Use the 

same tests your network equipment providers are using. Ixia BreakingPoint products, 

whether the virtual edition or enterprise version running on our PerfectStorm hardware, 

provides complete security test confidence.

Once you deploy, you want to make sure you have a visibility architecture capable of 

supporting your security needs. Ixia provides a wide range of taps for data access, 

bypass switches for resilience, network packet brokers (NPBs) for intelligent data 

distribution, and ThreatARMOR™ for threat intelligence gateway features. Each provides 

robust capabilities on their own. Together they provide a Security Fabric that truly 

boosts the responsiveness and effectiveness of your existing security tools.

For more information on the Ixia Security Fabric, visit our website and request a demo 

today. You will feel more secure.

https://www.ixiacom.com/products/breakingpoint
https://www.ixiacom.com/products-services/ixia-test-hardware-products
https://www.ixiacom.com/products/network-taps
https://www.ixiacom.com/products/bypass-switches
https://www.ixiacom.com/products-services/ixia-visibility-products
https://www.ixiacom.com/products/threatarmor
https://www.ixiacom.com/securityfabric?utm_campaign=2016%2520Security%2520Fabric&utm_medium=IxSecure%2520WP&utm_source=ixia%2520asset

