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Date:  March 3, 2009
From: Mobile Broadband Division, Agilent Technologies

Subject:  Potential Virus on Agilent Technologies E6651A Mobile WiMAX Test Set
Agilent Technologies has recently discovered a computer virus infection within the production environment of the E6651A Mobile WiMAX Test Set.  The production environment is now cleansed, but there is potential for some product to have shipped with one or more of the computer viruses listed in 2 below.  
1. ‘At risk’ E6651A instruments are listed in Appendix A.
2. About the possible viruses –

(Symantec names W32.SillyDC, W32.Gammima, Infostealer.Gampass)
Further information on the viruses can be found at the following websites - 
http://www.symantec.com/security_response/writeup.jsp?docid=2007-011714-4020-99
http://www.symantec.com/security_response/writeup.jsp?docid=2007-032206-2043-99 
http://www.symantec.com/security_response/writeup.jsp?docid=2006-111201-3853-99 
3. Actions Required
a) Check the E6651A serial number list in Appendix A.  Only these units are at risk of infection. 
b) Perform the virus detection process listed in Appendix B.
c) If a virus is detected at step b), refer to the E6651A Installation and Use of Third Party Software and the E6651A Virus Scanning Procedure to remove the virus and return the E6651A to its normal operating mode.
d) Agilent Technologies would be pleased the have the opportunity to virus-scan instruments in the list in Appendix A whether or not the detection process in Appendix B reports the virus.  For assistance performing the scan, please contact your local Agilent Technologies representative.
Agilent Technologies considers this a serious issue and will work with customers to rectify the situation.  Agilent Technologies sincerely apologize for this incident. This incident has lead to renewed focus being placed on processes to prevent a re-occurrence of this serious issue.
Sincerely,



R. Evans
NPI and Quality Manager

Mobile Broadband Division
Agilent Technologies (UK) Ltd

Appendix A - E6651A ‘At Risk’ Serial Numbers
	KR47220110
	MY47310134
	MY48150112
	MY48190106

	KR47220112
	MY47310135
	MY48150113
	MY48190107

	KR47220117 
	MY47310137
	MY48150114
	MY48190108

	KR47220122
	MY47310138
	MY48150115
	MY48190109

	KR47220125
	MY47310141
	MY48150116
	MY48190110

	KR47220126
	MY47310142
	MY48150117
	MY48320101

	KR47220127 
	MY47310144 
	MY48150118
	MY48320102

	KR47220132
	MY47310146
	MY48150119
	MY48320103

	KR47220136
	MY47310148
	MY48150120
	MY48320104

	MY47310107 
	MY47310153
	MY48150121
	MY48320105

	MY47310112
	MY48150102
	MY48150122
	MY48320106

	MY47310113
	MY48150103
	MY48150123
	MY48320107

	MY47310115
	MY48150104
	MY48150124
	MY48320108

	MY47310117
	MY48150105
	MY48150125
	MY48320109

	MY47310118
	MY48150106
	MY48150126
	MY48320110

	MY47310119
	MY48150107
	MY48190101
	MY48320111

	MY47310122 
	MY48150108
	MY48190102
	MY48320112

	MY47310123
	MY48150109
	MY48190103
	MY48320113

	MY47310124
	MY48150110
	MY48190104
	MY48320122

	MY47310130
	MY48150111
	MY48190105
	


Appendix B – The Detection Process.
This process may detect the viruses described in this letter.  However, failure to detect a virus will not guarantee the product to be virus free and a full scan is recommended.
· Obtain a USB memory stick
· On a PC with Anti Virus software, scan the USB memory stick to verify it is not infected.

· Insert the USB memory stick into an E6651A USB port.

· Wait 30 seconds, or until any indicators on the USB memory stick stop flashing.

· Remove the USB memory stick from the E6651A.

· Re-insert the USB memory stick into the PC with Anti Virus software.

· Scan the USB memory stick to determine whether a virus is now detected.
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