Keysight N8803C
CAN, LIN, FlexRay, and CAN-FD Protocol
Triggering and Decode Software
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This application is available in the following license variations:
- Order N8803C-1FP for a user-installed license
Order N8803C-2FP for upgrade from N8803A/B version
Order N8803C-1TP for transportable license for new user
— Order N8803C-2TP for upgrade from N8803A/B transportable license to transportable
N8803C license
Order N5435A Option 103 for a server-based license

CAN, LIN, FlexRay, and CAN-FD Serial Buses

Keysight Technologies, Inc. oscilloscope automotive options help electronic system designers
test and debug the physical layer of automotive serial buses faster. CAN, LIN, FlexRay, and
CAN-FD serial buses are the backbone for communication among many separate controllers,
sensors, actuators, and ECUs located throughout automotive and industrial designs. These
serial bus interfaces provide content rich points for debug and test. However, since these
protocols transfer bits serially, using a traditional oscilloscope has limitations. Manually
converting captured 1s and Os to protocol requires significant effort, cannot be done in
real-time, and includes potential for human error. Also, traditional oscilloscope triggers are not
sufficient for specifying protocol-level conditions.

Extend your oscilloscope capability with Keysight’s N8803C CAN, LIN, FlexRay, and CAN-FD
protocol triggering and decode application. This software makes it easy to debug and test
designs that include these buses using your Infiniium oscilloscope.
- Set up your oscilloscope to show CAN(FD), LIN, or FlexRay protocol decode in less than
30 seconds
- Get access to arich set of integrated protocol-level software triggers
- Save time and eliminate errors by viewing packets at the protocol level
- Use time-correlated views to quickly troubleshoot serial protocol problems back to their
timing or signal integrity root cause
- With the CAN-dbc symbolic trigger and decode capability, engineers can now test the
physical layer of this differential bus at a higher abstraction level
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-Protoco] ————————————
|CAN (v | Symbolic Data
————————= || File (*.dbQ)... |

Type

| standard (V] Hide CAN
- Symbolic Data
Data Source s

On

-Protocol —————————
|FlexRay (V| || setup
Channel Manual
|Channel A |_| Setup...

Data Source

|Channel 1 (v | m
None Setup
|Channel 1 channel 1 — 3
Baud Rate Channel 2 Setup...
|10.0000 Mby/s '

Cycle Time
|3.000 ms

30 second CAN(FD), LIN, or FlexRay setup Support for both analog and digital channels
Configure your oscilloscope to display protocol decode in under Acquire serial buses using any combination of scope or digital
30 seconds. Use Auto Setup to automatically configure sample channels. Using digital channels on MSO models preserves

rate, memory depth, threshold, trigger levels, and clock recovery analog channels for viewing other time-correlated signals.
for FlexRay.
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CAN(FD), LIN, and FlexRay Setup and Protocol Triggering

Get access to a rich set of integrated software protocol-level triggers. The application includes
a suite of configurable protocol-level trigger conditions specific to CAN, LIN, FlexRay, and
CAN-FD. When serial triggering is selected, the application uses software-based triggering

or hardware-based serial triggering . With protocol triggering, the oscilloscope takes signals
acquired using either a scope or digital channels and reconstructs protocol frames after each
acquisition. It then inspects these protocol frames against specified protocol-level trigger
conditions and triggers when the condition is met.
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|FD Standard Data Frame
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Fields T — Setup... .

B EEEEEEEE————————————————————————— Sample Point

Identifier (V] 222 : |60.0% VX
BRS (V] [switch Bit Rate signal Type

i = v I
Data [ w | xx

| <Select Field> I

Differential {H-L)
Differential {L-H)

T
CAN-FD trigger Specify the CAN signal type
Quickly set up trigger for a unigue frame or error condition. Use single-ended probes or differential probes.

| a N
Protocol Search B 7 X Protocol Search
Enable Enable
Trigger On Search Trigger On Search

Stop On Trigger Stop On Trigger

- Navigation - Navigation

iRl 2l |

-Protccol ——————————
- Protocol

e — L L ——
-Iype —— — — — — — —

| Frames
[LIN Packet

|any
Fields ]
) Fields

L Frame 1D (V) |17F

Parity Ccydle |7:\ RFactor=4, BCycle=0 (Channel 1)

Payload Header CRC ¥ o

View As Bits View As Bits

LIN trigger FlexRay trigger

For triggering on LIN packets, choose a combination of ID, parity, Quickly specify frame ID and repetition factor (optional) for
and payload values. triggering and searching.

1. Infiniium S-Series supports CAN, LIN, and CAN-FD hardware-based serial trigger, not FlexRay. Infiniium
9000-Series supports CAN, LIN as hardware-based serial trigger, not FlexRay and CAN-FD.
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CAN and CAN FD Protocol Decode
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Message | DLC| Signals b | Details
-22.64994411 ms|Standard Remote Frame | ABS 8 - Generated Fields
-20.46874411 ms| Standard Data Frame | ABS 8 Direction
-18.65114411 ms|Standard Remote Frame | Steering 4 Packet Length = 112
-16.55914411 ms| Standard Data Frame  |Steering |4 5 CAN 1
-14.59604411 ms|Extended Remote Frame|EngineData |5 = p;‘,.ci,.ﬂ 1 aver
Fuel:12.08 gal;Temp:138.2 C;Speed:2.9 payload
-10.65004411 ms| Standard Remote Frame | Airbag 1 0000: 04 0B OC 10 00  .....
-8.62434411 ms |Standard Data Frame Airbag 1
-6.64824411 ms | Standard Remote Frame | ABS 8
8
4

Frnt-L:Unlocked;Frnt-R:Unlocked;Rear-L

Lock:0ff; Angle:47.31 deg

UQIBULIBJUL 18XDEd pa1os

Right-impact:Armed;Left-impact: Deploy(g

-4.46494411 ms |Standard Data Frame | ABS
11 -2.64954411 ms

Frnt-L:Unlocked;Frnt-R:locked; Rear-L:lo

Standard Remote Frame | Steering

Quickly move between physical and
CAN-FD protocol layer information
using the time-correlated tracing
marker. Display protocol content using
embedded decode in the waveform
area or, see protocol events in a
compact listing format. Along with
CAN interface innovation, CAN-FD
will replace legacy CAN bus line. With
N8803C protocol decoder, up to

10 Mbps CAN-FD signals also can be
decoded with time-correlated tracking
marker.

13 1.40543089 ms |Extended Remote Frame|EngineData |5
14 3.51930589 ms | Extended Data Frame EngineData |3 Fuel:12.16 gal;Temp:141.4 C;Speed:2.9
5.35158089 ms | Standard Remote Frame

Airbag 11-bit Identifier

I?WWHW\M—\ Rinht-imnact:Armedt:1 ofr-imact=nenlon ¥ 5}’ mbolic Data

File (¥*.dbc

Message DLC | Signals

ABS 8

ABS g Frnt-L:Unlocked;Frnt-R:Unlocked;Rear-L:locked; Rear-R:Unlocked;FL-Pressure:111.9 psi;FR.
Steering 4

Steering 4 Lock:0Off;Angle:47.21 deg

EngineData |5

EngineData |35 Fuel:12.08 gal;Temp:138.2 C;Speed:2.2000 krpm

Airbag 1

Airbag 1 Right-impact: Armed; Left-impact: Deployed; Rear-impact: Deployed; Frwd-impact: Armed

ABS 8

ABS g Frnt-L:Unlocked;Frnt-R:locked;Rear-L:locked; Rear-R:locked; FL-Pressure:118.8 psi;FR-Pres:
Steering 4

[Steering |4 _|Lock:On;Angle:49.62 *>max"deg |
EngineData |5

EngineData |5 Fuel:12.16 gal;Temp:141.4 C;Spead:2.9000 krpm

Airbag 1

lairbag |4 [Right-impact:Armed;Left-impact:Deployed; Rear-impact:Deployed; Frwd-impact:Deployed
ABS 8

- Sampling Mode
@ Real Time
@ Equivalent Time
© segmented
@ Roll Mode
- Sin(x)/x Interpolation
| Auto Y |‘
- Segmented Memory

# of Segments

000 |of 10000 42.0930793 s |100 ms | Segmented

Import industry-standard .dbc files

for symbolic triggering and decode.
Message and signal values are
displayed on the listing and in the
waveform in symbolic format, making it
easier to understand the oscilloscope
capture.

Long time captures using
segmented memory

In this example, CAN traffic was
captured for near 42 seconds.
Segmented memory uses time tags
to track time between segment
acquisitions.
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CAN-FD (Flexible Data-rate) Protocol Decode

[“File Control Setup Display Trigger Measure Math Analyze Utilitics Demos Help CAN-FD protocol decode supports the
new CAN (ISO 11898-1) specification,
so that it will decode up to 10 Mbps FD
data rate, while supporting standard
CAN data rate for control part. FD data
rate support from 1 Mbps and Infiniium
S-Series supports hardware-based
serial triggering on CAN-FD signals

so you can get the packet you want to
see. This trigger supports frame, and
bit-specific options such as BRS, CRC

& on ESI, and errors.
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- Sweep
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J—m [ Gallery... © Triggered

Y | | Setup. |m
- Clear Trigger
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Standard Remote Frame
Extended Data Frame
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FlexRay and LIN Protocol Decode

 Clock Recovery ?IX

real time eye, serial dataj

Measure Mal s Demos Help

- Clock Recovery Applies To

@ Alv

© Individual Waveforms

orms Clock Recovery Source

T e Wi | (bR
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‘Custum

Clock Recovery Mef
‘FIexRay

i A

P s 11

[T
Startup|Sy

Baud Rate
| 10.0000 Mb/s

Frame ID

-

All Cycles

JES

O 2000y |

("% | Protocol 1 Listin
& | ndex | Time FlexRay Packet
-1.546796127 ms|Nermal Frame 36
-1.502885436 ms|Normal Frame
-1.458892503 ms|Normal Frame 38
-1.414816045 ms|Normal Frame 39
-1.326829137 ms|Nermal Frame 41
278920947 ms|Normal Frame 45
Startup Sync Frame
Normal Frame

Details
= Generated Fields
Direction
Packet Length = 224
(1]}

Frame ID | Cyde | Data

[78 56 34 12 55 EF CD A
55 55 55 55 55 55 55
37 3D3D3D3D3D3D =
85 85 85 85 85 85 85
AA MM AA AL AA AA A
00 00 00 79

00 00 00 77

2EDS 0000123412
0A 0B OC 0D OE OF 1C
00 01 02 03 04 05 06
55 55 55 55 55 55 55
3D 3D 3D 3D 3D 3D 3
64 65 66 67 58 69 6A Payload Le w

S >

0000: 00 00 00 00 00 00 00 00
0008: 00 00 00 00 0O 00 0O 00
0010: 00 00 00 0O

UONeULIOJUT 18§08d Pada|e

132.878692 s
1.320689890 ms
1.364742071 ms

1.452728816 ms |Normal Frame
1.496661902 ms |Normal Frame
1.540654821 ms |Normal Frame

Normal Frame header

[=

Frame ID

Quickly move between FlexRay physical and protocol layer information using the time-
correlated tracing marker. Display protocol content using embedded decode in the waveform
area, or see protocol events in a compact listing format. Minor tick marks indicate clock
transitions. Major tick marks indicate segments of the serial packets.

ies Demos Help

Enable
Il Trigger On Search
B Stop On Trigge

- Navigation

[ L TR0 T e ) L

Details

= Generated Fields
Direction
Packet Length

F7 (GOOD)
-87.8707788 ms|30]04 1D 25 31 15 39 51 85|63 (GOOD)

-98.4271788 ms[12|00 08

BB (GOOD)
FB (GOOD)

-77.3183788 ms|21[34 4D 3D 85
-66.7655788 ms|12|00 04

-45.6563788 ms|21|9A A6 9E 42 DD (GOOD)
-35.1035788 ms[12{00 02 FD (GOOD)
-24.5467788 ms[30|41 47 49 4C 45 4E 54 21 |D8 (GOOD)
-13.9939788 ms|21|4D 53 4F 21 EE (GOOD)

10 (Bad: Computed FE )

uoneuLIOjUT 1830Ed PaTa)e

7.1152212ms (30

AD A3 24 A6 22 27 AA 90

6C (GOOD)

17.6676212 ms |21

AB AS AT 80

77 (GOOD)

28.2204212 ms

12

8000

7F (GOOD)

38.7768212 ms |30

D0 5112539113 5548

36 (GOOD)

LIN decode embedded in waveform area

Use the oscilloscope waveform area to display decode information.
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CAN, LIN, FlexRay, and CAN-FD Application Specifications and Characteristics

CAN
CAN sources

Analog channels 1, 2, 3, or 4

MSO models can additionally use digital channels DO to D15 (V-Series not supported)

Any waveform memories

The application relies on probing and trigger/measurement thresholds to properly condition the signal for triggering and
decode. Differential probing may be required. MSQO channels are single-ended and require a minimum 500 mV swing around
the threshold to differentiate between 1s and 0s

Standard data rate

100 b/s up to 1 Mb/s

CAN-FD data rate

1 Mb/s up to 10 Mb/s

Signal type Differential (L-H), CAN_L, or CAN_H, Tx
Auto setup Automatically configures scope settings for proper CAN decode and protocol triggering including memory depth, edge
triggering, holdoff, sample rate, and measurement thresholds
Decoded fields Allincluding extended frame format
Triggering - Allframes
- Standard data frame
- Standard remote frame
- Extended data frame
- Extended remote frame
- Errors
- FD standard data frame
- FD extended data frame
.dbc support Import of industry-standard .dbc files for symbolic trigger and decode
Maximum number of messages = 256
LIN
LIN sources Analog channels 1, 2, 3, or 4
MSO models can additionally use digital channels DO to D15 (V-Series not supported)
Any waveform memories
The application relies on probing and trigger/measurement thresholds to properly condition the signal for triggering and
decode. Differential probing may be required. MSQO channels are single-ended and require a minimum 500 mV swing around
the threshold to differentiate between 1s and Os
Data rate 2400 b/s to 625 kb/s
Auto setup Automatically configures scope settings for proper LIN decode and protocol triggering including memory depth, edge
triggering, holdoff, sample rate, and measurement thresholds
Decoded fields All. Supports LIN versions 1.3, 2.0, and 2.1
Triggering LIN packets, including user-specified values for ID, parity, and payload
Wakeup (9000 and S-Series only)
Errorsincluding: parity, check, sync, frame length, header length, and wakeup
FlexRay

FlexRay sources

Analog channels 1,2, 3, or 4

MSO models can additionally use digital channels DO to D15 (V-Series not supported)

Any waveform memories

The application relies on probing and trigger/measurement thresholds to properly condition the signal for triggering and

decode. Differential probing may be required. MSO channels are single ended and require a minimum 500 mV swing around the

threshold to differentiate between 1s and Os

Data rate Up to 20 Mb/s
Cycle time 100 ns up to 100 ms
Auto setup Automatically configures scope settings for proper LIN decode and protocol triggering including memory depth, edge
triggering, holdoff, sample rate, measurement thresholds, and clock recovery
Decoded fields All
Triggering - Any frame
- Startup frames
- Sync frames
— Normal frames
- Null frames

- NOT null frames
Errors include BAD header CRC, BAD frame CRC, and unknown packet
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Ordering Information

This application is compatible with Infiniium oscilloscope models below.

Application software 9000 Series ~ S-Series 90000 Series V-Series Z-Series
CAN, LIN, FlexRay, and Fixed Factory-installed N/A DS0S000-097  DS090000-093 DSOV000-099 DS0OZ000-099
CAN-FD protocol triggering User-installed N8803C-1FP
and decode software Upgrade from N8803C-2FP
N8803A/B
Floating ~ Transportable N8803C-1TP

Transportable (upgrade
from N8803A/B)

Sever-based N5435A-103

1. Requires Infiniium 5.60 or above.

Probing CAN and FlexRay Differential Serial Buses

Keysight offers a wide range of differential active probes for various bandwidth and dynamic range applications. Table 1 shows the
differential probes that Keysight recommends for CAN and FlexRay.

Table 1. Recommended probes for differential buses

Differential bus (max bit rate) N2791A (25-MHz bandwidth) N2818A (200-MHz bandwidth)
CAN (up to 10 Mb/s) J  Standard CAN J/  CAN-FD
FlexRay (10 Mb/s) J

If you need to connect to DB9-SubD connectors on your differential CAN and/or FlexRay bus, Keysight also offers the CAN/FlexRay
DB9 probe head (part number 0960-2926). This differential probe head is compatible with both the N2791A and N2818A differential
active probes and allows you to easily connect to your CAN and/or FlexRay differential bus. For more information about Keysight’s
probing solutions, refer to the Infiniium Series Oscilloscope Probes and Accessories data sheet (publication number 5968-7141EN).

s o,

7
=
ez

Keysight's N2818A 200-MHz differential active probe. Keysight N2791A 25-MHz differential active probe.
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www.axiestandard.org

AdvancedTCA® Extensions for Instrumentation and Test (AXle) is an

open standard that extends the AdvancedTCA for general purpose and
semiconductor test. Keysight is a founding member of the AXle consortium.
ATCA®, AdvancedTCA®, and the ATCA logo are registered US trademarks of
the PCI Industrial Computer Manufacturers Group.

www.lxistandard.org

LAN eXtensions for Instruments puts the power of Ethernet and the
Web inside your test systems. Keysight is a founding member of the LXI
consortium.

WWww.pxisa.org

PCI eXtensions for Instrumentation (PXI) modular instrumentation delivers a
rugged, PC-based high-performance measurement and automation system.

Download your next insight

Keysight software

is downloadable expertise.

From first simulation through first customer
shipment, we deliver the tools your team needs \ 9

to accelerate from
actionable insight.

data to information to ‘

- Electronic design automation (EDA)

software

Learn more at
www.keysight.com/find/software

- Application software

- Programming

environments Start with a 30-day free trial.

- Utility software www.keysight.com/find/free_trials


www.axiestandard.org
www.lxistandard.org
www.pxisa.org
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Evolving Since 1939

Our unique combination of hardware, software, services, and people can help you
reach your next breakthrough. We are unlocking the future of technology.
From Hewlett-Packard to Agilent to Keysight.

myKeysight myKeysight
www.keysight.com/find/mykeysight
A personalized view into the information most relevant to you.

www.keysight.com/find/emt_product_registration
Register your products to get up-to-date product information and
find warranty information.

KEYSIGHT SERVICES  Keysight Services

eI ABPIN . keysight.com/find/service
Keysight Services can help from acquisition to renewal across your
instrument’s lifecycle. Our comprehensive service offerings—one-
stop calibration, repair, asset management, technology refresh,
consulting, training and more—helps you improve product quality

and lower costs.

Keysight Assurance Plans
www.keysight.com/find/AssurancePlans

Up to ten years of protection and no budgetary surprises to ensure
your instruments are operating to specification, so you can rely on
accurate measurements.

ASSURANCE PLANS

Keysight Channel Partners
www.keysight.com/find/channelpartners

Get the best of both worlds: Keysight's measurement expertise and
product breadth, combined with channel partner convenience.

www.keysight.com/find/n8803c

KEYSIGHT

TECHNOLOGIES

Unlocking Measurement Insights

For more information on Keysight
Technologies’ products, applications or
services, please contact your local Keysight
office. The complete list is available at:
www.keysight.com/find/contactus

Americas

Canada (877) 894 4414
Brazil 5511 3351 7010
Mexico 001 800 254 2440
United States (800) 829 4444
Asia Pacific

Australia 1800 629 485
China 800 8100189
Hong Kong 800 938 693
India 180011 2626
Japan 0120 (421) 345
Korea 080 769 0800
Malaysia 1800 888 848
Singapore 18003758100
Taiwan 0800 047 866

Other AP Countries (65) 6375 8100

Europe & Middle East

Austria 0800 001122
Belgium 0800 58580
Finland 0800 523252
France 0805 980333
Germany 0800 6270999
Ireland 1800 832700
Israel 1809 343051
[taly 800 599100
Luxembourg +32 800 58580
Netherlands 0800 0233200
Russia 8800 5009286
Spain 800 000154
Sweden 0200 882255
Switzerland 0800 805353
Opt. 1 (DE)
Opt. 2 (FR)
Opt. 3 (IT)
United Kingdom 0800 0260637

For other unlisted countries:
www.keysight.com/find/contactus
(BP-9-7-17)

R ified
10! lanagement System
www.keysight.com/go/quality
Keysight Technologies, Inc.
DEKRA Certified ISO 9001:2015
Quality Management System

This information is subject to change without notice.
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