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VIAVI and Keysight: 6 Steps to 
Regaining Control in the Cloud 

 

While the ultimate promise of the cloud is to streamline and simplify business, the 
process of getting there can cause ample confusion. Business leaders may opt to 
migrate services to public clouds without consulting or even notifying their information 
technology (IT) team of the change—until an issue arises.  

IT now has less control and knowledge of migration decisions yet maintains complete 
responsibility for finding and fixing problems and securing data to deliver the ultimate 
user experience. To realize the full value of investments in public cloud services, IT 
needs new strategies for collaborating with business leaders to regain control 
throughout the deployment lifecycle.  

VIAVI and Keysight have teamed up to define a six-step approach that restores cloud 
visibility and delivers the actionable insight needed to adopt new best practices. 

Visibility + Intelligence Empowers IT 
At the 2017 Gartner IT Infrastructure, Operations Management & Data Center 
Conference, IT operations analysts asked engineers about their most significant 
cloud monitoring challenges. More than 50 percent said they were “blind to what 
happens in the cloud,” while 32 percent cited visibility gaps. The majority felt the data 
shared by cloud providers did not meet their needs. 

Together, Keysight and VIAVI are bridging the visibility gap with:  

• Access to critical data wherever it resides  

• Efficient, intelligent distribution of data to the right tools  

• Fast, intelligent analysis  

• Near-instant insight into network and application performance on-premises and 
in the cloud  

Using the following six-step approach, IT can efficiently capture and analyze the 
same quality of data utilized in the physical world. The process mirrors existing 
strategies for pinpointing problems and improving operations but requires new cloud-
native capabilities throughout the process. 



Find us at www.keysight.com          Page 2 

Steps 1 and 2: Capturing and Filtering Packet Data 
While the metadata shared by cloud providers can be used to start triaging symptoms of performance 
problems, root cause analysis and security forensics require packets. With packet data, intelligent filtering 
delivers information to application performance management (APM) and security analysis solutions.  

The joint Keysight–VIAVI solution allows metadata to be used for real-time monitoring in the cloud and 
packet-level data to be downloaded to reconstruct scenarios and perform forensics. Packet capture and 
filtering must be able to occur dynamically and in the public cloud to maximize efficiency.  

The Keysight cloud-native visibility solution, CloudLens, introduces packet-level visibility to cloud 
deployments, delivering the data to VIAVI Observer for analysis. CloudLens visibility scales 
automatically and dynamically as instances are created or destroyed to save users time and money. 
CloudLens sensors installed within workloads capture rich metadata about where services are running, 
associated Internet Protocol (IP) addresses, and utilization of resources such as memory and central 
processing unit (CPU) capacity. 

 

Figure 1. Joint Keysight CloudLens – VIAVI Gigastor Deployment 

A drag-and-drop interface is used to define packets for forwarding between two types of groups:  

• Production groups such as email, voice, and domain name system (DNS)  

• Tool groups such performance management, and application monitoring 

Keysight’s sensor-based approach allows CloudLens to bridge visibility gaps across multi-cloud 
environments by working with Amazon Web Service (AWS), Microsoft Azure, Google Cloud Platform, 
and other popular provider solutions with no additional effort necessary to define new security policies. 
Intelligent filtering eliminates the need to send data to tools that do not need to see it, which optimizes 
the use of analysis tools and consumption-based cloud services. 

Step 3: Optimizing Storage 
What should companies do with all the data collected from the cloud? Best practice suggests continuing 
to store it in the cloud when possible, but providers typically charge for processing, storage, and import 
or export on a usage basis. The joint Keysight–VIAVI solution allows data to be stored on-premises, in 
the cloud, or using a mix of the two that can help reduce cost. 
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Steps 4 and 5: Analyzing Data to Speed Troubleshooting 
Not surprisingly, data shared by cloud providers is cloud-centric, focusing on computing, network, and 
storage performance metrics relating to cloud resources. To effectively manage deployments, IT also 
needs a clear picture of the user experience and on-premises resource performance.  

Best practice suggests performance troubleshooting needs to begin within the cloud, versus having to 
backhaul the data required for analysis to physical data centers. Enter the VIAVI Observer performance 
management solution.  

Upon receiving packets from CloudLens, the guided, out-of-the-box workflows and user-experience 
scoring of VIAVI Observer provide insight into trends such as best- and worst-performing applications. 
Users can drill down to isolate and troubleshoot issues with three clicks of a mouse, answering key 
questions like:  

• What is the user experience with hybrid and cloud-hosted applications?  

• Does the problem lie within the on-premises infrastructure or the cloud?  

• Is the issue regional or widespread?  

• Is it unique to one provider?  

• Was it caused by the application, network, or cloud service provider? 

 

Figure 2. Within three clicks, Observer’s guided, out-of-the-box workflows and user-experience scoring deliver insight 
into trends such as best- and worst-performing applications and let user drill down to isolate and troubleshoot a wide 
range of issues. 

VIAVI Observer equips IT teams to manage cloud provider relationships with a real-time understanding 
of critical service performance and insight into whether breakdowns are caused by on-premises 
resources or the cloud service provider. With this intelligence, enterprises can effectively prioritize IT’s 
response to issues.  
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Automated analysis presents dependency maps, user experience scoring, and multi-segment analysis 
that make it easy to assess user engagement with services and pinpoint where conversations break 
down. All analysis is backed up with complete traffic capture and retention to ensure investigations can 
access the most granular details for performance or network forensic investigations. 

Step 6: Measuring and Scaling Success 
At the end of the day, IT helps business leaders understand what constitutes a successful deployment 
pre- and post-migration. Companies also need new methods for evaluating and documenting the value 
and return on investment (ROI) in cloud migration in terms of reliability, agility, and efficiency. Potential 
questions include:  

• What percent of service level agreements (SLAs) are we meeting?  

• Is the help desk getting more calls on migrated services or fewer?  

• Has any element of the service been left behind? 

The metrics to measure cloud infrastructures include many of the same ones used to evaluate systems 
on-premises—response time, round-trip time, data transfer speed, bandwidth utilization, resource 
consumption, and corrupted or invalid transaction requests—combined with new metrics for breaking 
down paths from data centers and key offices to cloud providers. Along with comprehensive insight into 
performance, Observer Apex from VIAVI aids in managing costs by flagging anomalies such as spikes 
in demand so IT can alert business leaders to potential cost overruns. 

About Viavi 
VIAVI solutions deliver 360-degree visibility across physical, virtual, and cloud environments providing 
insight to deliver optimal service levels, transition to new technologies, and roll out new services, while 
improving efficiency and ROI. Implement major transformations with greater confidence when armed with 
historical intelligence to support investment planning, standards-based deployment testing and 
certification, and performance monitoring to ensure optimum service delivery. Leading solutions and 
deep technical mastery make VIAVI a trusted advisor to top enterprises worldwide. 

https://www.viavisolutions.com/en-us/ptv/performance-management-security  
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