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Easily Debug and Test Designs That Include USB-PD
Protocols

Introduction of the USB Type-C connector also introduced the enhanced capabilities of
USB-PD. The CC line in the Type-C connector is a single-ended, BMC encoded, 4b/5b
signal used for Power Delivery (PD) negotiation. USB-PD is responsible for negotiating
power levels, device type, connector orientation, charging infrastructure, and other
capabilities like ALT mode.

Serial buses such as the USB-PD CC line are widely used today in electronic designs.

In many designs, these serial buses provide content-rich points for debug and test.
However, since these protocols transfer bits serially, using a traditional oscilloscope has
limitations. Manually converting captured 1's and O’s to protocol requires significant
effort. In addition, traditional scope triggers are not sufficient for specifying protocol-
level conditions.

Now you can extend your oscilloscope’s capability with the N8837A USB-PD protocol
triggering and decode application. This application makes it easy to debug and test
designs that include USB-PD protocols using your Infiniium oscilloscope.

Set up your scope to show USB-PD protocol decode in less than 30 seconds.

Get access to arich set of integrated protocol-level triggers.

Save time and eliminate errors by viewing packets at the protocol level.

Use time-correlated views to quickly troubleshoot serial protocol problems back to
their timing or signal integrity root cause.

Easy to find

Figure 1. Turn decode on/off in the “Setup” menu. View decode embedded on the waveform display
of in the protocol viewer listing window.
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30-second USB-PD setup

Protocol Decode

& on

- Protocol

| USB Power Delivery

Data Source

- S5ymbol Display Format

© Label
@ s-bit
@ 10-bit

B Descramble
B Electrical IDLEs are present

Figure 2. Configure your oscilloscope to display protocol decode in less than 30 seconds. Use “Auto
Setup” to automatically configure sample rate, memory depth and threshold and trigger levels.

USB-PD protocol triggering and searching

Get access to a rich set of integrated protocol level triggers. The application includes a
suite of configurable protocol-level trigger conditions specific to USB-PD. When serial
triggering is selected, the application enables special real-time triggering hardware
inside the Infiniium S-Series oscilloscope.

Hardware-based triggering on S-Series oscilloscopes ensures that the scope never
misses a trigger event when armed. This hardware takes signals acquired using either
scope or digital channels and reconstructs protocol frames. It then inspects these
protocol frames against specified protocol-level trigger conditions and triggers when the
condition is met.
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USB-PD trigger setup

B Sequence(A-B)
Edge Then Edge/A || 10110... [Shortcuts.. @ Auto

Timeout — )
window l:| m |M_ | OTrlggEred |
e CondRioning...|

-Protocol ————— Source |M_

v |5etup..._ None + | ||_Thresholds... |
- Clear Trigger

- Type — Settings |

|0rdered Sets | b4 | m

Ordered Sets Trigger Setup... |

Control Packets

Data Packets
— Errors

Figure 3. Choose to trigger on ordered sets, control packets, data packets, or protocol errors.

Quickly find occurrences

A™me MM Arnr ™mOAr2N ™ O™
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EE|E“E _ | of 8| Protocol Search | ¥

Figure 4. Quickly move to next occurrence of a specified event. Jump to the next or previous
occurrence of the specified event.
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Header

RINumDO|Messid ([P| 5 [P R | MessType SYNC2

O Ox0 Ox3 101 |00 Ox1 Ox1
CRC32

Ox36DFFO18

Figure 5. Header tab shows packets in a data book format.

Details

- Generated Fields
Direction
Packet Length = 72
- UsSB PD R2
-I- Physical

-I- Signaling SOP = 1888 Hex
SYNC1 = 8 Hex
SYNC1 = 8 Hex
SYMNC1 = 8 Hex
SYNC2 = 1 Hex
- Message Header
Message Type = GoodCRC

Figure 6. Details tab breaks the packets into easy-to-read textual fields.
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Post-acquisition searching

Protocol Search
Enable

[l Trigger On Search
B Sstop On Trigger

- Navigation

- Protocol Source

- Type
Ordered Sets

Ordered Sets
Control Packets
Data Packets
Errors

Figure 7. Search acquired protocol listing using a menu that is identical to the trigger menu.
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USB-PD protocol decode

The Keysight Technologies, Inc. USB-PD protocol viewer includes correlation between
the waveforms and the selected packet. The selected packet (highlighted blue row in

the listing) is time-correlated with the blue vertical line in the waveform display. Move
the blue tracking marker in time through waveforms, and the blue bar will automatically
track in the packets window. Or you can scroll through the packet viewer and highlight a
specific packet. The time-correlation tracking marker will move to the associated point in

the waveform.
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Figure 8. USB-PD protocol decode with precise time-correlation between waveforms and listing.
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Fill the entire display with compact protocol information using the full-screen listing. The
protocol viewer window shows the index number, time stamp value, and data content for
each serial packet in the list. Scroll through all decoded serial packets to find events of
interest or errors in the transmission. Data in the listing window can be saved as .csv or
txt file for offline analysis or documentation. Error packets are shown in red to help with
debug.

File Control Setup Display Trigger Measure Math Analyze Utilities Demos Help

a=2E

Waveform Window 1
Il Protocol 1 Listing : USB Power Delivery
& | Index | Time Memory Details
207.943791 ps | Vendor Defin: 307.471752 us
899.788632 us | GoodCRC 340.764701 s
[3__ [[1.56B457143 ms|[Vendor Define 373.970334 s
4 2.711519072 ms|GoodCRC 407.169740 us
5 3.460367505 ms|Vendor Define 440.383023 ps  |FF
[6 [[4.151095718 ms|/GoodCRC 473.586932 s |66
8 5.647860378 ms|GoodCRC 539.958469 us  |4B
573.173358 us  |D3
606.427723 Us |EOP

683.084834 s |55 SYNC2 = 1 Hex
710.661202 Us_|55 = Message Header

737.680334 us_ |55 Message Type = GoodCRC
764.690942 Us |55 Res4 = 0 Hex
791.713007 us |55 Port Data Role = UFP
818.722409 Us |55 Specification Rev = 1 Hex
845.730823 s |55
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Figure 9. Full screen USB-PD listing.

USB-PD specifications and characteristics
- CC line source: Analog channels 1, 2, 3, and 4
- Probing: Single-ended
- Auto setup: Automatically configures scope settings for proper USB-PD protocol
triggering and decode

Ordering Information

Application License type Infiniium V-Series Infiniium Infiniium 90000A  Infiniium 90000  Infiniium 9000
and Z-Series S- Series Series X-Series Series
USB-PD protocol Fixed Factory-installed N8837A-1FP N8837A-1FP  DS090000-091 N8837A-1FP N8837A-1FP
triggering and decode User-installed N8837A-1FP N8837A-TFP  NBB37A-1FP N8837A-1FP N8837A-1FP
Floating  Transportable NB8837A-1TP NB8837A-1TP  N8837A-1TP NB837A-1TP NB8837A-1TP

Server-based N5435A-096

Related Literature

Publication title Publication number
Infinilum S-Series High-Definition Oscilloscopes - Data Sheet 5991-3904EN
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Keysight Technologies Oscilloscopes
Multiple form factors from 20 MHz to > 90 GHz | Industry leading specs | Powerful applications
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LXI

www.axiestandard.org

AdvancedTCA® Extensions for Instrumentation and Test (AXle) is an

open standard that extends the AdvancedTCA for general purpose and
semiconductor test. Keysight is a founding member of the AXle consortium.
ATCA®, AdvancedTCA®, and the ATCA logo are registered US trademarks of
the PCI Industrial Computer Manufacturers Group.

www.Ixistandard.org

LAN eXtensions for Instruments puts the power of Ethernet and the
Web inside your test systems. Keysight is a founding member of the LXI
consortium.

WWww.pxisa.org

PCI eXtensions for Instrumentation (PXI) modular instrumentation delivers a
rugged, PC-based high-performance measurement and automation system.
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Evolving Since 1939

Our unique combination of hardware, software, services, and people can help you
reach your next breakthrough. We are unlocking the future of technology.
From Hewlett-Packard to Agilent to Keysight.

myKeysight myKeysight
www.keysight.com/find/mykeysight
A personalized view into the information most relevant to you.

www.keysight.com/find/emt_product_registration
Register your products to get up-to-date product information and
find warranty information.

KEYSIGHT SERVICES  Keysight Services

eI ABPIN . keysight.com/find/service
Keysight Services can help from acquisition to renewal across your
instrument’s lifecycle. Our comprehensive service offerings—one-
stop calibration, repair, asset management, technology refresh,
consulting, training and more—helps you improve product quality

and lower costs.

Keysight Assurance Plans
www.keysight.com/find/AssurancePlans

Up to ten years of protection and no budgetary surprises to ensure
your instruments are operating to specification, so you can rely on
accurate measurements.

ASSURANCE PLANS

Keysight Channel Partners
www.keysight.com/find/channelpartners

Get the best of both worlds: Keysight's measurement expertise and
product breadth, combined with channel partner convenience.

www.keysight.com/find/N8837A
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